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DVODNE SLOVO
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WORDs ON INTRODUCTION

The longpresented statement that current criminalistic science does not have
antagonistic problems turns out to be rational. On the other hand, this does not mean that
Criminalistic has no problems. Questioning and at the same time constastigluatng
knowledge is our scientific duty. Because only this is a scientific thing that can be questioned
and, on the other hand, in the materialistic world of Criminalistic, only this can be scientifically
proven. We express the assumption that the develohthd last decades, which we are also
trying to anticipate with this congress event, is certainly not smooth and unambiguous.
However, differences of opinion and trends make it possible to make progoessinalistic
itself. However, it turned out thaétte development of the subject ©fiminalistic will not be
ensured by itself, but only in relation to other sciences, ancCtirainalisticis a separate and
established science in the scientific family, but cooperating. It is a science estabtidhed a
confirmed in its foundationdt.is a science cooperating in its own and other subjects of research.
Criminalistic in relation to Brensic sciences is leading on the European continent for a long
time fight for its place in the scientific excellence of Bi¢, and it must be said that the current
not very successfuDn the other hand, it manages to reflect {@rgn development trends, for
example, the development of informatics but also other technical and natural sbienges
new knowledge on whic8riminalisticmust take a clear position. It is a convincing definition
of a criminalistic trace when changing the transmission of information from analog to digital
form. Knowledge is expanding, which deepens the possibilities of criminalistic identification
New technologies are penetrating iiominalistic andforensic methods and the results of
research are becoming more and more difficult to interpret. New methods are emerging, which
also affects the system and definition of the subject and obj&xirafnalistic. If we add to
this the constant interest of the professional public weveduating the possibility of
criminalistic identification, it opens up an almost endless space for scientific research. But it is
the trends we have presented in theettlgyment of work at the crime scene that show that it is
still the cornerstone on whiartiminalistic andorensic cognition and investigation stand. That
is why the project of international congresses and conferences, further developing the subject
and catent ofcriminalistic, follows on from historically verified conferences related to the
development o€riminalisticin Slovak conditions in the past, is so necessary and useful. From
our point of view, all topics processed by recognized domestic aasvielfeign experts in the
field of criminalisticc forensic sciences and practicatiminalistic activities and non
criminalistic applications, deal with the most topical issues. Recently, we have witnessed an
increase in the number of cases of inconsstebut especially the ambiguity of concepts and
studies devoted to the basic theoretical issu€¥iofinalistic. As a result of the development
of opinions onCriminalistic and Brensic sciences and their content and scope, there are also
significant shits in the area abpinions on their subject and system. Little attention is still paid
to questions of methods. It is also necessary to work out in the international field an effective
model of both theory and practical activity, but also for use &slacational discipline, which
is happening very slowly and under very difficult circumstances. In fact, the cnstinal
content of education is currently being reduced. For this purpose, the cycle of scientific
international events to which we are trytogeturn is also intended. The system of conferences
and congresses must therefore be maintained. The congress is also a presentation of the results
of the research team's work in research tasks carried out at the Department of Criminalistics
and Forensi Sciences A PZ, especially in relation to the kergn task 9/2008 Methods and
procedures at the crime scene.

For the scientific committee and organize
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Anot 8ci a

Autori sazemprispeaykuindie ptoir foivin&amii @ rsopbel k& nmoav , |
ktor® sWvosgom $rendov pprat e c ki@hooniead s tck ®hion th O
Kompar §ci okoncepfom®NPS| sna ovbllsaksutm vmi esta | inu
praktkovinaj m2 kriminalisticklch te8hnéekovppenar
sk Yamearbd jast i . Teoredliick®v an®treai ahbot or irek e
zdrojov vt ej t o obl asti, naj ma na z8kl aidketdlIdlyodo'l
apostupy pr §cePrissiummieers@ree |bonlufireal i zovanl do

zameran2m na vyhkrsan® adckll etgakt® kaab obhl i adky
azai sSovani e stéephni ana® e r z &boakoyned retn§ gemai a v
prezentovan®ho dl hodob®ho vIiskumn®ho z8mer u
kompar §ciou migu byS Etghnlpmiszppmdivetbn§izi gke |
kriminali sti ck BlovensKejirepublikest 2 ni el en v

KO%| ov® sl ov §

miesto | inu, krimimalisti&kh® stopy,vIiowadjl,i ad
persong8l , wizodwiltkewehmiiecka® prostriedky.
Annotation

The authors focusn the comparison and identification of the spectrum of activities and
problems that are related to tdevelopmentf trends in work at the crime scene from a
practical and theoretical point of view. By comparing the opinions with the ENFSI concept on
crime scene research, including the opinions of practitionespecially forensic technicians,

it is possible to getloser to the real knowledge in the researched area. Theoretical findings
were made on the historical analysis of published sources in this area, especially on the basis
of the longterm research task "9/2008/ethods and procedures of work at the crgsonene”.

The field survey was carried out in the form of a questionnaire focusing on selected important
areas such as tactics of crime scene inspection, search and securing of tracks, material and
technical support and documentation within the presentegtédm research plan and project.


mailto:metenko@minv.sk
mailto:miriam.metenkova@minv.sk

The information obtained by this comparison can be valuable stimuli for further progress in the
development of the basic method of criminal activities not only in the Slovak Republic.

Key words
crime scene,Criminalisticc criminalistics traces, crime scene inspection, research and
development, staff, education and training, technical means.

Kriminalistkaa kr i mi nal i sti ckl vIskum

Prakticky wvgetci kriminalist.i dl hodobo Kk
antagonisgt c k ® pr obl ®my . To vgak sY| asne neznen
SpochybRev:habaea ® prehodnocovarivedeckpwiznat ko
povinnosSou. Lebo I en t o j e na drdhejcdtr@e | o r
v materialistickom svete kriminaglit i ky |l en to | o mogno aj vedec

Vivoj poslednTch desaSrol?2, khktnomht sai powa:i
urlite nijeedrmrozdqdaldkil. aRozdéertdovs&l eSamooRuUpe
vkriminalistike saako,t ngp. rbk€mopl or edmevtgu kr
zabezpelenl s8&8m od s$eba, vgd€&rami nal veShaka

vedou samostatnoueat a bl ovanou vo vedeckej krocmcﬂiimen.ovae§
vsvojich z8klkdoparujp®chohabsdpojpedmei och sk¥%m

Kriminalistika vgak vedpal iocsatjantinclhc hv ive de dn

n8skok, aj napriek | ej hi storickim z8kl adom
ipr2rodnTch vizdatpky nB@gaktnonvi®mpmus2 kriminal.
Jedn8prsasved| i v® definovanie Kkriminalistick:
zanal - govej na di git8lnu for mu. Rozgiruj %
kriminalistickej identifikg c i e . Do kriminalistickIch met - d
avli sl edky sk¥mania s¥% | oraz n8§rolnejgie na ir
aj na dgfi ®Nc ia uobjekiu krichimedistiky. Alkkktk o mu pr i d8 me neust
odbornejverejnostigpr e hodnocovani e mognost. Kriminalis
takmer nekonelnl priestor na vedeck® b&§danie

Urlite kIl asi ckT ms kovomaenkitaokmo isan§Suvjarhuvs & i ke mi
aaktivitysn2 m s¥vi si ace. jMogmo kpowe da$, sge ckg§ kI a
nemen2, ba probl ®m mogno vn2ma$ &ijminaliatke, ¢ge | «

Al e skutol ne jrezsabhpoznanmimi, egteeobsah pe dl hodobo
nie.

Kvaltak ri mi nal i stickej |innosti na mieste | inu,

Kriminalistika prechg8dza vivojom rovnako
veOmi diledgit® pomo@iSodvegineetjk yo bploatsrteib,y kat or ®
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arovnako ® aodlladiqiutS aj ich vz§gjomnl s¥w ad. N

vzhOadmonz nnaani e, s %l taosrnimgjtedj wo bl ast i zn8me s¥Y |
determinovan®. Samozrej mekrigrd naltisglirck T aml ipk
praxinbude vgdy d!slednéskamneqgvaodlwiswiaj al e |
Vi 8§ mc i prakticklch mognost2 | o najviac pribl
pr2liny negatca®ivsnperhoopejior iblasdijday aav ne egte SSaggi e
mechani zmy, ktor® vivoj posun¥% pozit2vnym s

ovplyvnen8 snahou pozit2pynaxevmipgMokeaskg S nwul w
republ i kepoK@&hiom &kutol nej kvalityn&as8mina
vyhOad®&vaaniSsovaania | atentnlich sttp. Na to ab
potrebn® stanovi S pravdepobdmbmog®®vihs&yauy ¢t
na zaistenie. Konkr®t nym krolomnerne vi Is&pdnarei
9/ 2008 AMet-dy a postVu@yncpr § ¢ e (oebal iaes tgig tina rd2sittne
bol g@ptkes 2009 inici®manl ENFSlesB0® WG (praco
miesto |inu) zameranl phasobl mébspatitiab, vk
vichod28anciv danej? pProibéskmami kgl zameranl pri
podOa jeho autorov predovgetkIm charakteri z

kriminalistick®ho techinnka @&§ 3ineasnna@cne nt y gneite
procesy, ako aj ionv® | yvRkiy “k kom®i haj Wiogme n
povedaS, ¢ge spololnim znakom vo va|]gine Kkraj
ingtitwcie, ktosk@onbayl v@aj wnaopree abbl &3S sk ¥ims
Val ginou jdaneijt wddiastv riegen8 takmiestpre t i et
|l inu, s¥% pren8gan® na viacer® ingtitcie. AKk
zaober aj W infBirmalni® t i ¢ k ®s pro | fuop regnézima®s ndsmia va/k avd
auni verzitami. Ni ektor® krajiny vibec vIskun
viskumu, alebo sa itb pakmajtiak@pl ikk v ®S sd
medzinpladheojr me (napr2klad z ENFSI), do svoj

Samozrekangd 8 glerajina m8& svoje osobitosti
ni el en prepoji$S obs&smn® ma&siai tlyi nw viace
skriminalistickou praxou, aby bolina e d n e j strane | o najoperat?zy
viskuma @trane druhe|j aby boladeéclkekt hanaepd
overovateOom vedeck®ho visledku je prax.

l dentifik8cia prioritnlch oblasnyd pbskamu

relat?vne subjekt2vnych n8zorov |l enov SOC W
viazan®ho na kriminalistick® miesto |inu, Kkt
'METE®KO, J.: Met -dy a p-cdtowmy skkr§§da srBa pmiog tke ul i n Pr ¢

Rieg. vIsk. %l vydJBatistavaAKeatd @ RIR@SVAE 2 k 139

2 Proposal of research and development activities in ESFSI SOC WG report 2009
SKRAJ NE Kkol., Kriminadistika, 1.v y d . , Ak a Br&isidvea Braiglavav2005. ISBN: 8D54356-
9, EAN: 9788080543563. ss.-PD), 245254 (s.2122).


http://apznet.minv.sk/cgi-webisnt/sh.wis?h2=10&dbn%5et4000=proflpz&gizmo%5et4001=aw-1250&jump%5et4501=generic&db%5et4700=gen&lang%5et4902=SK&name%5et4903=PROFLAPZ&back%5et4920=/webisnt/custom/apz/bg_apz.gif&ctl%5et4921=GA&thead1%5et4922=BORDER=2%20CELLSPACING=0%20CELLPADDING=15%20BGCOLOR=FFFFB1&thead2%5et4923=ALIGN=CENTER%20VALIGN=TOP&metaex%5et4940=LINK%20href=/webisnt/custom/apz/styl.css%20type=text/css%20rel=StyleSheet&TYPE%5et4901=G&h1=1&search=VY=AKADEMIA%20PZ
http://apznet.minv.sk/cgi-webisnt/sh.wis?h2=10&dbn%5et4000=proflpz&gizmo%5et4001=aw-1250&jump%5et4501=generic&db%5et4700=gen&lang%5et4902=SK&name%5et4903=PROFLAPZ&back%5et4920=/webisnt/custom/apz/bg_apz.gif&ctl%5et4921=GA&thead1%5et4922=BORDER=2%20CELLSPACING=0%20CELLPADDING=15%20BGCOLOR=FFFFB1&thead2%5et4923=ALIGN=CENTER%20VALIGN=TOP&metaex%5et4940=LINK%20href=/webisnt/custom/apz/styl.css%20type=text/css%20rel=StyleSheet&TYPE%5et4901=G&h1=1&search=RV=2008

1. Kompetencia persons8§lu

2. Met - dy, tpocshnmipky ask¥mani a miesta | inu
3. Tr®ning

4. Vzdel 8vani e

5. Prostriedky pre pr8cu na mieste | inu

6. Postupy

7. Pogiadavky kriminalisticklch technikov
8. Syst®&m obhliadky miesta | inu

9. Hodnotiaci proces

100Manu8ly

Je jasn® ¢ge dlhodobT4 vt gwrvl f o ENFPlzj@gd v upe
vtiomto prepPate Bhdana dr uh ejkorsepty abhimdky mesta t a kT

l inu, ktorT m8rbsmopal ihdtsitke, unive vo for ®nzn
kontinent 8l neho skrsit®mualkirs tmi eilaéji sablklyi adky.
ukzg&al i, ge na vrchole rebr2]lka sa nach8dza k
postupmida ec hni k ami sk¥Yamani a mi est a prostriedky preal e t i
pr8cu na mieste | inu. D*vody taktwor sdiaan omleqie
byS rtzne. Pri anall sme kongtatovali, ge

ze
podddml ast?2 pre ktor® sa prejavugps @d2 bpg r®anyc mia
podmi enky, ktdaokdo nbayl osit e dIpiTedai,chger ejad i pdtiie
i mpl ement 8ci u Vv evdoenakv@bctd polzmiacmk &h @ rozvoja p
probl ®&mo&l nnom | ase, tak aby balkd uthbge® ef bk¢
ahodnotu zaimitesntla hl istttt.p dBErriatzonmdSe hjicee anedaen ioe  pr

spred takmer 15 rokov. pozrime sa na priority8 %| aszd gt sa ni ekomu, ge
Mu s 2 me kongtatovas ge ni e. Sme t eda n Yt en
prezentovanl miggomjne a g@émmmiEvomm vMestk-udnges BAupy pr §c
na mi eskpeodlsitraum®mkrzimepgémnisa i ¢kej praxi mi e ¢

M1 ge to na druhej strane znamena$S aj t

najd!l epet ejcdhi epodrebn® permanentne riegisS,
vs k¥ sman? miesta |inu.

Naprot. tomu atridddtryejn alcahttdim pisdiddee|skaaa vn &
vislednosti prieskumu. BuN nie | e egpl@at rna ben ®s
viraznou prioritou, akebmi malhi ktviad k ¢ janiepmr a x ia p

T
je potrebn® ju ak¥%t ne reineadS Sj I%lzansen en §thoO avdgya
zt oho pohrQlazdmuychekvajingch jevizuamui darelohed

“BRADCL, A, PORADASoWVMdnBTRAWPSNLIRI sPtrvazh a -725606%2, | SBN 80
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ritz’T@t o posledn® tvrdendiee lmdy eprekR roitpaipneddoird® ncz
tak ako | e dlvhlosdtoubpoo czhr erjenBimtpzro E NRSE h v

Pre overenie objekt2zvnost.i visledkov sk ¥r
ktor§8 sa tlka finamagvagich las kprieskuens oW anl
zkomuni k8t ov vyplynul o, gencovam8mcliasrSo zwlod k
pr2slugnich ngrodnlch ministerstiev, | o ne

prezentovan® ako fim@dadiys ka omuikdr 2stk.YamBhe i tau zs
riegenie danlch pr8oclie nmaetd?eki evBit sokduamaul ovh pr oj e
mal o pozit2vny vplyv dmal ami fkire§t mEecdjos 8/up o
VEur - pskom viskumnom prikesaonkecBamadg8oste, |k
Yspedgn®. Bmhahd apdo zan ediza any el kvpaomsddeed nlTectho rw k

vr § mc i relevantnlichvpaogektbvizah nvéeesovaznl
komi sie, nebola ¢giadna ani | en orientovanTl t
Odraz kvality kriminalistickej rlaikknnaxteij rmagplm

Stanovi S hodnotiace krit®ri § pr8§ce na m

ktor%¥% je potr edins@l eiddieen trihf@ gdoS/sakta eas kav ens k1 ch
priomatxi m¥l nej miere je t rkediachh GaocdvadSe odjee R
Prieskumy wuk8zali, ge z pohOadu zaangagovan
povaguje upotrebiteOnosS nedbpt atkkwyal v ak ytau js
zai stenlTcNabkffom&shed¥ smoojpmo shtav ovryih®aod §vani a

aef ekt2vnej dOgke obhliadky miesta |inu. Na
by umognil pogmenaié@Omss$bSch kraj2n ENFSI. V)
taxat2vne vymen¥msli o@mobodnpednat! ivich krit®

krajiny poug2vas. Na z8kladeviumedds®bhpomudt
zcel oeur -pskeho poth@adli salal rkveaméetymsa uber §
avl|l as reagovedaBejobaastzmenmyesw. ich korigovas.

Kvalita obhliadky miesta |inu je premenno
obrazopr 8ci pol 2cie, poijedzeh®RomPldiogpc&® ana r
i nform8ci e, kt or ® p otie lkaginakstickotechnickomkfarenznonpr e v\
ivygetrovacom pr orc&zscer.o W yrcens§pdaemad e4act v pr e z 1l e
miesta |inu je pre tieto YW ely rozhoduj %ci
poskytnut ® adehktvr§®mieng,zdeK 8vajnickost at ok | asu

5SCHMIDT,J.,FEDOFSO‘VI,_OVC', ., JMEIDDE/®KO®,an® aspekty ovpl yVRU]| Yc
mi estepdhQaduz kri mi nal iSRt,i dkl.ch Matsemdé kmiviEgv Sv , Krajn
Pokroky v kriminalistike 2009 Zb omend Xi e8r odnej vedeckej lOknovwerhbear enci e

2009 na Akad®mi iBr aRPoilsilcaavjen GBiabslavdpBuatislava\E 0, 209 S.,62
T 70.



| i nu. SY% to z8kl adn® predpokl ady. Ve Omi d
gt andar dciikz &dii &t k8% nmaun 2v mieeusrt-ap slkierhwo 2 o hefda d u . A
oblasti boli zosumarizoan ® do n§8vodu pr e % ppd eaelnad s§% i i d sS
BohugiaO treba povedaS, ¢ge slovensklich real?

Ot 8zky implement8cie takto Akl asickyf 1 ac

mi esta | inkra¥i nBelest® arsnzomrsee.i Vs a na prenos
vyug2va priestor i ntranet u, di skusn® f - -ra,

poznani e urkiaezkiutjoer T¢ch wr2padoch aj nkekmonhth:
krajbsa8alpl at Rujmd ewsd uvdSaluu uk | it § nez8vislos

zavs§dzanie novichamet Taksliegenhbanel at Ruje p
naj prv apvisitkroevdanni® hv z1 ogk8&ch policajn®ho ap:
odbormgs oaom sa rozgiruj¥» na oktamn®abrathb

Yast avy | in® ipgocesiei e mpoémE&nugés ev novlic
prostredn2ctvom vyd8vanich period2k, alebo w
Zanasi nej gi eobBtagnkyskYmania miesta | inu v
Y%l astn2cippakeskakuem ko nppre2tselnucd erc dptrevras lo ¥ 8§V Tub
aspotrebnl materi 81 pre miesto |inu.

Ng§vrhy vichod2sk prevhopivohl ag€ici mi e$s&ulmuna

Vs %l asnom obdob2 je ovedaneji acblddd teig,i t Br &t
Ysi kioerdi novanl postup mige viestS|jk oovse Qau §ecf
oveOa viacej akceptovatkeOm@&rmekail §§mednm® egrea
ng§rodnlch princhgawroVyphskyajnke T zh vo vIiski
s%stredi S spolol n® %silie na spracovanie pi
| i nut nych obl awut inac h.@ rBdszt iuopyOakdr i mi nal i st i c |
SpololniTm rysom by bolo hOadanie univerz§gI |
zY%| astnen® krajiny. Predovgetkim by S a ma |
ai dentifi kovan® aktivity:

Kompet enci a persons8lu

Obl asS kompetencie per§snocn§ | ENGjSet k2val dobeof ri un oy
kvalitu akompetenciu (QCE) TT ka sa to vget kTkdninalistiyr enznl
vi8§tane miesta |inu ako postupu Imimo ZahRRa
predbegn® kak bmgaoniie8ai u st!p, pred vstupom s
| asS tejto pr&ce robia krimhanyshikkajiteg&dm

6 Guidance for the implementation of ISO/IEC 17020 in the field of crime scene investigatiiiQ0&A008, 22
S.
"STINENISG I EC 17020 Vgeobecn® krit®ri 8§ |innost.i or
Slovenskl wWstav technickej normaliz8cie, 2005, 2
8 Performance based standards for forensic science practicionersCB2003,2004, 45 s.

g8no\
4 s
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preto nutn® stanovi S zj edine ckur iY4nien ploigs taidak ko |
je potrebn® orbd misS ik kroarkpeiteenwci e persong§lu je
by mali byS revidovmin® pre$Spdne amihédtzaa j Wz lsQ@a
Mal i by sa zoakymaerdnzootvliaiSvdpgdharktriaj daml ivk §ci e ¢
kompetencie person8lu so zameran?m sa na gpe

Met - dyecdani ky sk¥mania miesta | inu
Je potrebn® vych8dza$S zo zeSukrl-apdsnkliechho prmaenm
sk 8vnych postupov mManigembatesamregshadhwBudo

sily, resp. | o je potrebn® prioritne riegis.
ktor® s% spololn® pre rltzne metddrdynyilaltéupp or
najl astejg2ch, alebo Anajviznamnejg2chii. Moh
najviac d!| eskivis@ norsulinostGi eeDom by mohol by S
dostupn® dtlelcahstiikyv whWiadliStvea@Rdavadaent nT ch sttlp
podmi enok a mognost?2, ktor® tieto techniky z

techn2k vyhOad8vpodabbtanmsefodékhaatZp waj vhod
viskumu by bol o malinwl cvisd pieddld G@stae pnyat any

kst opg&8&m, ktor® maj %% viacn8sobn¥% informal n¥% h
10

Tr ®ni ng

N8vrihmpad ement §8cia medzin8§rodn®ho akceptov
syst®mu pr e hkrtiewihnnail kiosvt iscok Tzcamer an2m na rtzn
Orient8ciu tr®ningu zamera$S hlavne nrat zpwre§cu
model ov® miesta |inu. Na tieto model ov® situ
tr®mni hgipl ementovaS mn8wvadw wyaplzihvoa jokcoev ami e m
postupov v § mci YENFlakas\SattgO®siiasovou peri-dou r
samozrej mosSou.

Vzdel §vani e

Vzdel §vanie je z8legitosS, ktdamn§2sagalvz
uvs8&geni e, | i stalia stupne vgeobecn®ho vV Z
kriminalistickTch t echodkomrwnomsa i r gknityc h vdr8ut
auni verzitnich. Tentmnomd el ®knr ap i etScmB VB U T v |
nan 8r ol nost.i oktsiavn? tp,otr @dnd ke ha o d b ovrynuogs2tvia, ni ar
sofistikovanej g2ch met-d , akoad¢kvS8boynhs@e
poug2vanlich na ich u$jewsdd earsineotsa d a atk@eipe mdn ut
profil na Yrovni 1. stupRa vysokogkol sk®ho v
odbornosti -mhgkat@&r)hlngVlstupom by mo h o | by

9 European crime sceneamagement good praktice manual

DKRAJNEK, V. KriminalistAk&a@®intoeesgd £ fISBNBB054008X. Br ati sl a

“Guidannce on the production of -BPME60L 203 38%st i ce manusgl e

PMETE®KO, J.Kriamkmwmal i mogoca®t mekodtyr al y .Bmtfslava?2004k ov ane]
Ak ad ®mi a Bratiglavea FBSBN8&8B054336-4, EAN 9788080543365. 356 s.,


http://apznet.minv.sk/cgi-webisnt/sh.wis?h2=10&dbn%5et4000=proflpz&gizmo%5et4001=aw-1250&jump%5et4501=generic&db%5et4700=gen&lang%5et4902=SK&name%5et4903=PROFLAPZ&back%5et4920=/webisnt/custom/apz/bg_apz.gif&ctl%5et4921=GA&thead1%5et4922=BORDER=2%20CELLSPACING=0%20CE%20
http://apznet.minv.sk/cgi-webisnt/sh.wis?h2=10&dbn%5et4000=proflpz&gizmo%5et4001=aw-1250&jump%5et4501=generic&db%5et4700=gen&lang%5et4902=SK&name%5et4903=PROFLAPZ&back%5et4920=/webisnt/custom/apz/bg_apz.gif&ctl%5et4921=GA&thead1%5et4922=BORDER=2%20CELLSPACING=0%20CE%20

vzdel 8vacieho programu pr et okr@hmi nbaul di¥ tz apkd jce
krajiny. Ako pr2klad je mogn® pougi S existuj

Lousanne, alebo trojstupRovl akreditovanT,
AKr i mi n&lrii anti inkdde -zgpied nosg§oahi@hnal Agbhd®mi i Pol i
v Bratislave.
Prostriedky pre pr8cu na mieste |inu
Prostriedky pre pr8cu na mieste | inu s¥% i
mieste |inu efekt2vne pracovaS. Z&8kladp¥mi p
na mieste |inu by mala byS Oahk8 prenosnos
maxi m§l na univerzaldiotaps®akhb§i o Shipepmom pod
potrebn® si wuvedomi S, ¢ge kriminalistygckIl te
pr2slugenstvom. Preto m§8 kO¥ ovl viznam, aby

zvlI 8dnuS.zI 9gisosSaovl §dania by nemal byS pr
VtTchto intenci 8§xct ismaltirze®ci uw ogkuvosk tSr e d &b ivs P
techni ka, tak aby obsiabhy, vgebk® mas? ebna®ma
aaby ich pomocou dok8zal zaisti S maxim8lne m
navr hn%S optimalizovaniprneodperl § cwi braapy mipeastesd r
z8vagn®ho mipagtpaadki rhiegae] kriminality, VI 8§
vozidlal#

hal §2m probl ®mo m, ktorTr Snyci mophrooj elky 8 v |
ai mpl ement 8§cia jednot préctl ahsoSd nmit kisitalstchyi ku i & ¢
rel evant ntlecjht ostotbpl.asvti je potrebn® identifikc
krit®riami predstavumfed hanngijzsndy ,n Sazkolrno vs/p zshoobdo
i mpl emenpnedwa$®ljvivii§cchh .k rNaaj vi ac preferovanl mi |
oznalen® upotrebinedosssdt kkvaletpodstat m®@ |
upl at RoeMaeg v2rke od miebsahbhodtamnuriag. pbe sk ¥iamm

vi acezrook .otk&t o bude wurlovas, | i sY% dan® krit®
Vakej f8ze bude toto hodnotenie vykon8van®?
aby neboli mogn® rtzne interprets8cie, |ige n

UpotrebhStend@ymo charakterizovaS ako mier
v kriminalistickotechnc k o m | i forenznom prvaoekg . s Z¥imanmeineé
mognosS z2skani a kitrofrdrmm8 gie2 neoaoy nsBt d\Npayl ,e js pr ac
aj per cemndiuell oy mvstppevsamjaateliokk | t u zasi el anlch s

BMETE®KO, J., Kriminalistick8 dokument&gcia realita a
vkriminalisti kme @0i0W&r broejn2konrferencie 5.11.2007. A
80-9694710-9. EAN9788096947102. s. 15467.

“METE®KO, J. , Trendy v kriminalisticke]j dokument 8§ci 2

vygetrovania jednotlivich dr uhodbotrrnelscthn Tpcrh§c i momed Z
semi n8§ra 22007dRa7. ISEN.978080544089 EAN 9788080544089 Ss.-BR. s. 78
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Kvalita sttp mige znamema$S Kkvyali§t bl at
vkvalitnom stave, alebo kvalitu ovplyvnen?s Kk
azrul nos Sami

Nedostatly m: gu byS charakterualkteispki8oumypastr
vypl Tvajrgaemi z8§ci e obhl i adkgdamsteasttkay |k rniumi ala
techni kov vzni kneejt¥cdea cvh pporsit uwpyoncChada8 van2 , zvi c

azai snSovsa ! p.

Pri wvgetklch tTchto atrib%Wtoch je potreb
zodpovednosti kto, kedy a podOa aklch jednoz
Kvalita pr8cepohOmdeskeimimal zsticklch techn

Vr § mci ri @gekowal clh %l oh -wilpokn? mmeaje| Y%lverlye
opakovane§ r ol nou pebliadtiici dlo¥amarni a praxe miest e
ng§zorov kriminalisticklch technikov na obl as
identifikliSemat nakejr@2ch oblast2, ktor ® maj %
technicklch |innost2. S¥% asne amb2ciou tohto
a vichodiskovl materi §lI pepto8prbhbbNamgi eke.

ztoho, ge prieskumyl amhw?2 0WjTR Md 2WI0Bk Anviedts - dy
miest é&nkjerdisBamoasl @l n¥% aktivivahOademtma npos

vivajsmci EDP, ktorT smeruje ku gltobalki p®didia
17023'r ovnako ako ku akredit8cii miesta |inu po
orgs8nu, prilom za ingpeklnl or g8ni rsgap epkocvi aoduu

rozumi eme obhl i avedenou aktivitewsjdsa j leingBu c e$ § ohlastida o p a
organi z8cie,zdmé¢tBodinkwn, adlec hmaijcknahtoer vgbaweni
potrebn® vykonas. l denti fi k8ci a obrmatabyt 2, Kkt
byS n8§pomocn§ prpphbO&®ddametodehemiesZa | inu
hierarchiu post upzokvo ogdp evcgieaol biezconviacrhl nk, r ov nak c
model ov i c hp ausdtau poosmh 2k o rkk r et i zzuaji ¥%cSiom Ewnyi heO asdt & wpa |

Pr e prieskum bol a zvol ens§ thotekz ¥ RO V[Br v
samohodnotenia k onf r ont 8ci i konkretiz8ciou jednot!]l
inform8ci2 sa dala odhadn%®ombdad ak roibjierkd li iv

BKRAJNEK, V., kOTRAWS, miJn.al iasstick8 taktika, s. 172.
BPMETE®KO, J.: Met -dy a pestobvpynskBs§tasSapmiogetke ul i nPr
Riegk.9&def Mé vye RBcatislavaAk ad ®mRo@8VAZ k 139

YSTN EN I SO/IEC 17 025 Vgeobecn® pogiadavky na spts
Slovenskl %stav technickej normali z8cie, 2005, 24 s.
BG1 MOV L Ed 2089,Kriminalistika, s. 81
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technikovn&k oncep|l n® rozhodnutia v obl asti mi est a
prilom mtge poskytn¥%uS skutolnlT re8lny pohOad

PrehOad n8§zorov kriminalisticklch nesthzni&oms§
zmysel prihliadaS pri n8vrhoch riegen2 probl
prieskum poskytn%S hodnotn® inform8cie potre

Li nnost.i po pr2chode na mieste | inep ovpl
kvalitu. Za ponajOmadstkati mejn@il € szi ck®ho techni
hr oz?2 nebeoznpeed keannsitav o7 9z2%. Kriminalistick?2 techt
sk“usenost2 dOgku zotrvani aomjaeknt 2t emil i mu2| io
zd8 byS realistickl pohOad. Zotrvanie na mi
az8vagnosti 57%, v 29 % pr2padoch oznalili a

potrebn® spracovaShadmwmut2i8a %k ttiomizgaliisgt odk ®loa
ukazuje prevaha kam zamer aSpoplriicoarjinzg cd lue ca kg

kompetencie na Az8vadgn®i kriminalistikIl pr2:
ariegeni a. k8qmlky vaKktgore® pmaj ¥ negat2vny vpl y
na pr8cu ne mieste |inu je povagovanl pohyt
pr2padow] AlOYd¢ anezainteresovanlich os'b 37%.
naj d!| eagki® emagti eercihdHlick ® vybaveni e, ktor® naj v
kvalite vyhOadanlich a zaistenlch stlp. V tom
vijazdov® vozidlo, osvetlenie miesta hinu, [

fototechnika.

Graf 1: Pri oaghltas®t ip#tnedothe®rmiyc8ki®hoo z abezpel en

P s Sovani e

Videotechnika

ck®ho
Fototechnika
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Druh mat er jSaaiag
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Ochrann® praco
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t

Za naj val| gi eobpasbl ®ryeacthenriic8kl &hoo zabezpe
identifikovan®zakibipajneme pmdsotdpbldasmi spdbse
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materi 81l u, nedostatok pr2stzaglol®dni ev yblavleuwnld
fakt ory vyplTvali naj md@ z nejednotn®ho pr2st.u
materi 81l u.

Ng§rolnosS techni ollealBcpr owiypil d gplagwsit at yz s
efekt2vne uk8zaS napr2klad na Kkokuménwvaniapr oce s
al e aj predbegn®hovaugietam| n®hoelsd viehhahal eh"
prostriedkov.

Dl egitim faktor om pproih Goabdhul ivaydhkGea dngiveasnti aa |}
relevantnlich st!p |jes4Ydaamoesnzn® vos e tnleermihea ,a dk tt
ktorej nie je mogn® efhdadivsnkea vwyhuOmidt§evGmli ceh
svetelnichprzdrogoVivcha vinovich dOgok %l astn?
axen-nov® svatOglkra@®i zaBOdj, en45 ¥ r 8§t ane pr2sluge
hl avne vyug?2vanimodp8shioens vfeitdlaov &hoo jae prir od:
spektr8 znamenaj X% univemajarhdn i eprk o nvpyl hi Ckagdc8i ve
vinovimi dOgkamasS sm?! dmg Y% vyhyas8vp aj bez p
ditvodu je vihodn® vyug2vaS syst®&m BMT (bl t
vyhOadg8vanie va]lginy druhov st!p ako daktyl

tekutinyak o st i . Je ripu ev quapk aptrnieensiteo Ndleghato | vign ¢ v T «
nie s¥% doposiaO begne rozg2ren® pre prs88cu n.
oproti ostatnim svetelnim zdrojom je n8sobng§

Pougitie monochromati ckl cnha fnaireesbtnel clhi nsuv ejt
najvalgie vyugitie je dekl arovan@nouw rwl rsoeltd h

| o predur | uje %l el pougitia hlavne na biolc
techni kov je vyugi trizen ofsmr®e npzr ne® hpor aaxs, v eit | keenN av
sk¥%senosti s jeho vyugit2m. Badat eOn§8 je naj
tekut2n., Kriminalistick?2 techni ci preferuj?
rovnomernl | % , i amodgkom&| Snaop§jiana Yaz k e sve

najpoug2vanejgie druhy osvetlenia na mieste
auV 41%.

Graf 2: Praktick8 vyugiteOnosS jednotlivl
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Graf 3: Vyuintzen@hmws D sfveet | eni a na vyhOad§ve
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Kriminalistick? technici preferuj¥ pri pr
s na aplik8ciu relat?2vne jednoduchgi e, pril
prostriedkom podOa dl hodob®ho h92t%Wrmag®htoi ¢
pr8§gok. Ag na Yrovni 50 % sa nacnha8 dnzianji¥m§sflanre
hranici poug2?vania sa nach8dzaj % pr8gky dus8l

Pri vyhOad§vsatne |sitntup snaa ywii emg&luenu %“paj sv up
konzervat2vne k vyug2vaniu reagentov na zvVi (

spektrum prostriedkov, ktor® z8vi s? od dos
vyugiteOnomsaS moekarg@allmmde reagent)laepi v® ( Sticky Si
Naj poug2vanej g2 mi krvnl mi f a rAmmidov Blaok 33%.% Hun
Zami nokyselinovich reagentov je poug2vanl na

Kriminalistick?2 tecjhniegigi govwadgujwyhzOsa dfaja
mi esta, kde by sa mohli nachg§8dzaS stopy, ns§
nachg8dzaS stopy, Vvizu8lne prehliadas okol i
podmienky.

Z hOadi ska dkorkiunmematloivsatniicak2 t echni ci vyug
z8b®rywtat2v, makrooB eRspegnassSxveho®ddVv asiksy
z8§visl &8 na ovl&§8§dan?2 variabilnich met - d. VI a

BKRAJNEK, V, METEmK@QigkdstMogae§dizani foriemkrenialigtickej y ch s p?
dokument §ci emedziZbb®rmd k®hnwo semin8§ra konan®ho 15. apr?
v Bratislave. 2004.

20 FELCAN, M, Dokumentovanie miesta cestnej dopravnej nehBdy,at i s| av a, Bratislavd. ®03.a PZ v
ISBN 80-80542856.
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technialkminiwvwg je v konzistencid.i s niektorT mi

nadhodnoten®. Url|liS mogn® mnogstvo | atentnlc
nemogn®. Vgdy sa bude zaisSovaS len mud%tT p
schopnost.i a mognosti kriminalisticklch te
zprieskumu je zachovaS sprg§vnu pdattn@Esodopr
kombi novanou identifikalnou hodnot owakoaj %% oV
jednoznal n® stopy. Puwd edesmnlomi§| rsd o s & Mis e pa etz
kriminalisticklch technikov. Kriminalistick?

sk¥%semast iedswmibmin §ci ami s {DNAYdokurdeaty, tayslod-s kya mi a
krv, mechanoskopid a k't y| o s k o phalistiikaDN&Ll - Kira tacky hodnot?2

“udaj by mohol byS mierne nadnesenl.

Z hOadiska dopravy a balenia sttp boli id:i
predpisy a formol rehuprawmaptice pentebnl rel
bali aceho materi 8l u rovnako ako aj j eho nes
vli astnej r ®gi i kriminalistick? technici s a
koordinuj avBoafjpsa vyastn® model ov® s-i tu8ci
technicklch prostriedkov inklinuj% stg8le Kk
ohOadom na cenu a bez konzult8&8ci? so zainter
|l innosti, ktor® maj %% vplyv na kvalitu pré8ce

technick® prostriedRanus8poug?2YWalna®s Smait -dopyd o
hodnotenie najneefekt2vnejg2ch I|vajn¥,stpgr i |kdan
prehOadom vedi & hToajd&owg|l li@enosproti kl ade s
ge za efekt2vnu povaguje svoju prs8cu 85% kri
subjekt2vnosSou sebahodnoteni a.

Diskusia azhodnotenieprenosuv T s k amiun ul o st i do bud¥%cnosti Kk

Viuwode prednesen® kongtatovani e, ge s¥l a
probl ®my , sa ukazuje aj po tejto nagej pre.
kongt atcwejleemea gt ludznemen8§8 ge kriminalistika n

as Y| atsrnreal ® prehodnocoviavedeckoipoan atnlos\S ojue rLaedc
je vedeck® | o modéuhepstraematerialistckom S/etakriminalistiky len
to | oo nmojgnwedecky dok§g§zas.

Vyslovujeme predpoklad, ¢ge vivoj posl ednl
kongresovim podujat2m anjtedn@owvalSnT urRozai el
at rendov al e umo gkRmijalstikepsar8avej .p ok ®kalvo sa v ga

predmetu kriminalistiky nebude z abnelznp eVl eedi8m s
age kriminalistika | e mrtabodasoa volvedeckeyredihe. de ts a mo s
2HOLOMEK, J., STACHO, P, K pojmom policajn® orgs8ny, p

te-ria a prax 4/ 2001, roln2zk | X. AdFA®EmI5a Pol i caj n



veda et &koindvaméweajniscdw elBklJe to vedaikhdoper uj
predmetoch sk¥mani a.

Kriminalistika vo vzSahu &k forenznlm ve
dl hodobéba povedaS, §e akt usgoemestonna eedeckend mi Y
visln2 EU. &Nasarjudjejdasrn amdr gi avaS dl hodobo
informati ky al e parj2 riondinciThc ht evci hendi cpkriicnh§ gia nov ®
kriminalistika zaujaSpijaswn®d]|sitva® ode fsikmo v alreide
stoy proi zmene praemalsscugavwegjormBcdiigizt 8l nu form
ktor® prehlbuj¥% mognost.i kriminalisticke]j i d
nov® techhel edkg ak¥mania s¥% | or@hkj avdujoanea
met -dy nov®, | o deflilv2ac iayjobjpkia kricigessti® Alakiemu
prid8me neust 8l y z §ugrearh ooddnboocrorveajn i \ee rneojgnnoossttii
identifik8cie, otv8ra sa nd®tha&daenmi en.e kAdIne | |
prezentovan® trendy vo vIivoji pr8ce na miest
ktorom kriminal sk¥mahki®e potzog¥anie a

Prg§ve preto projekt medzin8rodnlTchetkongr e
aobsah kriminalistiky, nadv?2zuje nwl vhoijsotnor i
kriminalistkyvs | ovens kT ¢ h mpionduri cesntkia cjhe vt akT potrebnl

Zn8gho pohOadu sa vgetky t®my spracovan®

odbor n2ckhriaszt i kri mi nal ipsrta kktyi,c kfTocrhe nkzrniTnsihn avliies
ami mokriminalisticklch aplik8cii, poslaiomr aj % |
| ase sme svedkami n8rastu poltunpstpadownceepe

agt “%adi 2 venovanich z8kladnim tdéseed&kl wlot
ngzorov na kriminalichi bbsah f@ar evZza@amrdidong h §

posunom ajw b |l asti ng§zorov na ich predmMhdete avesnpytn
ot 8zkam met - d. Je potrebn® saedektdvoneand anjo
ako te-rie, tak i npr aktuigd ke je laikron ovsktdimb Savlae
dochg8dza veOmi pomaly a za we@mhsmrdotjitbohb
kredukci i kriminalistick®ho obsahu vzdel 8van
medzing§rodnich podujat?2, ku ktor®mu sa pok
APokr @aky mivnal i sti keh kt ordnibmd | udholg@mi r osk y

ZzPALR Praha strieda®ratislavkaa g gt T np gPEahgfyr ok k v v

Preto j@ogiredwme®e & ak ako to urobila v2a] gi
pouk§gzsa¥d asa To| satk 8w a m ltejtovobl® 0 j , vexi stuj “4ce n§gz
arozsah,akomo gnosti pepspe&by vat oi cdhe pvgliveo,j aak Ga t ak
visledkov systematick®ho sk¥mania. Kongres |

2 MASNI COVCKRAS.NEKOVC, EMSKQU.GRoMoky v kriminalistke 2009 Zbor n2 k
zmedzin8rodnej vedeckej konferencie konanej dRa 9. ¢
vBr ati sl ave. Bratslavd, Gratislar 201 209 s.,
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viskumn®ho t eamu vo rebskuammnbohch4l ah8ckat ed
af orenzniRA, vih@jdm®A vo vZiISahe ikWeld2 0ddys cab epjo st u
miesté& |inu.

Pre n8s ako nositeOov dl hou othej 7 Mea/t@-j0dOY8t 0 v
a postupy na lmiae dtea al iprou,r ebyaplj ej aktuali z8ci
prezentovanl mminrewlosd tait koan w?2 | gpraximeppdarioma 2t v G
Slovensku meylzi e@r®dn®m ef ek toenake eovind.STedmasae hov
m: geme Hte@i Sraniiemovg§ciu uveden®ho projektu,

spol uprb§@estv viskumu miesta |inu.
Z8ver
Vpr2spevku venovali autloymias poz@®@maowvisiE m§ 2 &

vivoja kriomlnadtiistméty- dgbhliadkyi anpi onhaQ ai dsut i fckre®n z n-
probl emati ke e ua b IpasKteij marnt aiBroa fetr uvmimn alsit aat i Ici
techni kov. Wrel iztrTeg m®y blgestvi ach s¥% tieto pohO

nemali zni govaS mopdlnmlsndomseuwr upys Bacimw mm@m2 st ap e
Autori sa s Wllaassnten ® pviil ssrkaujwidy odgaz kv ep AMetupydypasgec
na miestw® | iinnuthehedeoui &civch stanovisk8ch pr

technici bez prireran e j t eor et i ckperjagpma2tdrcakvym plreerh Osid om
nedok8gu ag na vinimky odhago¥%8ebey§| Obl &$t i
povaguj % obe skupiny zat encahjnditklye gs k inagmica s
vzdel §vhililateecahni ck® prostriedky pre miesto |
potrebn® sWstwvgloBS&pwa@RoknokB®tane kroky. BDlo
zboru aKr i mi nal iexperkt@hzon eé o “ustavut ®mi o c ajhrO@Hda
nezast8upiltre®mgi vvi$komonelch aktiv2t, alebo s
aktivza2t.

Gt udi a

j vistupom trvaMej - opbskumygejpr ke
mi este |inu

e
i .

Summary: In the article, the authors paid attention to some partial and systemic views
of the development of criminology in the field of criminological examination and, from a
forensic point of view, also to the issue of the European situation in crime scene mamniage
and criminologists. It is clear that these views are similar in certain areas, but differences should
not reduce the scope for cooperation on a common European approach to crime scene work. At

BMETE®KO, J.: Met  -dy a pesbwvpyskBS§tasbapmiogeke ul i n®r
Rieg. 9bszk&f Mb vyl RcabslavaAk ad ® mR2OSVAZ k 139
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the same time, the authors rely on their own researchiratidgs in the project "Methods and
procedures of work at the crime scene", which they also interpret in the evaluation opinions of
practitioners. Forensic technicians without primary theoretical training, with only a pragmatic
overview of their practicegannot, with a few exceptions, estimate the real situation, nor trends
and needs. The areas that both groups consider to be the most important are crime scene
investigation methods and techniques, education and training, and technical means for the crime
scene. These areas need to be given priority and concrete steps taken as a matter of priority.
The role of the Academy of the Police Force and the Criminalistics and Expertise Institute of
the Police Force is irreplaceable in this respect, whether widsearch and development
activities or joint educational activities. The study is the result of the permanent research task
"9/2008- Methods and procedures of work at the crime scene".
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Anot 8ci a
Autor vpr 2 spevku naniza8 kp @ldiec apponzena pr axe char ak
apli k8cie obhliadky-tmaiketsitcak eji nme,t -kdryi,mikntaolri¥s tp

vprocesoch odhjaddoR@awndmi aa trestnich |inov vr
prezentuj kvemedz exrBizworz 8§kl adnTl ¢ ht avkl taisctknlocsht 2 m ek
vgtrukt Yre kriminalistick®ho poznani a.

KO%| ov® sl ov §
kriminalistick® poznani e, odh-n®ohanck® mbi
kriminalistickotak t i ¢ k ® sme ta t kkg,matodikapab h |l i adka mi esta | i
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methods, strategy, tactics, methodology, inspection of the crime scene.

Pvod

Vichodipgkomnagetakithe @ ¢h ly a Ckotvraems tanT ch d%nov
predovgetkIm % ohy, Kktor® s¥% povina®stp®me S
policajn®ho konania. Tdre2sdigmnEmbowa Svymedhz e

reguluj % newalivBchuppkidcajnlich |innost?2.
Pr2slugn?2ci pol 2ci e SYs povinn? pozngvas
p§chanlch, resp. sp8chanlch trestnich |inov.

tTchto aktpvBwvzndet sohBI Bo Podnenémtnaj tdekvent
vyug2vaj ¥% zisten® idekttdrflikh| 1% zalkdkidwoicagp® | [
realtpBtioegpeci f(p ck®dto, )diordiakh§taor

Pr i obj ekkvid dvd g@cdmo gn® u8li es &ns kg wepub
regktovan® princ?py prilBwmanidzemmuokr @rciitegm s ed
osobyjas%Ukromia je zarulpmBpadbmeduzs tSan av eno
(Z8kl adng8 | ssobhd, pBHSY aGmar ak.t.e.r Y%l ehbubj re

1V A GK O Inteligence information within criminal proceedings DANUBE : Law, Economics and Social
Issues Review.- Warsaw : De Gruyter Poland, 2019.  3,/s.26¥-283
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|l innosti, ktorTch objektom poznania | e Kri
prel omenie toht ooz&lbh&kd®®mhy MmprzSvyaodamen2m opr

Pr2slugn2ci pol2cie pri zd!vodRavan2frteg atve
url it ®hbdjjpktktor® vykazuj % ur]itél rtel poeam8vV e
|l innogsi edane ich vyug2vaj¥% pri zdpeoddRovan?

Anal ogickIim vikladom tlchta8kengt aty®cip2 z
inform8ci 2, kt opr§x hvaynki anz ug | ¥e bvoz Ssaph§ gkir eerdism atviug =

gpecifick¥% |linnossS, ktor % Ydardpez Sashwgn8kon®of
pl niS. Prayespomne&bdujiay, tseajit o( zljiedmmodugene [
dosahovanie pridanej] hodnoty virazne det er mi
pre aplikovanie obhliadky miesta |inu, ktorY

takticklich met - d.

VdanTscavi sl smet isaac hr ozhodl i nachg§8dRma&l oodpo
odborn2ci vymedzili ostodkttindk T8dki& poive®u- ak®l ii ngiart a
z8sady musia realiz8tori akceptovaS, aby spl

postupoypecifejckej?2di . skupiny met - d

Pri o Helgitjityotblec ht o po t Brzewkt, udovan?2 dostupnej
ge samot nlakfidijegedtvk rAi mi nal i sti ke doposiaO pre
doch8pdehokrtznym interprep8fmEmkr nameméldia®t ivc
kri minaneitotdii klka§ resp. kriminalistick8 strate@

1 Met - da, st r atakkg Vv praktickom krionohadlikiek oam p oz nan 2

Zcharakteristicklchherzpebmoskirniefi nhi neobdstk
zhOadi ska jej regul 8§cie maj % z§s adepdoslanié¢ z nam
azmysel spobak@ly&n& o rkoritaam®ha, egte Nal ej ter
Trestnepr ocesng§ | i nnos Srulmv kicisatisiickeb g 2 p ¢ led @t rze | |
adefactos ubsyst ®m tejto organi-katpel ha&tneke|ji ho
ju syst ®nkoop pdicajesh 2 z me| nostnlich org8nov, pr e
charakteru, realizovanl hl avne v olgasnensub e h u
trestnlich |linov, zisteniu ichprpe&dcdmg eDonvi, u ptr
l i nnoysttviS§raani u adekv8tnych po#imienok pre roz

Nietsporuv om, ¢get mat ®daa, st akti ka&ta rn®Re treedjipkeak t
policajng prax pri tml mdn2v asytuarSaviaenni Tkc hp oYzl noahn i
vypracowmam®@Il kstickou te-riou. Za urlitl par a
ni ekttolrcehto kateg-ri2? nezav§gdzahQlaodi ts&zaa uprout r

2PORADA,V.akol.Bezpel nastPd2z e\RRd Wiyallalvad ®tl slt wyt2vZa Al eg -Len®k,
80-73807580, s. 343344, 780 s.



regpektovania usKimeyswhpg@kthvitak, médygiich
pol2cie na pomjektbw® anej Yrovni p

1. Met -jdea vgeobecne charakterizovan8 ako wur/| |
ktor®ho je pozn8van8 wurlit8 realita alebo
jednoduchY dkEkebgi hthopakahu.

V't e - kriminalistiky ide spravidla @l ogi t ® gtruktund &lsmee C €
akonkr ® nomaprzi§«kd taairee ujr |lobhd ahujpavp @eé @d Pe v@ §
aktivity. Neoddel iteOnwkir iamiln &lail sntoisprésidiah aps dSzoru
je a jejt akt itcekc@ nparccks® ugenst vo, ktor® je vVviIlene
asomati ckT d¢h npmorezkdlvug(n2 ka poldami¥e , mekt-odrul. aJpvl
skutoun@gstzpgrmedovgeokd md¥%vordeait, - dl aejéi pevylsiutme
S pojken ®&i n gbznasnieV pcrkakx i pri pl nen2 &ldlTohr gpd 2ak tui
us k utvml§Rwjdne, intuit2vne, spont&nne, bez hl
usudzovania. et - dej aaph O & Ehdmikabstckehpozn&§vania url it
(napr 2kl ad kr i)pien adoigsnt® chkoevjo rsptE payl) u § vépiedy p o k & &
url 2 oniie@enaj seétsopostepa ako tSemotrggmewd e O d ¢
vzSadpl kk8§cii kriminalisticklch met-d je nut
pozn8vania al#® aj jeho predmet.

e - ki iami n a lpézsahiss kK Ksvigseea Ouj e met - dy ako wur
krokov obsahuj %ci poug2van® vaotpveorr8ecni ® ,p oksttourp
s el ovo pozn8vak@mpenligtky syst ®mu

Pri formul 8ceimeteptipehpmadPei® kongtat ove
svojou povahou maj Y% pbegntupporzi nnBevraane @ - d BFcreik tt © - ¢
kKri mi nalpozeahiavd kk@htonosS pri merahobsuj Uprz8KHowigeo
u r | iohjpétrebu, priebehexistenciu prejavoval st u Py et o g e ithipejawy akt i
sY veOmi rogysan®ma®me frimidalssickeh o poadakiv &t ny i c
povahe prinajmengom tak, aby:

V vdanejetape poznanmar edst avophi m@hgitetwu®ent 8ri um na
priebegnltlhawrn @Omo ve iae Oa,

V vobl asti pl nenia Y oh na Jebkuapbizh8§vant
vyt v oproeam®bn® (ferxepd pacnkSecdidag k ® NV ypwviet beerbadz.
takTl ch fenom®abt/2vrad<sl$m rsilc hl os S, obj ekt
aef ebsB8dhalOovani a, obj as Roorveavnei nac,i e d okkrai znoi vr
deliktov apod.,

3 L1 SO®iGM.ZAVALIWMROGAY operat2vhe] Pohhoafn8§pbée2rcia a
s.1734.
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V bol spWsobinkl a pefnéhaSvnkeompet envvrelgmmesubj
z8konloesltoivo pr oj e KatopozraBeda hragalviamd va S obj a
dokazovanieprevenciu...).

Vpolicaj nej replieugexkir,i mkmalri8sti sk ®t @moeznphner

del egovanich %l oh kriminalistick® met-dy s
a)met -dy kriminatis$Socareijaterans&gvgnia,
idet i fi kal n®ho sk¥Ymani a, . . .t evcyhungi 2cykal nc2hm vp

-nevykazuj ¥ Yzku v&zbu na z8konn's pr8v
real i z8tori SY predovgettekchmimErkahddvene®l ccih
(expert2zznkygZh) pracov?z2s

b) met - dy Kri minalpbstupyi loeji a htnaukttiiuky ci(e Oov
vygetr ovac?2deohk aZbh o aa¥v v i elsliadka] préhliadka, n o v
rekongtrukci a, rekogn2cia, ..., charakt
trestnbicvhy klaiznugws Y%z ku v2azbu na z8konnY Y
real i z8tori sY¥ pr etdroevsgtentokm nk oorr agn§2n,y pl o vnenr

Taktika je .vboynpetentdo@®@®phaggng mddgkvstne
kroky a spladelky deoelaek dmeet n &ddgyr m8ciz®8kl ade i den
cieOov a v swWw ade s plnen2zm urlenlTch %l oh,
taktiky. Ci e Oom kr i-tmd kntail d ksTt d it kmeZtp-r da xjee j o zmr arj imed.,
kriminalsiis2ai§clicThcipredbedgn§ teoretick8 prepr a

modi fi k8ci u postupov tejto gpecificke]j pol i c
prijaS nielen rozhodnutidhaplik aildee faijn ozvwao8 cthSh kot pi tk
postupov pri Hdosahovan?2 cieOov

Nemenej viznamnl aspekt pri vapinb§ankt
kriminali stjiecktledr enteitcckd® poznanie Yl elovej p

pr2sl ugn®deahk®i porneegtacmdor,o | o tvor?2 samotn¥h pod
ktor% urluje predovgetkim kohNap®& Kk &adiett i alkr ar
z8kl adaomt o postupov je poznanie,akmj ekt ovvz,S ast
kt savR onkr ®t alistickejk r tapFeidpok| ad§.

nal g2 viznamnl kt akit nakT s ativeokr§shi wihe t/r & v a n
pri dosahledmat Iciive®@akroky, t. j. paspep§ci ep:
vt T cpgostupocmem: gu byS upl at Rovan® spont §nne, Oul
byS systematick8siabypusiner pv hé mekp®mauh cé iedo v
skutol nosS sa pam? tagtiky(jgho geil h o Bamekon priredzene &y or b e
pol §s ujpd aVYRewviasPodpor su uveden®ho kongtatova

‘L1 SOeDdiMa Oowdrias Rmvanie trestnl c hBratislavap2016 8 obecnej Kk
SHLAVA,JKr i mi nal i stBirak 8§ ssiavva8ciAds.a8d ®mi a PZ, 1998.



naj m2 prapxl iski§cprii kri mivyalaidsijie¢k Tgceh pmet -wo Ob
jednot | iV @&okuwwjkey v hpoSdjspBs zsn § vtaon 2zmm a(nveynt8v 8arja ns2 m
podmienok preieto formyp o0 z n §)viatop ez n8§veaeng8 pommee prepoj ena®,

horizont i ch real i z8ci e nemus?2 byS pr2sne
kriminalistigdkliepi tn@tvydgmedzi S |iastkov® cie
dosi ahkaonmnkr ®tane z d?! vanenenerimipaissckepuspiyt ) @ocich?
dosiahnut?2, res®. nedosiahnut?2 a pod.

Pr2slpgln8é&ieovi nn? tieto skagaoadanosdn? akri
taktiky,at o v jednot ApWi kBcied ak 8 Mi(neapeips 2ipekalvyh
pl neni a Y4l 0 h prezent 8ci e dosi ahmnutl®hd o i n
s¥%vislostiach si sddvd®wsjSemakygkt nviiurkis ®arlyigstaiketk T ¢
je relat2vna samost akrokog aiSp 6 ccihf ijcekdongmitistatacvhl cchb s
potreba ar e al i z al n @detprmidanty € n kg ] m? krimisatisbickef soistti 8§ ci e
vkt orejswupgidestas py )dpli kovan®

Nadvazmee dieen ®v odm@&, ¢geé epPokira®i nalmi§st i ckl
relat2vne samp@aditnk/a powmjhey) ,(z §kBaHdne@pbgt chbk:
j ednot | i vdatrenip, techoiky,yprostriedky opem& ¢ imé Prajehoi k a
dosah®¥an#alr i eFovalanc®variabilnostiabsahs %1 r azne d®&t er mi 1
samotnim subjeftomepdban8§ivaosilaondgmbdk)ppovahboiuz pi &
pozn8v an ®(prejav,@ddstatala kriminalistickous i t u.8ci ou

Plneni st &howenlaplke Yr i er aveyl at2vne same
Kri minalmestt-idSlkaimoh n® post up procesee aplixdvanie s Yal o h
uskut ol Ruj % podOwiaypoldiek aolvre$ t ssqlh@pay2 fE8 o ysch®
m:tge maS buN mpghhenk da®ka& omddealelbbol pretvor
podoby, | por esvaa gdneejje w2 | gi ne fprm&Appal dSonv ,r epall ei bzo§ cpi
riege&nél nejg2ch situ8ci?. Je tomu tak naj m@
Yl ohossahovan® poznaniha dhlogli ead n ¢ oadjOgimip i Wi % day ®
alternat 2atme&k rrieagalr i¥a nneo gpar@engkpnoinalistekéja h ® u g c i e

resp. na Yr oveR dvolssithunpnor ®h o mpoymgadivaj ¥ pr i
viznam permanentne hodnoti a. Uplj amaé&nz2am ek o
opatrenia na zmenu postupov, pr2padne rozhod

My zast8vame n8zor, ge prs8ve tieto sku

kriminalistickot a k tmectk-@dy od met -d kyi mPodbkitsatintikeijro

SMETE®KO, J., MERKBE®KOVEScMa a jej viznlafmevrkai mi mpalaix
vygetrovania : Zborn2k \BmislwakEk ath ®mR0g0csP120d31d Ra 17 . 3. 2
"Pr2slugncii mpmlaz ¢ise ixkT ch met - -dach
A v et apeipprrizjprrmmavjg fti anlutj)jvk ut ak t i ku
Av etape pfhheeripa ujsaatiimkta kjuej( %l innosS a efektivitu
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ut Tchto skup2n postupov d§%hpraipn dtéocsmerdst o rVve

kriminalistickot a k't i ¢ k ® met  -dy m!gu pr2slugnzci Pz
adeduktz?2vne] l ogi ke. Osopitnelosaboya@anz2akcie@®d
vyug2van?2 dosiahnut ®ho pozrercihan.i c\Kd mvan®d h u al
je pr2pustn®. VIistupy, potzencahmiiec, kT @l inkeStc-ido u

vypracovan® vIilul ne Inmgipkyi.ncSagroczr edpeodesekit @ hv nre
ich aplik8cie migu vywm®@P vaygiick®ulpieu , §cdedukc

2. AStrat ®gi af v kriminalistickom poznan?
riadenia tejto?®gpecificke]j l i nnost.

Vpr axi pr2slugn?2ci pol 2ci e pri real i z8ci
akceptuj %. Funkcir8sslterdante® gti ®t oh oplomonnarai ea vyu
vytT | enlecisobitne wr ocesoch odhja®doRawnami aa).trestn
zBl adnou funkciou, neoddel iaregamiuz ad WlJexchS ozul «
ma n a § ma@ganizovanik r i mi nal i s tJe rkuetgk lo,ilethaorgamizovanie

nastavuje gtrukt¥%ry, pravidl g a Owuz®paespn ® v z ¢
t ec hn alébosgtireap ®igi @l nen2 r&8mcovo vymedzenlch Y%
komplexnom poAdmaadAi s&vamRbeptovan® pr2stupy,
projektovaniei ar chi t ekt Yur ak tpomg®m( zp& cdidegy ek I naodgorv® vy u g
dosahwytahPenTch cieOov praktickou kriminalis

Strategick® riahlleans te?2 jri adeednnicau, zkt or 8 | e
pl 8novanie a smerovanie organiz8cie ako cel
z8sadn§ de fa stahovenia postupas @a ich dosiahnitet r at egi ck ® r i

Kriminalpmsznarki@hozabezpel uj e, ge sa veci n e
napl 8§novanich, dl hodobTch z&8merov pol2cie. S
(obl gnamanagmehtcie, ako aj managmentu pol 2ci
usmer Rovan2 spr8vania pr2slugn2kov policajnl

organipz§cidosahovan2 stanovenlch mainea@®vw.skda
aktivitou, vk t or e j sa stret8vaj Vj egeokjyedeamar ®k ©¥kk o
riadenia a vytv8ra kostru cel kovi®@hozmaemaen g ad

policajnjichpl nwonr covozsahu to pilmitrraladjstprc&eyj e
vpolicanepraxi For mul uj e pravidl §8 fungovani a, prio
horizonte vr8tane smeru, ktorTm sa polz2cia

odbornou schopnaorsSloruorsed,rmmaglitda veenk u( a jej upl at

8 https://sk.wikipedia.org/wiki Voj ens k& strat®gia je vrcholovs8 zIlogka
aprax pr2pravy a vedenia vojny vcelku alebo jednot|
napokontvoria vojnua ko cel ok a zabezpeluj% dosiahnutie cieQOo:
vojensk® umenie a vojensk8 taktika.

°L1 SOce, M. VKaIGTKeO,r iAa.  kar d Imi magjl m®Bratislava 2018s.M.a .
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pozn8vac?2)ch koangmloekx. ne rozhodovaS a n§sledne g
na systemati ck® pl ndeenlieg odvealna geo viaenT @& &t &4l noihn o(\
si tu)g.ciTo&ut o f ogynat ®mavdelnriiramiar a |pogsaniaipceds@vue

proces gpecifikovania poz2cie a roly pol?2zci
programov, projektov | rtznych opatren?z, k t

Zpr agmat i c k ®htor aktOGghiii i® la dpiowtniack @ho mus2 exi s
har monogram, v ktrell em Kkeéeskdtmk edg@elt@kdys %l ohy
pl nd@opétvrdzuie ¢Je sw% asSou strat®gi kto¥lddfijro ma
zmer as$s, | i bol i Niaglr € lpddmignkaath Siovenskej repubtiky do.
vzSadhur &t ®gi 2 vyug2vania kriminalistick®ho p
tieto probl ®my v:

- gtudij nomb eozdpbed rneo $ tAnl® o vvaend ye gtudijnlch
Acriminalistkaak r i mi ol - gi a

- organizalnej gtrukt %r eePZepnZzzZioellao Kyvss ma v
pracovn?2ci musia maS gpecifick®pophost ave
@kt u8l ne joet rauaktiPeregifldivwoPa@gujejp za nesp
- pr2prave gpecialistov prepoviokdrkatei miire
kriminalisticket e c hni cklaijn®.i nnost.

Aj visl edky n apieskumuevadicajuep praxip ®th @ r d z uj Y, g €
strategi ckkr@ nriinaad@aosztmacnki®h oj e z8sadn® dosi ahn
real i z §takrcie pueBdcd lai)z(o Ak®v esd/n cagktmil onlan ® awisenlee na
spr8vieomnaniae na ich dosajphwypagdiea jTediel redys
riadeniaa | kriminal. stickej |l innosti

3. Metodi ky kriminalistick®ho poznami-aiwouggi
overen® sch®my postupov (progmudgmy)m gmysdae
sl ova t erong?inkoam kmetmi nal i sti ck®ho poznani
del egovanlTch kompetenci?2 prikt¥¥lr &l ovwyotnv §p 1
predpokl ady na jeho % inn%h a efekt2vnu re

Na z8klade poznania prax&slsuignocy o Ougvermd ¢
met odi ck®hor e@ad Ikzrt8uemiun akp sz naki®h o z 8 mer ne a (
vych§8dmragxo uz over en Inteht otdeod roegtiicckkiTcchh pa i nc2 pov
wspegne zavRgiedtirkehkgeB8ei znakov chkythowe]
obj ek tpZovzmyame?8rh n e | siaprékovael ivo (i ez tedratiakdy u
anal Eeygaobecnenia nemus?2 byS akceptovan® do
objasRovani a a dokjaezhoov am o \ar \evhs D ac(ku/Ghpdditgd i S n 0 S
Kobjektiviz§gci.i uveden®ho jekahoodm®ju§dies Sr e
procesok r i mi nalpiogthiank @h®ld%homaj % adent it pritomotri eb
regpektuj % del eigpp8vwvannu® rkeogmupleStceinuc,i exadpmeegn a d
potrieba d e k w &tamgeug g4 2(kl ad alternat2vnym postupom,
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Y%l oh aplik8ciou inl cpod)p,r oprtirti cerd kroevg pre knteu j- ¥ aa
Gpeci fickT mekiomk hbmi ma lpiogztniamk @hopr i sptsobuj %
met - dy, oper §cial ea @pigordssyspto@Mmk yu priformyd h r e al
regpektuj % | asov¥% postupnosmBetp dt Méodiky g2 v an 2
kriminali st i plo@m@ani a urlitlTchkombkre®dtroiyeihpal §3vafi
situ8aké8chsg8kl adnl n8stroj pri projektovan2 p

Vkonkr®tnej synt®ze ti etaomok amh gtvatz&caine azkv
metodiky v kriminalistike Je preuk8§zan®, ge akchag)p§ dicks
vyznarmatodi ckdsSouvi razndims!| ezdnnaoksnS, spe gadov arl
objektegwntosmgti ckosS,e fowketv2p@l.8g ¢4l nodog§g&Ena pov
viznamnim znakom vyug2vani atmeotrediilkyk § @ rjoesjp e
alternat2vnous mer &Rtow&man2poang8vanilkonkkrt®trn® cjh
kriminalisticki ch si t u8ci §ch.

4. Taktika pr i pl nen2 % oh v celom spektre akt:
(policajnim zlogk§gm), rtznymi situalnlm
amognostiam zodpovedaj “ace konanief.

Pri vymedzovans?met oshat or otzehron?l niu agvddénduo v a S
erminol - giou, ktor% niektor? odborn?ci poug
|l icajn8 wupkat Ravan8g8 v r8mci spdianewam®konkr ®

V podporu ocdhlramlyd poglodomawne na komuni k8ci u
sobl afpoml an nesmie byS pri zabezpped),ovan?2 |

Vneutraliz8ciuihkliaBfohvamipodmiiedibh pSchani a
| i nn dzamedzovanie pr edch8dzmeji e | tmresedt i, post
starososbbyskos $ni m8l nou kari ®rou, podd, ktor ej

V podporu stabilit8aoines Xrinmi nYasl &k jya soRichvaaloiv:
adokazovani a t i estind &rhani enopyr adbpakbledcdoav e
neodvratnostsip8zxeham& c hamp@)a ¥ | i nnosS a

Vvytv8ranie predpokladov na wisgemi e rgso:
| i nnpprs2tgrava, metpodi ky, | ogistika) a

D a ncRarakteristky(a pr 2 st upy )motv d 2 wwjh%,t vipeg bpol i ca,
predstavuje optzdmt8y o)dnpeporsetnyps |ve nd §nicap ir2klnayd h
obhliadka) miZahRR4& imari aden?¥ zPZaitnalvecuh as u b jnenkot:

I n®, resp. inak modifikovan®bpasRopprndaapodogavajyvanpr
pitrestnich |lpodbchD&kradem@wmadateafezg&icie tejto |inno
pozn8§van®ho objtigktu rozmanit® pos

LHLAVA,J.Kr i mi nal i s.Biatslavg, 1998st24 §ci a

2L SOk, M. VKIGKeO,r iAa ka d Imi magjl m®Bmatislava, 2018s.1M84a .



ktor® s¥% vo vz§jomnouwmkprostediufu e dakgea k)Jkmooblz &
osob8&8m, ktor® p8chaj %, rpeode.ncyd B mleanui pt8rcehxatt re

Kobjektiuvied®@ai®ho | e mogn® zvirazni S vI:
acharakteri obhk i atdekkyt i kwsgstt ®@molvienju real i z8ci i
aobj as Rorvaagndiya, kt or ej § tosobitk®metadif hpostuyoThkskg,h . t v o
metodiky a postupyTactics, Techniques, ProceduredTP) s ¥ pr e BRZfnklenl ugn?2 k
pre mahag®vMdalopgmi st uplonvearSi Kk st a'fivbevt eordli ckhy Ylnadhi .k
sptsob realiz8cie %Yl oh. S% zal ogen® na s ks«
Pr2slugn2ci pol2cie ich musia aplikovaS uv§q
ako valBogpeci fick® %l ohyt S¥% detailn® a zav?

20dhaOovamjiees Rmvanie trestnlich |inov

Na z8klade visledkov realizovponl®hoajpneijspki
rok BBR2PZ Yy 6mki dzeSsvpeealui, kjes tpapiy irzef®i i obhl i
miesta |inu trdetafmhnij Ywovirové@Bdvistupov (\
odhaOowhpasRavania tlchto trestnlich |inov

Vt T cihntoe nwtieg§at nom odhaOovanie trestnlch |
|l i nno%S kokitpeert ent n® org8ny (gt 8tnej spr8vy re
nepoznanlch znakov iicnhl chk urtekloevwwegnt mad ¢t aotkyo | :
predmetom dokazovanig.

(zi $§kio?6subj ekt , obeiSsk wstvkeadk® vd kag | n c0s?t 2

V podstate/s] elrerml|l i z§ci e pr o@a?ov avdh pO@akd mida vj
kvalifik8ciu presne vymedzen&jonampia- - kyonkr ®t
subjektu ¢sobitnepr 8vne zodpovedn®ho)

Ter m2oojma s Roavrmali j e mer ®@hro c@tsr, u kktt¥er u t vor 2
ktorTch spololnou \Vingetncd Dh@Ehn@seS aiktemd v unjavsc(e
nezn8&§mych inform8ci2, ktor® je mogn® vyugi S
kodhal en®mu tr estn®mu | inu.

(prei®wl?elmot i viscciieaQ; lkodZe f.® kedy? a

BSP| LNRMHRNLI XBj ensk.§ LliakttdwksakT Mi ku
USPI LNEMHRNLI XBj ens k.8 liakttdwsak Mii &
BHULLOVC, @enera CrimaBratislava2015,s. 48.

L] SO, M. .VAGKDa RApgdlmi ma@jl m®Bmatislava,2018s.185. a .
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Zanalogick®ho vikladu tTchto chlajrakRevarsit:
trestnl gedunolizizhow , j &t or % s % povi ninm® polrngi 8n yp rgts
spr8vy, ak d#&.to z8kon ukl a

Vkonkr ®t nej synt®ze tieto skutolnost?2 s¥
zbor u, ktor? Svoji mi aktivitami participuj?
asp&chanl trestnl |in. Osobitne pri oiudent i
reali z8ciou proobpas RowddoaiOmovbasnaVau akon gt r ukt ?
di spoz2ciu z8konom delegovanich kompetenci 2
mognoaskceédept ovan2m zodpovednosti pri phhan?z s
pr axweyv,edken®mu s i dovoOujeme za pozit2vne ozt
plnen2 z8konom stanovenlcholMlbphakegpekh€uoly¥gt
konaj % Yeardev a rozsahu oz §kamreanegBekt kir' éat éxins
situal n® podmienky, apliktpopovommmoseodti d a®plL | b B
Kri minareitstdiyck &t orslaantot md d ptraetjava pri amo, res
sp8jap®Oad8§van2m, sk ¥wmpw2vra,n2hmo kratnem2an i st i c
vo forme odrazov vytv8ra p8chateO gvwojjiem,
ohrani |l en®as)o.ehsitgd Rk ya v eacki pvryiplhWovdan ot en2 i ch |

zovgeobe hWadi s k a r ed e voadnrcaiéorvetnikcuh t %l o h odh
aobj asRovania trestnlich linov, najviznamnejg
|l inktovom p8chateO trestn®ho |inulkem®vi ®r e

vijazdov)ejt ITacknempi-mlyovese odbhjOasRovaniaa trest
vr8gd obligat-rne aplikuj¥% obhliadku miesta

3Takti ka obhliadky miesta |inu vr8gd

Obhliadka sa vykon8va, ak maj¥% byS prianm
di]l egit ®kopanie mhmra¢sn n@okh |l i byS zisten® al ebo z
Obhliadky sa mtge zW astni S osoba, ktd&r§& vyk

Obhliadka miesta -1 akui ¢ k'8 Ummednkujael ipsrte dcokvog
ci eQavegem@mawd S, skPpmnaShyhodBnetkiu$ od nost 2, K
odrazom preverovanej udalosttaa k p rziissptieenS kk obj ekt2vnej prav
predovgeotnk,T ngev umogRuj e:

aybezprostredne gtudovaS séedmgtcliev] cohr osb ]
kzi steniu charakteru okolnost?2 preverova

by n§j s S, zshkoXdmaoS ve$ ch®spy na® d kazy,
c)z2skaS inform8cie pp&tracfPloh, veygieir 0vpd
YZECKON | . 30 LZna0w@sk &r.g2ch pbddpodev, 1.

BMETE®EKXr iJminal i sth.wwd k Broaksikhaa: Akad®mia PZ , 2012.



dz2skaS z&kladn® podkéamld§nowarei e oragdama G
aobj asRovani a,
e) odhal i Spogdmiénkyipravgrovanej udalosti.

Prijejap !l i kprvzasnl2ugn?2 ci PZ s% povinn2 akcept
pr §vingktai ckT hhadiakkeaerpr &v a, S Y4 tno® hpr ekdoonvagne ta
Pri vymedzovan?2 takticklch z§s g dalkas(slavéhodn ®
gr ®ckehyp rkitwaduporzenmaylsujeen® formy a splsoby p
boja; pougitie prostriedko® na uskutolnenie

Zl ogi ky veci vghphiivadkyemij@kt aklaasn 8o wr ggld
taktiky. Toto kongt atjcevamo @n® obj ektivizova®loupr edo\
reali z8tordcWwuvedeo®met ddyodu jvey nvehddzddrsS® i tsikeat o

ich prejavov, ktor® vykazuj ¥% charakter:
Vofenz2vnyph2aktugmn2cti opojl@scRwe] Y deh adauk &z uj v
zi sSsupria@ovs8§vaj ¥% poznamplamengprevengie)t. r eby str
Vdefenz2vrigéhr ent@iwd@®om el i minovaS aktivit)
| i nmapr2kl ad meetS8ikoknenje/fneamor 81 nej obhaj ob)
Vstabilizalistcheaktize®am®ssabilizovaS bez
azni guj % Yr oveR n§si |konaglukpminality prévencip.)}ys bez pe
V umogRuUj Yci < rakdlidvizZaa@@am®p sdpory alebo vyt

pre ofenz2vaestdbfkhnzradvanl® zaSkctiiqwa kKryc afj n®h a
poznani a, budovani e l ogi sti ky, napr 2kl ac
utajovanie .). a pod.

Zovgeobecnenzm i nfokm3ami hal kisovi Pekebe dv @ e
taktick ® odpor %l ania pre realiz8ciu obhliadky n
situs8gcii zodpovedaj uceho spr8vani aKopanies!|l ugn:+
vs Yl spdjgout akt i kou, pm8 sz aigne k® meP&kt2Z2&amiyi pojse|j
nerugenil priebeh so zameran2m na dosiahnuti e
vykonania tehphloi adknan pmitjees t(di slpionzid ci a poznani
z8kl adnlch takticklich z8sad odhdarO®vapi at Ra \e:
zi sSovani e hodnok %¥mareilestoar p mi je mogn® dosi ahn
uvedenej | i nnost.i

Zpoznania policajmdj aprdxXecjid z chiiadhy® k T e
mi esta ljienupovrregpd ® prihliadaS na individutgl
konkr ®t netgmto¥%ls e k y h & B8nkolsatdin TRZ .pr edpokl adom ¥%s
Yal @i apli kovan?2 ojdkhd mpaldekxyn @i eisrtiac ilatm@®, ne ( a
systematick® plnenie Y oh pr2slugn?Kkmi PZ, k

l9P.JEG<I,JAZ§k,Iady k rRrmaihnaa, | iNsatgiek yv.osj48%k o 1976, s. 209
2GALI NGOVC, M. , SMAdNERKV & BraigtaacIPN,<983, s. 862.
227 KON | . 30 12/ n2e0n025 , n eZs. kzo. r TYR EcShT Nohr ePdQpR | sA0DvO K(
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Krimin8l nom konan?2. Uv8dzan® predpokl ady je
gpecifickej |l innosti

Pre spr8vne pochopenie uveden®ho kongtato

Komp | exinmfRe ni e %l oh kmiamem&l, i tgeeu Ridepinase de |l i t
rozsahu to pl at 2o0bgjasmroesr amnd tea @a)easngndecai all ii rsd v
sl %ugi Svgelk kdim, nieidieadjnieadknas ted viatnaieebojgp ol 2 c i
skriminalitou,t s d emo jiinQ® déitl sokh8y issh zv 1T znamu

| niciat?vmlene(naiket 2%In@h -zsnaamuesnt§at|nien nvolskSo nn e
konas, d § vaabS/ ptordensettny® | i ny bodhatneSllieag 2 ced (zai s
spravodlivo potrestan?2,

Ci eCaviedom®t rebn® vn2ma$S ako korkkro®tlrced,
mtge d!j pSchétoeekon®hroedpg.nuna subjekty, ktor ®
subjektami tr ewytnleljediiernwrsltiit,ejr em@t.y .

Systemat ikpkinemiaustsbph je potrebn® chgpas
dan®ho prporbels@ineu, devf i nokdamejej gtln walstt kroev ,® Waul 0
sptsobom medzi sebou sYvisia.

h

Z§koningst® ypsdWangtatovania, ge plnenzm
pr2slugnz2ci PZ. T2 mi gl adenndsBborvy&klwm8veEod
z8konom.

Pre YplnosS | e dpaterjebn & ndossdaS, ¢ge v

I nf orm@caklt koOvek ¥dajOotvl,k @jb%dciz ,s & pp Sotbal
prostriedkovip §chani u trestnej |innosti, ako aj vzS8S
mt gu vzrmpirkeimo%S pol i cm?snkegnile,nnaomsalil za, @l ogeni
pr8cafor mfraijagmir gwm).sl ova zmysl e

D*kajemvdet kiot,ge prispieS na n8ledgit® obj
dtkaznlTch prostriedkov podOa tohto z&8kona a

prostriedkwdsil scv/h obvinen®ho, svedkov, znal c
previerka vipovede na mieste, rekogn2cia, re
|l istiny d!'legit® pre trestn® konanie,- 0zn§8n
techn ckTch prostriedkov afd&tbroa cpejsd§lkiomredsktoid 0 p &
Zz.vznen2 neskorg2ch )predpisov A 119, ods. 3.

Vtejto s%vislosti je potrebn® dodas, g
taktiky obhliadky miestal i nu (ma§ dd obl i gat)- r meg unecSmigraa k t er
objekt2vnosS, kongpirat2vnosS, riadedadeja j edn

| i nn o saxiomatckyghafiakter.

Zt oho | o sme wuviedhB8vgrei ezrteg kn®r, ¢ kglephp & § p
obhliadky miestal i M t ak praktickT, ako aj teoret.i



potvrdzue ¢ zhOadom na informaln%% charamaeeiis§i ku
asoci 8l nu podst atai nkircihmipno8zl nn§yncahrsTgokhy i avi®jtedketf d wn
taktiky aj e j akcapltiSkcg§a@ai iv obhl imddiky bmiSe sitisap elginreu
predovget kjem vtedy, ak

ozngpmo& haoapen§§ samotng materi 8§l ma&k Yproachsetj gt &
odnotenej i nf or mg§¢uiremm)godaobj ekt och poznani
i denti fiiktoaeramdnetaovanl niel en Tscehmot nf opmé¢ |
sakcentom naich r el evambn osz®alhw Odkvoabnjiaus Rakda ni u

dominujepr edovget kT m teoretickl aspekt pohOad

Bez poznanima kt u8l neho pochopeni a tTchto sk
akonkr ®t ne sformulova$S nijakl cieO poznani a

Z8ver
Z8ujmom spololnosti |je zabezpterleesntinel cval ilnin
ikriminalitou. Je nesporn®, ge | 2 mewygd?2enjlech

p8&§chatpeoQotvu kzodhahéohclf), objlamswveémicctsa prehl b
vhaj hl bgom rozpore so =nn§w p8wihp$®hbo@hosti es
| i nuctm p8chateOov je fenom®n, rkeporrds 2winrua zfnuen
ktor%¥% s¥% povinn2 plniS pr2slugn2ci pol 2ci e

Vpl nom rozsahu tsrae gton ®& zlSiarhy jer Sigpb b j s ®Rovam i
(identifikovani e z n apkodvi csakjuntekjo vperja xpi o ddsett aetrymi n
pri apli kggsi ®metkdi mi nalistick®ho poznani a,
mi esta8dgd.nu vr

Vo Otaktkyob h!l i adky mi est gpoldisnataes8§@dl! i guj e
regpektuj % pr2slugn2ekutowlrdh opddhdasOdda ot r @ sn
skutolnosS s¥% povinn2 akceptovaS pr2slugn2ci

Vpredl opgrensopneay Kkul dde poahianowarPhavgdizamku

ge takt i kpar eo bpholtiraedbkdyh a © eat b p B & Rterveasntimal ch | i nov
sa mus?2 uskutol Rova$S s ovlzgited ps Oamad oakkal §itcoh | pirnendo
predst &kwwWtenekaoarkti vity, RZoir®t ercadil $ciup % mErryY
osobitne apl i kStcaikotui &kkriionii nnaglkicsathii cckkoWVdh nment - d .
kontexte odbornej verejnost.i pr e dvklilzandaSvhee n a
vzSathaktki ke ich aplik8cie uvg§dzame, ¢ge je to
odhaOowdhias Ravanie trestnlchejlticmowve avlristged,. ov
verejnost.i sa ol ak8gva, ge pr &8veé ewnyBdae tpd® mwbd re§
osobitne pre potreby projektovania taktiky t
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OdhaOoaoabnjiaes Rovanie trestnlich | iveésw age 2 sl
spotrebami spololnosti. V tlchto procesoch, r
sbezpel 503 amakgoi nokur ®t n oav emgineosut pa® sl ugnosSou, |
fakty ai nf or m8ci e, vySagahodnionfi ar ntad tna® pso zernt aen e
objasRovani a. TiTmto postupom spracovgvaj¥% poc¢
ot 8¢gdkkriminalisticklch). Ich |innosS je det
ge ak s¥% tieto faktory aktu8lne identifi ko
(realiz8toraobpal&kOvaaniaa pozit2vne lovoyugi S
realizovanlch pozn8vac2ch |innost?2.
Summary

Detection and clarification of criminal offenses is carried out by police officers in
accordance with the needs of society. In these processes, by defining a task that corresponds to
the security strateggind to the specific local and substantive jurisdiction, members identify
facts and information, exploit information networks, and evaluate this in a knowledgeable,
clearing manner. In this way, they process the knowledge needed to answer the questions (7
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http://82.119.102.197:8080/cgi-webisnt/sh.wis?h2=10&dbn%5et4000=kniznicaapz&gizmo%5et4001=aw-1250&prefix%5et4002=~I&pft%5et4003=*@dkniznicaapz.pfg&letdisp%5et4006=BEG&jump%5et4501=generic&db%5et4700=gen&lang%5et4902=SK&name%5et4903=kniznicaapz&ctl%5et4921=GA&thead1%5et4922=class=tabulka1%20border=1%20cellpadding=5%20cellspacing=0&thead2%5et4923=ALIGN=CENTER%20VALIGN=TOP&battr%5et4930=bgcolor=white&tfattr%5et4932=class=intro&metaex%5et4940=LINK%20href=/webisnt/custom/kniznicaapz/styl.css%20type=text/css%20rel=StyleSheet&prlex%5et4941=%5eaapz1.pft&TYPE%5et4901=G&h1=1&search=RV=2013

forensic). Their activity is determined by various factors. Experience confirms that if these
factors are currently identified, their determination can be positively used by members of the
police (implementers of detection and clarification) in the perfapeaf these purposefully
implemented cognitive activities.
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Annotation

The article analyses theur opean Commi sationoon the Eu@meannunion
Strategy against cigarette smugglangd sets out measures and actions to tackle the problems
and factors identified by stepping up the fight against illicit trade in the EU by supporting the
implementation of the measures guadicies currently in plac&ne of the most effective ways

of combating cigarette smuggling is to make it economically unprofitableseldssin order

to implement the strategy of the Communication of the European Union, coopefaizional
authorties and international legal cooperation betwiengates seeking to administer justice

is essentialThe crime of cigarette smuggling is increasinggcominga global threat to the
state causing enormous damage to the economy, therefore aw@raigarette smuggling
should not be fragmented and control measures should be constantly updated and effective.

In our view, the currerngrovisions of thestrategiesdf separate institutiopsre pasiblyrather
declaratory, abstract andaccurateThe individual strategies do not provide for a link with
other legislation or other issuek. must be assumed that the strategies of the individual
institutions must be a kind afvision that sets out the main objectivetans must be prepared
for the implenentation of strategies and they should present the specific measures, deadlines,
resources, those in charge of implementation, etc. The author takes the positioorithat io
facilitate and speed up the implementation of the strategy, aninstéutional coordination
group (of public law enforcement authorities) for the implementation of the stratggyst
cigarettesmuggling should be set up.should coordinate and monitor the implementation of
theactionprogrammeBased orthe conclusions ahe coordination group, the strategyould
beregularly reviewed and adaptedtb@ changing environmental, economic and social factors.
The action programme of thstrategy ofindividual institutions must therefore be reviewed
annually on the basis ofhanges in lawsnformation from external factorsequirements of
the Treaties of the European Union, other international institutftorg; the point of view of
thesociety.
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In summary the following conclusions are to be dravihe current strategiesf individual
authorities address the issudegfal regulation o€igarette smuggling in an uneven manner and
in some cases 158 serious doubts as to their lawfulnasd validity.It needs tde assumed
that there is a need fdre development of theniform strateg for individual law enforcement
authorities in the fight against cigarette smugglibhgan bestatedthat our law enforcement
authorities were not ready tospondquickly and adequately to the criminogenic changes in
cigarette smuggling sitions when assessing their perceptiotheftrategiesTherefore the
State and its authorities are not yet in a position to etiseiefective investigation of cigarette
smugglingcrimes It should be noted that themps incigarette smugglingrimes due to the
development of the market economy, Eurointegration processes were not properly assessed,
and the reform of the institutional strategy was deldne reforms of institutional strategies in
the fight against cigarette smuggling were not scieatly justified. There was no common
approach to investigating the crime of cigarette smuggling, and the ssatemdividual law
enforcement authoritieas well asthe single investigation®f cigarette smuggling crimes
presentedonly a fragmentedreflecion (which wasnot always adequate)f the existing
situation. Cigarette smuggling not only requireevelopment of thestrategic aspects of
detection ofthe criminal offence, butalsorequires a strategy for the implementation of the
activities ofthe State and its institutions as a whole.

Keywords
smuggling cigarette smuggling, European Union internal security strategy, strategy,
criminalistics international cooperation, criminal proceedings, law enforcement authorities.

Anotacija

Straipsnyje aalizuojamaEur opos SNjungos Komisijos Komuni
kovos su cigarsalriad elgdrjtar,ah @jcamustatytos pri
kovojama su nurodytomis problemomis yvba veiKk:
ES, padedant Dfyyvendint i giuo metu tai komas
kovos su cigareli O kontirpamarddsd mu N kwad itk Nn:
nenaudingN, neapsimokan| i N. Nori ntatD#gyve\ndiym

bitinas nacionalini O institucijO ir tarptal
siekianli O DZykdyti teisingumN. CigareliO «k
globalini gréadsmin valstybei,| dar garddldigd uk @ n t¢
kontrold netur&dt® biti fragmentigka, o kontr
veiksmingos.

Raktiniai godgi ai
kontrabanda,icgar e| i O Eonbpaba®S®laungos va stategim S aug.lL
kriminalistika,t ei sasaugos institucijos
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jvadas

Nusikalstamumas$ k ai p socialinis reigkinys, per ge
savo kilme ir esme yra viena i¢g opiausi O ta
nara stat iviksausomelient, anjtos ekonomi kai , soci a
sNI ygoms, kinta ir pats nusikalstamumo suvol
nusi kal stamumo f or mos. Kiekvienoje valstybaj
kur®Zeg ki a nusi kal st amos struktiros, bandyd
suverenumo, Vvisuomenas pilietti gkumo bei teis

Cigareli O kontrabanda neatskiriama nusi ka
DZ akos turQajkd rvanNstiywb ir jO sienO ribO nustas
val stybads sienO susiformavimas. Valstybas si
nuo antrosiordKont rabandos igtakO, galtinieiaXlpagymi,
amdgi O, Lietuvos Didgiosios Kunigaikgtytas u
preki O srauto ir valstybas &lkaredkmiOni @abiemti a
nesumokadjus rinkliavO ir muitO, ais bilms, sl apt
per k 83Komitss.abandos paplitimN | emia | abai dau
kain®O skirtumai kai myninase valstybase, g al
Suprant ama, kad cigareli O konkdiraibasdai kli @sli|i
ekonominas padaties galies viduje bei kaimyn

kuriais apmokest i néalmioest uavtai tn entkeainsodst opsr ekraesk y b
kaip tranzitind galins gapemaknarsi ds deil ¢ sNKkKk &K i
ir Vakar O, Giauréas ir PietO Europos valstybi
sienos. Vien siena su Baltarwusija ir Rusija
sienosPa gy mat i naAniert eiekybatatakuketiad i dsed sDZ r | speikatd, mN

t a | taippatkeliadauge k 0 n o msamgun@ r o b Is a1 ® jukomipcija,kontrabanda

ir organizuotaisiusikalstamais i n K.l ai s i

Patei kiant kontrabandos sNvokN nacional.i
DX ardigaieli O kontrabandos teisinads apibréag
kontrabandos teisinn apibragtDZ issvays bui ti enrod
taliau ir tarptauti ni ud staptadtiresi nesikaltimas,k kuriam s e . |
padaryt. rei kalinga valstybas siena, jungian

1 Bassiouni M.C. International Ctriminal Law, New York, 1996, psl. 2

2vidaus reikal ® Ministerijos pasienio poM-Zcpigigas | nst
internete:http://www.epaveldas.lt/vbspi/biRecord.do?biRecordld=52323
SMal inauskaita.,J.; Gulija, G.; Gulija, V. Kontraband

“ .Banelien&, A.Lepegka, Metodi ntho pvalesnoyntBapasiee ymd s am

val stybadas sienos apsaugos tarnyba prie Lietuvos Res|
SGvedas G. Prevention of I1IlIlicit Trade in Tobacco Pro
on the EU Border 2020 (pp. 10151). Springer, Cham.

5 WHO EMRO World No Tobacco Day 2015: lllicit trade of tobacco poses serious health, economic and se.
http://www.emro.who.int/pdf/afg/afghanistavents/worldno-tobacceday-2015.pdf?ua=1
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ir tei s &stramkdosioka @laiNa prasmeai ki nama kaip nusi Kk
administracinis nus®$ genginma®g astidamii pur gkar swasl
sieMKontrabandos reigkinio apibidinimN sutink
ig variant O, p a tretirkai baa n\Wl.aE . nKeuirgaipaknaa i AKvoe i ki a v
Kontrabandinas prekas konkuruoja rinkoje su

teisdtai veikianli O, bei mokes|ius mokan]| i (
apmokestinamolsds tmidiad gevtadsstpraranda daug paj
gabenama nusi kal stamO organizuot®O grupi O,
nusi kal stamoms vei koms finansuoti. Taip pat

apsaugos tiamk® biOr v@mdIdiitni kO korupcij N. f

Europos Komisijos, priiman|ios teisas akt
institucijoms ir valstybams narams, turinli:
padat i perprast. prilviaiso mEBN t et &8s miakgehbigh
kontrabandos agr i naj i mo as p2618Qa6-86Konyisijoa Kosungaty Targbais u
ir Europos Parlamentt{iovos su cigareli O kontr &tabakoda i r

gaminiais stiprinifmaxomuind &kmu i SES adtergd tj eog iej
kadnet ei sata prekylbya at sntea kka kg aenkiomioariisna pr obl e
prekybN ne tik padaroma dide| d&bgal ar ghlui &t or
ekonomika. Tabevei k vien tik tarptautiniu mastu vei

veiklos sritig®. Be to, neteisata prekyba kenkia i
iniciatyvoms, Kkuri omi sgasni @akiOanvaarg wma gniNntjiautr
paj amas gaunanli O asmenO, grupéase. Neteisa

nesil ai kant ES tabako gamini O s'% Komiunkato t ei s &
strategijd>, p a g a | kuri N, p a treeii kjika md ok cErutr rogpoasn dSoNg u n ¢
vei ksni © analizad, sillomi bidai kaip kovoti
ankstesniu Kovos su cigareli® ir alkoholio
Gi o0j e pdsitrogaeglxii aussivas tarptautinis reagavi
tarptautinamis pastangomis siekiama panaikin

ir tokiu bldu kovoti su mokes!|li O ir md&itO pr

"Kurapka V.E. ANusi kalstamumo Lietuvoje dinamika, pr o
koncepcijafi Baigiamoji at&askaita 1 knyga, Vilnius,

8Gi ame komuni kate neteisa&ta prekyba vadinama DXairiO
(daugiausia cigareli O) kontrabanda, taip pat neteis:

9201306-06 Komisijos Komunikatas Tarybai ir Europ®sa r | ament ui . Kovos su cigareld@Q
neteisata prekyba tabako gami ni ai s stiprinima
(https://www.infolex.lt/teig/default.aspx?id=1929&crd=243245#undefin021-01-03]

 Europolo ataskaitN AEU Organised Cri me Thr e
https://www.europol.europa.eu/sitdsfault/files/publications/octa2011.pdlf. 24 25.

“Komi sijos Komuni katas Tarybai ir Europos Parl ament ui
prekyba tabako gaminiais stiprinimas. Vi sapusa ES strategija
(https://www.infolex.lIt/teise/default.aspx?id=1929&crd=243245#undeji{2@R1-01-03]

2 bid

82013 m. gruodgio 9 d. Tarybos sprendi mas 2013/ 745/ ES
pagrindO konvencijos Protokolo dal neteisatos preky
SNjungos vardu, i gskyeriugsoj j mO,nusasiafasi dasu Dpaism

46


https://www.infolex.lt/teise/default.aspx?id=1929&crd=243245#undefined
https://www.europol.europa.eu/sites/default/files/publications/octa2011.pdf
https://www.infolex.lt/teise/default.aspx?id=1929&crd=243245#undefined

Pasaumas svei katos organizacijos atstovas dr .
galima kontroliuoti taikant tvirtN valdymN,
ratifikavus Protokol N dal neteic,atpsr mpNjebzy B
Tabako kontrol ds Ykonvencijos protokol N

Europos SNjungos vidaus saugumo strategijos

Bitina paminadti i riTmibrarkd tkamptrad tdish m aguti a
priimtN 2003 m. gegugas 21 d. GESOvppgr Padarl
tabako kontrol as klourovwsekarta ieggaojanti DZHako epideijcs)

g ! o b al Talzakoepidgmyosp | i tpdlengMinaDZ a kompleksiniaiveikshiai, turintys

tar pvape v ghakkdPet. a>nveiksniai, tokie kaip <<...>>p a s a uinkodara,
tarptautinisk o nt r a biamald ind Oy O elldia§f.i2ldad0s4 m. rugséajo 2
konvencij N ratifikavo YLlticesttdid@asnaRespulgl iakosya
Dfyyvendi nt i tabako kontrolds politikN iglai
sektori O. VerRS0 ptaagbyarkdat i k o nktardo | & sb Iktoinrnva nic inf i
bendr O veiksmO norintiPanai Kintdi tmadtadkios GtaMi
formomis, taip pat ¢gi O gamini O ¥ atikusrtabaka nd N,
kontrol ds pagrindO konvencijosLiamtald Vv ajie g@alaii
vertinamas kaip dar viena&i gor i ni s DZykisi tabako kontro

dokumentas yra pagrindinis DZankis, kuriuo s
Dfyyvendindami tabako R2012omads!|l ppkitl kosl1pok
Probkol as dal neteisatos prek¥bsks rtabakonkasn
netei satos prekybos tabakotg&mi Ni aiad mredtlelie
tabako gaminiais panai kinimo, rat i fh&ktaavtoy nLui e
Nr. XI1-2732%, PSO Konvencijos protokol as dal net

panai kinimo nuimerdla,prkead At gs, kKAd visO nete
gaminiais bldbO, Dakaitant kontymhaerdKi hd nal

baudgi amosi ose bylose, nusikalstamO vei kO apibradagti:
p. 75).http://eurlex.europa.eu/legatontent/LT/TXT/PDF/?uri=CELEX:32013D0744&from=LT

4 WHO EMRO Raise taxes on tobacco: A sound policy with a powerful impact on health and the economy;
http://www.emro.who.int/pdf/media/news/wn14taxes.pdf?ua=1

% WHO Framework Convention on Tobacco Control. Geneva: World Health Organization, 2003.
https://www.who.int/fctc/text downad/en/

¥ WHO Framework Convention on Tobacco Control. Geneva: World Health Organization, 2003.
https://www.who.int/fctc/text_download/en/

72004 m. r ugs24p0pLiet®dRd s pNbl i ks Datatymas dal Pasaulio
kontrol s pagrind®O ko n tes/oiwirdoex ltte104186R0R21E02-01mo Gal t i ni

¥pasaulio sveikatos organizacijos Tab ak o kontrol as pagrindO ko
(https://www.infolex.It/ta/78420&hist=)[2021-02-02]

9 Qllila, E.; Baum, F.; Pena, S. Introduction to Health in All Policies and The Analytical Framefiibik Book.
In Leppo, K.,et al. Health in All Policies. Seizing Opportunities, Implementing Poli€iedand, Ministry of
Social Affairs and Health, 2013, p. 31.

202012 m. |l apkril iPo olt2o kdo.| aSse udléel pnreitiemtsadst panpi &k b on® Ga
(https://www.infolex.It/ta/389829&hist2021-02-03]
222016 m. | apkr278» Bi @it uwWas RKddpublikos Jstatymas da

tabakogaminiais panaikinimo ratifikavimo G a | hitps:/iwiws.infolex.It/ta/383713&hist=)[2021-02-03]
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kontrol ds vei k| @©Pag¢ynzdi@mtakplask idelt ie spielklos s
tabakogaminiaispanaikinimoyrat a r p t satartiskurnogtikslas- panaikintivisasn et ei s at os
prekybostabakogaminiaisformasper priemonesk u rturi {ntis § a | bgralradarbiaudamos,
sprenddiNasa wlriorbil Rateikti.duomenysa t s k | &ad dPptokalas yra
parengtasreaguojantDz u g a mleit i ip $ & tk hlakod gaminiais, d a § vayik d o mN
tarpvalstybiniumastuP a s t e ibtdi,jog Rraokolasusideda de g i mk i ed a InigO,

k u rskyfni apietiekimog r an kiomad ¢ el & &irst aaur goNbaeuntdirnaDZayrab i av i m
patyssvarbiausiS v a rbbrTusommbakog a mi sekim@ir atsekimosistemoss u k T r i ma's

(8 straipsnis)r ProtokolokaipG a Iteist®iniobendradarbiavim@ a v y z @ lg ii ptuesidssi n & 's
pagalbog29 straipsnis)s u k T r BetnaPsotokolassuteikiat e i s & sna u ¢ idteediss mO
par ei gglanl ai misystisinformacijaapie galimusnusikaltimus,susijusuissun et ei s &t a
prekybatabakogaminiais Apibendrinane. u k §il § daérsatyty,Kadhdekvatusl & metsriy s

b 1 $kiriamasnetik g iroe i ¢ ékonominboir socialinioi ¢ ¢ ftykmams,bet reikalingos

k o mp | e pastangoéPsitartinaa ut & rjik @ioklemaikadrei kal i ngos kompl
pastangos, rei kalaujanlios keliO viegojo se
teisingumo, apmokestinimo) tinkamo koordinaviho Be t o, direktyva pag
naras teisigkailiarbai kpsrmaikntgajgik apr inteagiak yt i S a
aplinkybi 6. Valstybi O nari & Datatymai ir ki
pardavimuid ar | abai skiriasi ir ta% trukdo skl and

Eur opos SNj un g ctsategijos cduanatgti tikslai: wejkenmmgiau kovoti su
sunkiais nusikaltimais ir organizuotu nusikalstamumu, terorizmu ir elektroniniais

nusi kaltimais, stip%iTapgpa i gps®s fei mOO ( DAk
organizuotas nusikalstamum&skur i s kel ia dideln grasmi ES p
tei singumui , kova su juo privalo iglikti pr
kovojant su mafij a, pinigd plovimu, Korupci
f or mO oty gusikalstamud. Es mi ni s dokumentas, formuoj ¢
SNjungost epiosldistaiukghbs srityje, yra Eurd®pos SN
jgyvenHunapos Parl amento rezoliucijos nuost
22012 m. |l apkril iPo olt2 kdo.l aSse udl&el pnreitiemtsadst oisn ipmae k@Galotsi n ia

(https://www.infolex.It/ta/389829&hist2021-02-03]
23 Crosbie E., Bialous S., Glantz S. A. Memoranda of understanding: a tobacco industry strategy to undermine
illicit tobacco tradepolicies. Tob Control. 2019; 28(e2): eI B0

24Direktyvﬁa Europos Parlamento ir Tarybos Direktyva 2
DatatymO ir kitO teisads aktO nuostat O, reglamentuoj
pardavi mN, suderini mo ir rektyvai a 2001/3y/EB ai ki na

https://ec.europa.eu/health/sites/health/files/tobacco/docs/dir 201440 |ppkif-2
25 Internal Security Strategy in Action: Five ssspwards a more secure Europe 22.11.2010 COM(2010) 673 final.

[ Gi 1 rhiipt//@ur -lexseuropa.eu/legaicontent/EN/TXT/PDF/?2uri=CELEX:52010DC0673&from=EN ]
%2011 m. spalio 25 d. Europos Parlamento rezoliuci

j o
(2010/2309(1 NI')) 2013/ C 131 E/ O¢€
(https://www.infolex.ltteise/default.aspx?id=1929&crd=295363&qi=6970y2821-01-02]

272012 m. gegugas 22 d. Europos Parlamento rezoliuci]|j
(2010/2308(INI)) Ga | t i hitds:8www.infolex.lt/teise/default.aspx?id=19298&crd=275018&qi=6970723
[2021-01-02]

28 bid.
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strateadjiNndirni us principus, kuriais grindgi

Europos saugumo model i s, siejamas su tvirte
val stybi O nari O bendradarbiavimu iraugumd i dar u
strategija turi bTti derinama su ES saugumo
Europos SNjungos D&ipareigojimus, SUSIi jusi us
turi Dblti skiriamas tikslinhgaial seysi@®amagos C
susijusi O su igords sienO valdymu, kad gl au
turinliomis bendras su ES sienas, yra bltina
i gorini O sienO.

Vidaus saugumo strategijoje ur o d 0 mi DX airils Europos Vid
aspektai ir atkreipgamas daamemgs. DXigaad i mada
il guoju laikotarpiu turdatO blti | abiau nukr

priemoni O, blktuir i ®wargbausi prevengjosms p gk tiasni Ot r 1 kur
nepakankamo | & Snauwmd ejgitijked pasgdydZsikalstamumas neturi
sienO ir, rei kia pripaginti, kad vidaus sal
Anali zuoj ant Europos SNjungos vi daus saugul
dadmesys DZcigare| imoxkowdirlkdsa nmMast M,usri &kiak (srhra i
val stybase.

2013 metO Europos Komisijos komunikatas
kitokia neteisata prekyba tabak?®d, gk wenmdisnas

pastaraisiais metaisSueEr opos i r nacionaliniu | ygmeni mis,
prekybos tabako gaminiais mastas FuBuroppos SNj
kovos su suk|iavimu tarnyba (OLAF) yra vieni
paanmo ms i r i gl aidoms apsaugoti. Tarnybos vaid
nustatymN iir tyrimN ir tarpvalstybiniO kov
Persvarstytas Reglamentas (ES) Nr. 883/20¥3Xuriuo reglamentuojamas OLAF darbas,

gindgi amas patirtimi, DfHyta nuo OLAF DxIri mo
patirtis ir sustiprinamas OLAF tiriamosios veiklos veiksmingumas. Nuo 2012 m. OLAF

politikos formavimo ir tyrimo funkcsi jgorsupyar,a

2% Supra note27: 56

30 Supra note27: 57

31 Europos Komisija. Komisijo& o muni katas tarybai ir Europos parl amenit
kitokia neteisata prekyba tabako gamini ai s stipri
final}Briuselis, 2013 06 06 COM(2013) 324 final.< http://eurlex.europa.eu/legal
content/LT/TXT/?uri=CELEX%3A52013DC0324

2Europos Komisija. Komi sijos ataskaita Tarybai ir Eu
cigareli ® kontrabanda ir kitokia neteisata prekyba
(ComM(2013) 324 final, 2> htdskafa. BijseliHBP0OL A 06 h2dAOM(2000) 235 a g a n
f i nal . htfp:@Gdudex.durbm.eu/legatontent/LT/TXT/?2uri=CELEX:52017DC0235

33 Europos Parlamento ir TarybBse gl ament as (ES, Euratomas) Nr. 883/201
kovos su sukliavimu tarnybos (OLAF) atliekamO tyri m(

reglamentas (EB) Nr. 1073/1999 ir Tarybos reglamentas (Euratomas) Nr.199394/ttps://eus
lex.europa.eu/legadontent/LT/TXT/PDF/?uri=CELEX:32013R0883&from=IT



http://eur-lex.europa.eu/legal-content/LT/TXT/?uri=CELEX%3A52013DC0324
http://eur-lex.europa.eu/legal-content/LT/TXT/?uri=CELEX%3A52013DC0324
http://eur-lex.europa.eu/legal-content/LT/TXT/?uri=CELEX:52017DC0235
https://eur-lex.europa.eu/legal-content/LT/TXT/PDF/?uri=CELEX:32013R0883&from=IT
https://eur-lex.europa.eu/legal-content/LT/TXT/PDF/?uri=CELEX:32013R0883&from=IT

pagrindinDZ damesDZ skiriant. kovai SuUu neteis
srityje remia rygiO palaikymo pareiglnai Ukr
ivisos gios galys yra svdyshios cigareli O kil

Cigareli O kontrabanda Europoje kelia did
tabako gaminiais cigaretas tampa prieinamos
siekiant atgrasyti nuo r 1 kymo. Ba gami nniek e
reglamentavi mo, pvzdagngeanuksliiani mmoil nrad®oBsit llkalt &s t
netei satos prekybos tabako gaminiais valstyct
juodojoje rinkoje parduodamoEScimajes dsabséty
biudget ai kasmet pasipildytd apie 10 mlrd. e

kontrabanda yra Europos ir kitO gali O organi
esama pogymi O, k agdkonkaandalsusijusi ia sugerozmo fmgnsavinsu.
Todal , siekiant ugtikrinti ES saugumN, it
gaminiais®.

|l ganalizavus Europos SNj un ¥ @aimakonstatti, j os K
kad i gagknlir k@t rabandi niloi It mbs Kaadlgywayit nisOpagal
yra Kinija, JundtiViatnamad,0 Malyaiaziajja, Rusi

Baltarusija ir Ukr ai na. Anali zuoj ant mat yt i
tiesiogiai DZ Europos jirO uostus arba perkr
prekybN dar paskatina nepakankama | aisvQOj O z
dagnai per kr aunami Egipte, Tur k ialjeo yoguose.r Kit
Rytind ES siena, ypal Baltijos jilros regiona
pagrindinds tabako gamini O kil mds galys yra

kontrabanda yra viiemea EY$ iagma ngusi Oyusis@, rpn
prielaidN apie didelius ig VakarO BalkanO ga

|l eidgia manyti, kad cigareli ® kontrabanda t
DZkaitant Nassunrmas ksjanir su Vakar O*Bal kan
Pagymati na, kad neteisatos prekybos tabako
nusi kal stamumas, o tai dar | abiau apsunkina

34 Komisijos ataskaita Tarybai ir Europos Parlamentui Komisijos komtinkka AKovos su cigareli O

kitokia neteisdata prekyba tabakoopyatfl ni ai s stiprini.

%% Europos Komi sija, 2010 m. bal andgi o 22 d. ,
https://ec.europa.eu/commission/presscorner/detail/l/OLAF_10 4

36 http://eurlex.europa.eu/legadontent/LT/TXT/PDF/?uri=CELEX:52017DC0235&from=LT

372013 m. birgelio 6 d. Europoswkomiusicjigarpeati ©i ktoas r 4
neteisad3ta prekyba tabako gaminiais stiprinimo strat
http://wwwa3.Irs.It/pls/interl/dokpaieska.showdoc_|?p_id=62224&p query=saugumo%20strategija&p tr2=2

38 |bid.

39 Eastern Borders Annual Overview 2012. Fro

http://frontex.europa.eu/assets/Publications/Risk_Analysis/EB_AO.pdf
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|l g esmas, Europos Koniialiijugs e rdd kname n tsu a sae

gi o reigkinio nei ES, nei kitais teikevdas akt a
su kontrabanda vei ksmingumas gal i prikl aus)
parengi mo | yYygAnalizuodamakwrko/fbddiss Komi si j os patei kf
kovos su cigareli O kontrabanda ir kitokia n
strategijoseé k s t N, matyti, kad institucijos D&ertir
sil pnNass aisr vpasi Il o atitinkamus sprendi mus,
diskrecijai.

| ganalizavus pir mNj 8l eskti ramtte kiojvh td a stue lxa tgia
vidaus rinkoje reikia sukurti onasiem@l esanos
teritorijose veikianl|lius kontrabandos i gai gk
netei satO tabako gamini O tiekimo ir platinim
patal pose ir vykdyti iglkatne s piad i hka atso i kontord ola
kontrol &s post ¢'0oGsi ea nbee ik opnrt eekkysvtiee tad ske2@®3 m.t i nas
strategijoje raginama imtis tiksliniO vidau
tarpvalstybinecigar| i O ir kitO tabako gamini O kontraba
Tugti krinti teisato tiekimo grandinn, stipr
netei sdatos prekybos paskatO problemN.s Gali a
nacionalinas teisas ribos netiesiogiai rei

priemoni O, gDZ pasaulinDZ reigkinDZ gali ma ti
tarptautinio lygmens veiksmdls Eur opos Par | amentkadsSyj wsragrao irru

jos valstybas naras privalo ugtikrinti dides
nari O bendradarbiavimN ir jO veiksmO koordir
nusi kal stamumu, kiberneté#nds gynybos ir migr

Anali zuoj ant Europos Bomssisjuosi amehi Ka tkl

kitokia neteiséata prekyba t* baikips kdarkiamitd iss

O“Komi sijos Komuni katas Tarybai ir Europos Pasdtaament ui
prekyba tabako gamini ai s stiprinimas. Vi sa
(https://www.infolex.lIt/teise/default.aspx?id=1929&crd=243ppH21-01-07]

41 1bid.

42 Komisijos ataskdia Tar ybai ir Europos Parl amentui . Komi sijos
ir kitokia neteisata prekyba tabako gaminiais stipri
6 6) DHyvendini mo pagangCOM07aBkfmalt a Briuselis, 201°

“pg8_TA(2015)0213 Bendros saugumo ir gynybos politiko
Parl amento rezoliucija dal bendros saugumo ir gy ny
pranegi mN Eur opos oPsarulgasmeemti wi idals abuegnudno pol i ti kos)
2015 m. gegugas 21 d. Europos Parlamento rezoliuciija
(pagal Tarybos meti nDZ pranegi mN Eur opnospolitkasy | ament

(20147 2220 (| Nitgs:ywwwhiéolextltitersé/default.agpx?id=1929&crd=926718&qi=697)428

[2021-01-07]

44 Europos Komisijos pateikta§ o muni kaoass déli &i gareli & kontrabanda i
tabako gaminiais stiprinimo strategijos, (COM (2013)324 firg0l3 mb i r gel i o 6 d. [intera
201711-19]

http://wwwa3.Irs.It/pls/interl/dokpaieska.showdoc_|?p_id=62224&p query=saugumo%?20strategija&p tr2=2



https://www.infolex.lt/teise/default.aspx?id=1929&crd=243245
https://www.infolex.lt/teise/default.aspx?id=1929&crd=926718&qi=6971428
http://www3.lrs.lt/pls/inter1/dokpaieska.showdoc_l?p_id=62224&p_query=saugumo%20strategija&p_tr2=2

netei satos prekybos tabako prketdriask pagrindn apsreo b | €
sritysepr i emonadas kontrabandos paskatoms magint.i

gerinti, griegtesnd mokesl| i O, mui tinas, pol |
ugtikrinimo veikla, griegt esn aegijojatappaii s u g
anali zuoj ami galiojantys teisas aktai ir pol
silTloma papildomO griegtesni O veiksmO, siel
priemones, nes kova su mied eklilsausai pmaskytbai pr g
institucijO Europos SNjungoje nacionalinio i

Beto,svarbup a g y mt@itkhdEur opos saugumo darbotvarka
siekiantu g t i ESsianut gi itimdVarbukovoti sun e t e prekybataidakogaminiais,bei
Europossaugumal ar botiv@as Kifisf Zkuri oms bitinos papil dor
su neteisata veikla pasienyje, t ai yr a, ne
kontrabandaan et ei sdt ai s finigO pervedi mai s

Trumpali aptarus 2013 metO strategijoje nu
neteisata prekyba tabako gaminiais, konstatu
pasirinki mo, kai pvottiik sruy ¢gnteitneg asia t tOo Itiaabua kloo g a
kintan|liomis jos tendencijomis, nes @i net ei
ir saugumui.

2013 m. strateigigmali gjIN ekear iarkamad it virtos:s
pri emornidagesgt ag tei sasauga ir gl audesni s bendr
tarptautiniu lygmenimisP SO pagrindina tabako kontrol as
straipsnis onteagapdosk 0 n tk ya éskinis tabako paklausosma g i ni mo
pr i e mpapidynias, trukdantis tarptautiniamskontrabandininkamsapeiti tabakok ai n O
ki | Kitofdp.r i e mtokiogkaipp e r s p etdbakgganmykibsa | t e r paaikymasO
v a ibkijaunimog a | i maubddismbakogaminiaisribojimas,yraveiksmingosy p &dip
Vi s ap uvabdkaydrtgiimoma § i rstramagijodalist’.

2017 m. gegugas man. Komisija pateika st
pagangos ataskaitN. Il g esmas ataskaitoje tei

priemoni O, uprpbsemeosssusneteisata prekyba ta
susirlpinimN kaip ir praeityjiepagladd&lN 2delr3i n

45 |bid.

“Komi sijos Komuni katas Europos Parlamental O Ramiybat yi
ir regi onO Komitetui Europos saug
Ga | t hitps:i/vevw.(nfolex.It/teise/default.aspx?id=1929&crd=d3e25&-11e4a3k-
0laa75ed719[2021-01-09]

4 Pasaulio svei katos organi zacijos Tabako kont

(https://www.infolex.It/ta/78420&hist=)d[2021-02-06] http://www.emro.who.int/tfi/whefctc/index.html
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tvirtos teisédklros reagavimo priemonéas, gri
naconaliniu, Europos ir tarptautiniu lygmenirfis

Komi sij a padar a i gvadN, k ad remianti s p
suinteresuotaisiais subjektais, pritaria 20
kuriose taip pat iurpodytrdast etalnditsy tiod €sai o d
Gi ame kontekste pagymatina, kad kova su nete
ir toliau kelia susiripinimN, o Komisijos 20
laikomisvarh ai s. At si gvelgdama DZtai, kad neteisat
nuol at, Komi sija nusprenda pateikt:i nauj N ve
analize ir juo ugtikrinamas tfAsti rsunpaasg,r i medsO
konvencij &spapaoatlt dlbolmMastu, taip pat DZ sakmi
atsekamumo sistemBs @feyvdodikdiamNi BSi il guo
pagrindiniais ES politikos veikm@BOpgiamjee &mnmi
ankstesniajame, pateikiamos tiek politikos,
gias priemones gal. b1 ti tvari ai *2Mappan ama r
DX ertinta ir atkreiptansddamesgtseDEdbogapraaky
nel egalios ir neteis@dtos prekybos atvej O, kK u
muito mokes|iams, taigi ir ES biudgetui, bet
nusikalstamumu, vat ot oj ams gresi anliais pavojais ir
rinkos veikimup?,

Taigi, galime konstatuoti, katbo2013m.v y k dpyrti Ge mmbiemassusijusiosu
net eprekbatabakogaminiais,y i a ntebekeliat o paBdZu s i r Tkaip impiaeityje.
ESirjosv a | s h g mésikitokio pasirinkimokaiptikr y ¢ t toliaukavétisun et ei s &t O
tabakog a mikalian@dg r & ¥ knie n t a rjdstenolandijamisnesg n e t e\eikldkénkia
v i s u o sveikataiinansamsr saugumui.

Priemoni O DAli egi mas kovoje su cigareliO kont

48 Supra note27:15-16.

YKomi sijos Komuni katas Europos Parlamentui, Tarybai i
Antrasis kow s su neteisata prekyba tabaiR622gami hi aGasl t v e
(https://www.infolex.It/teise/default.aspx?id=1929&crd=dbOf7-fdt2-11e8a96d01laa75ed71412021-01-

09]

50 |bid

51 1bid 9.

52 Supra note49]

%2016 m. kovo 8 d. Europos Parlamento rezoliucija dal
interesO apsauga. Kova s u sukl|l i avi muhi

(https://www.infolex.It/teise/default.aspx?id=1929&crd=7e88508d@d 11e8966a0laa7/5ed7191 [2021-
01-09]
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https://www.infolex.lt/teise/default.aspx?id=1929&crd=7e8853ad-0d6d-11e8-966a-01aa75ed71a1

Kovojant su nelegalia prekyba tabako gami

tabako pramonas nepri kl ausomN 54s Tapbpa; i mo i
bendradarbiaujant instituciomk ei st i s rei kalinga i nformacija
adekvalias sankcijas ug kontrabandos organi z

kontrabandini O tabako yamirmit@keslmasi kkiddi moe t e
tabakogami ni ai' s panai kinimo yra visuotinis spr e
problemN, todal giame dokumente akcentuoj ama
damesio skiriama atsekamumo ir gymaj omassi st
ugtiR20h4im. balandgio 3 d. Eur oZ0t480/EFh&!ll amen
val stybi O nari ODs®d3dtaky@Onuostkat®, teegl ament
gamini O gamybN, patei kimN ir pardavi mN, s u
2001/37/EB, 15 straipsnyje numat ytas tabako gamini O atse
Sistemos suklchmoniai vei &ndartai VvAaliau numa
sprendime2 0 1 7 m. gruodgio 15 d. Komi g0ilg/58slatiel eg
duomen® saugojimo sutarli O, sudarytindO tai
pagrindi n®Or eDmern®i ni mo regl ementas 2017
DHyyvendi ni mo Ppoagfsiad dmeént abakBSpamini O atsekamu
ir veikimo technini® standfartO (toliau Reg

Jgyvendinimo sprendime pagymiemenk@dsisvhae

pati ki mumN: AGiuo tikslu bltina D#liegti pap
apsaugotO saugumo el ementus ir DX airius jO
vidaus ir igoréas grasmi O. TokBausomat Or efiit oj
sprendi mo teikaja, patei kt O bent vienN saug
komponent N. Taip sumagatO gali myb& asmeni ms
“Worl d Bank. Confronting illicit tobacco trade: a gl ol

http://documentsi.worldbank.org/curated/en/677451548260528135/pdf/ 1 BEFHGPUBLIC-6-2-2019
19-59-24-WBGTobaccolllicitTradeFINALvweb.pdf
55 World Health Organization. The Protocol to Eliminate lllicit Trade in Tobacco Products: an ovePvieiga
per i nHitesy/vawvey wib.int/fcte/protocol/Protocol_summary _en.pdf?ya#lJha P., MacLennan M.,
Chaloupka F. J., Yurekli A., Ramasundarahettige C., PalipudZ#tgnksi W., Asma S., Gupta P. C. Global
hazards of tobacco and the benefits of smoking cessation and tobacco taxes.
56 Gallagher A. W., Gilmore A. B., Eads M. Tracking and tracing the tobacco industry: potential tobacco industry
i nfl uence o sten for tobaeco Eade@lslity ang security features. Tobacco control. 2019 Aug

30:tobaccocontre2019.
SSEuropos Parlamento ir Tarybos Direktyva 2014/ 40/ ES

kitO teisds aktO nuadtaktoO,i rr eglsd meursti o jgaanmiinG O gamy
suderinimo  ir  kuria  panaikinama  Direktyva  2001/37/EB;https://euslex.europa.eu/legal
conent/LT/TXT/PDF/?uri=CELEX:02014L00420150106&from=LT

Komi sijos deleguotasis Reglamentas (ES) 2018/573 201
sudarytin®O taikant tabako gami niHpséddusecrapnaufenal si st em
content/LT/TXT/PDF/?uri=CELEX:32018R0573&from=LT

®Komi sijos DfHyvendini mo Reglament asab@Ek®) gaimi /i D74tk
sistemos suklrimo ir veikimo technini® standart O;

https://eurlex.europa.eu/legatontent/L T/TXT/PDF/?uri=CELEX:02018R05720180416&from=LT
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susijusiems su autendne&riktu@mo maududojrdam@i ko n krc

el ementui sukurti, gamint%ju arba autoriumi,

Direktyvos nuostatas perkeliant DZnaciona
kai p saugumo el ement N, kadangi Lietuvoje nat
sprendimo2 017 m. gruodgio 15 d. Komi 2018/59%3 del eg
straipsnio reikalavim@$ i t ur at i ne magiau kaip penki O ti
komponentus, tarp kuri Ol aprtdd rnepapadpbdpPt O p
Nepasirinkdama papil domO las mp obaieentjud,a rn epiagsn a
viso galimo atsekamumo ir gymajimo sistemos
(PSO) Tabako kontrol d3Cpa®riono®okendéhcinjedse
panai kinimo kaip tik ir DZ virtintas reikale
pasaulini tabako gamini O atsekamumo sistemN.

atsekamumo sistema, skirta palengvinie t ei st O tabako gamini O nuc
i O pdasiblalkkd. gami ni O atsekamumo sistema nuo 20

bei cigaretams sukti skirta-mrtahalkuiamso breuo c
Tabako gtsekamumnio Gistema taikoma visiems tabako gaminiams, pagamintiems
Europos SNjungoje (Dadkaitant ir tuos atvej us
tabako gamini ams, pagamintiems ug Europos S
rinkai.

At 1l i kta tarptautini O ir nacionaliniO te
tei sdsaugos institucijO integracijN DZEuropo
su cigarel|li O kontrabanda, rodo, kaendntérpakank
ugkardinti nusi kal stamumN galies viduj e. A
institucijO strateginiai veiklos tikslai tur
et ape, kaip giuo metu numatyt @aoro mpaslkitsiasia
kovojanli O su cigare]i O kontrabanda, veikIlos

Autorad | aikosi pozicijos, kad valstybiniO
tyrimu, veiklos strategijos formavimomed i s t ur 8t O api mti giuos et

Api bragti teisasaugos institucijos, kovoj
Vizijoje igskirti nusi kaltimO struktTlrN, n
prognozes, atskiros institucijos veikloskuoc i j as i r rei ki amN instituc
materialinbDZ informacinDZir intelektualinDZa
principus, siekiant visuomeninio pripaginimo

Numat yt i i nstitucijos akttelirtoDZ rniubsatsat iyt i t

santykius su kitomis teisindmis struktlromis

60 Supra note58
51 Supra note59.
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Nustatyt. esamos ir blsimos institucijos

institucijos veikla nuo norimos ir kas taie mi a , kiek palankls instit
baudgiamoji politika ir visa teisina sistema
jvertint.i grasmes ir galimybes. Numatyti,
vei kl os pol i ti na,plinkakRamrgtigalimas institucijssvaikloanhodetiua a
ir igrinkt:i perspektyviausi N.
jvardinti nauj us i nstitucijos vei kl os mQ
Pergilrdti esamas programas ir Kkurt.i nauj as.

Api bendrinant misO ovsalsu ybidgaresit® t kemnif Oc

matyti, kad aptartO institucijO yra suformuo
Suprant ama, kad strateginis planas, t ai pad
nel i kt O tirkeidkdkau meNn tpua,ver st i nuol at atsinauj
iegkant naujO keli O numatytiems tikslams p
val stybini O institucijO strategijos veiksmO
valstyths institucijO veiksmO planavi mN, koor di
DHfyvendi nus strategijoje numatytas svarbiau:
pati ksl inti ir papildyti. Jvertinanvienaguk gl i :
met ai s pati ksl int.i strategijos DfHyyvendi ni mo
numatytO priemoni O finansavi mui ugti krinti;
ugtikrinti numatytO priemonmia®eddywesndien kmkOl
vykdymN.

MI sO manymu, dabartinds (atskirO instituc
dekl aratyvios, abstrak|lios ir nekonkrelios.
tei sds aktais,ankyittianias, kklaadu saitnsakiisr.O M nsti t uc.i
vizija, nurodant i pagrindinius tikslus. Str
nurodomos konkrelios priemonas, Autedakasinai, i
pozicjos kad norint palengvinti ir paspartinti s
tarpinstitucinin (valstybas teisadasaugos inst.i
DfHHyvendini mo koordinavimo gr upviei kdlsimOt wprréotgd a
DfHyvendini mN. Atsigvelgiant DZkoordinavi mo g
ir pritaikoma prie besikeilian|lios aplinkos,
institucijO strategij kasmet kpm® gpt ogmama emu
pokyl i ai s; i gor ds faktori O informaciija; Euro
rei kalavimais; visuomends pogilriu.
|l gvados

Api bendrinant tai, kas igdastyta, darytin
institucijO strategt ¢iasi rciiogar ed ulOi &winma abklaa
nevienodali ir tam tikrais atvapabDa&tkebi aMdny

kad gioje vietoje yra bl tienodosstratetijoskiorma@mot ei s &
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kryptys kovojant su cigareli O kontrabanda.
institucijos, vertinanuvpOpsaspranigmBi api gr st
reaguot. i DZ kri minogeninius cigareli O kontr al
institucijos kol kas negal. ugti krinti ef ek
Pagymati na, kadbangas elniuGi kahst amumo guol i a
pl atros, eurointegracini O procesO nebuvo t
strategijos pertvarka. Vykdomos institucijO
nebuvo mpkhgt DAgkas. Nebuvo bendros <cigareli O
koncepcijos, o atskirO teisédsaugos instituc
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Annotation

In the presented article, the author discusses the ways of countedaitimdfering documents
without the use of more complex tools such as mechanical text removal, as well as with the
help of digital technologieslt deals with the most common type of intervention in the
background material of documents, as well as thesidwiof counterfeiters into different
groups. The second part of the article describes the technical trends of falsification and
alteration, which are divided into: image acquisition technology, image processing and, last but
not least, printingechnology.

Keywords
counterfeiting, document, groups of counterfeiters, technical trends of counterfeiting, digital
image processing

Introduction

Oneof the most common ways to modify a document is to try to delete parts of it, e.g.
using sandpaper, azar blade or a knife to remove text or a photo. All such attempts at
alteration disrupt the paper fibers resp. document background material. These changes are
evident when the altered area is examined under a microscope using different types of
illumination. In addition to sanding the paper, the perpetrator can destroy the contents of the
document with chemicals. In this case, strong oxidizing agents are used, which are placed above
the ink to obtain a colorless reaction. Such an experiment may not He tasibe naked eye,
but examination under a microscope reveals a change in color on the treated area of the paper.
The perpetrators of the crime falsify and modify the given documents so that they suit their

1SAFERSTEIN, R., Forensgcience2011, s. 454
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intention as much as possible and thereforearedivide these interventionmsto originality
into 2 groups:

- interventions which enable criminal offenses to be committed (for example,
falsification and alteration dD cards or travel documentstc.)

- interventions to cover up the commissioncoime (for example, falsification or
alteration of accounting documents)

The most common ways to falsify and alter documents include:

a) mechanical removal of textonsists in removing part of the text. A sharp metal object
is most often used for this pose. Places where the text or part of it has been removed
are clearly visible on closer inspection, mainly due to damage to the surface layers of
the paper. To cover up these features, perpetrators most often use various substances
that cover the place.

b) chemical removal of the textonsists in the action of chemicals on the relevant part of
the text where the chemical reaction takes place. These methods are most commonly
used to remove ink text. If only a small part of the text is removed, this chayg®ina
be visible to the naked eye. Places where a chemical has been used generally fluoresce
under a source of ultraviolet light.

c) deleting the text consists in pouring the text with a dye or ticking the text with various
writing utensils. The purposetis prevent the original text from being read, or to prevent
it from being revealed that a certain part of the text has been altered. Infrared radiation
is used in the research and in some cases it is possible to remove the dye mechanically
or chemically?

d) exchange of a certain part of the documenthis method is used mainly when
exchanging or sgalled gluing a certain part of the sheet so that the modified document
and the intervention in this document look like real. This method of falsification and
alteration is mainly used for muliage documents. As an example, we can mention
passports that contain several types of base material. When verifying the authenticity, it
is necessary to take into account, for example, differences on the pages in the used
printing techniques, violation of paging, other coloring of the paper, etc

e) photo exchangé it is most often used for travel documents, ID cards and driver's
licenses. The goal is to use stolen or lost documents. When verifying the authenticity, it
is necasary to know the way of personalization of individual states, as well as whether
the given photo is not overlapped by other protective elements that would help us to
detect a counterfeit or change or interfere with the pHoto

2PJEGLAK, J., Kriminalistika I, 1984, s. 245
5STRAUS,J.& ol ., Kri mi naDli2st267ck§ techni ka
‘PIJEGLAK, J., Kriminalistika 1, 1984, s. 247



Figurel: Use of vehicle paint in counterfeiting of optically variable
elements of the document.
(SourcePolitiet Kripos, NCIS Norway

Counterfeiters can be divided into 5 groups:

1) "Primitive" counterfeiters who do not use digital teoologies, but create counterfeits by
modifying part of the currency, e.g. in order to increase its value and thus obtain a financial
profit.

2) Counterfeiters who perceive counterfeiting as a hobbgmetimes counterfeit and use
typical desktop equipment dmmvailable craft supplies.

3) Small (limited) counterfeiters counterfeit in a targeted manner and actively invest in
special computer equipment and materials.

4) Professional counterfeiterdarge organized groups. It is a sophisticated production with
the telp of original printing technologies and the distribution of counterfeits.

5) A special and last group are stafonsored counterfeiterswho can use the same
equipment that is used to produce money.

Technical trends in counterfeiting

Digital technologis have evolved in many ways over the last 20 years. For some of
them, the assumption of origin was very high, especially those that have low costs compared to
the high quality of photo reproduction. The digital revolution has had a major impact on
countereiting technology. Each of the three main steps involved in digital imaging technology
is used to falsify: 1. image acquisition, 2. imggecessing, 3. image printingach of these
three steps can be performed in binary or analog mode, sometimes ligbadsgs may exist
and may be performed in various combinations. Both binary and analog images have
advantages and disadvantages. Creating images in binary systems requires patterning the image
in such a way that, after a thorough examination, it appedys tlense spatial patterns. Each
pixel must be printed either with or without ink. Analog printing creates images with a variety
of elements that have different optical densities

5SCHAFRIK, R. E., ISThatReal?, 2007s. 2
8SCHAFRIK, R. E., IsThatReal?, 2003. 4
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Figure2: Use of various digital technologiésr counterfeiting and altering documents in the case of
Doctor"
(SourcePolitiet Kripos, NCIS Norway

Image acquisition technology

Digital images (such as banknote or document samples) can be obtained using graphics
software, digital cameraéncluding mobile phone cameras), and various digital scanning
devices. Current technology includes a range of devices that offezftadive image capture
in reasonable quality. In the future, it is possible to improve the scanners, but they do not
overcome the limitations of counterfeiting, which result from the quality of the substrate and
the printing processes used for production, e.g. banknotes. The expected significant
improvements in digital photography will make it possible to obtain-figdlity imaging
devices that can help counterfeiters to improve the prodéssan include scanners in the first
group for image acquisitionwhen scanning a banknote at a certain size (width, length), the
acquired image should achieve an image quality ofcequmately 6,250 x 15,000 pixels. This
would result in a file size of approximately 94 million pixels, which is well beyond the
performance capabilities of a digital camera, for example. The counterfeiter would have to use
this method to compose several gea taken with a digital camera. However, this image size
is also possible with cheaper home copiers and amateur flatbed scanners. The ability of the
image scanning system revolves around the fact that most of the printed elements are binary,
which meanshat ink is deposited on the substrate at each pixel. This is characteristic of almost
all current highquality printing processes. The image from the input scanner is usually not
stored in binary form, but in analog form. This means that each pixelimage is stored with
more than 1 bit of information, usually with at least 8 bits or 256 levels of intefitge
levels are then sent to the image processing software. However, when the image is ready to
print, the bit depth is again reduced to 1 bitdaese most electronic printers are binary devices.
Scanning resolutions ranging from 4,000 to 5,000 pixels are currently available on the highest
guality scanners. These scanners are often referred to as copy dot scanners because they try to
copy all thehalftone dots in the original. However, printing on security paper is difficult due to
the surface roughness in the interface above 2,500 pixels. Graphics Seftwarprocess of
visually inspecting a currency and recreating it line by line using gmgtoto editing
programs is a slow process. Various types of freely available, whether paid or free graphics

KELLY, S. J., LINDBLOM, B. S. Scientific Examination oQuestioned>ocuments, 2006s. 360



software are used to create and process the banknote design. Programs such as Adobe
lllustrator, Adobe Photoshop, Adobe Pagemaker, and QuarkXmregsle a rich set of tools

that you can use to generate higality images® In addition, these programs can keep created

or recreated data in a form that allows for resolutietdependent printing capabilities. This
means that the quality of the outputl depend on the quality of the printer. In general, this

does not apply to scanning and other methods. Bitmap oripyaikel editing can be done

with very inexpensive software, such as Microsoft Paint, but generating -gumedjty image

of a banknte or document would require a huge investment.

Image processing technology

Digital image processing can be performed using a wide range of software tools that are
either free, inexpensive, or too expensive. The current capabilities of such softwaghbre
dependent on the skill of the user. In the future, significant improvements in automation are
expected to help regular users process images at a professional level. These enhancements can
include automatic contrast and brightness enhancementsabpliarpness masking, and color
balance, and can extend to many other areas. A significant increase in processing and
automation speed can allow a counterfeiter with little or no experience to optimize high bit
depth imagesAfter shooting, the image mushdergo several processing steps before quality
reproduction can be performed. Some of these steps would probably be used to prepare an
image for high quality reproduction. Without this additional effort, lower quality reproductions
are of course possible.

- to remove scanning defects such as dust spots,

- adjust the brightness and contrast of the image,

- to make color adjustments,

- apply software filters to enhance edges and sharpen the image.
- rotate the image if it was scanned at a different ahgle.

One of thesignificant improvements in image processing has been achieved through
widely available software. Packages such as Adobe Photoshop, Microsoft Digital Image Pro,
and more provide powerful tools for enhancing and enhancing digital images. In some cases,
peronal computer operating systems are also sold with graphical tools that ordinary users have
access to. New versions of operating systems are expected to increase the ability to use very
inexpensive image editing tools. The growing demand for availabl&ldgdiotography tools
makes image processing a very rich aremdvation that will be available to counterfeiters.
Additional tools available through online photo sharing websites can easily and anonymously
improve the reproduction of color images. M#hmage scanning is approaching a practical
price limit, image processing by graphics software has just begun advances in automation and
application capabilities. Scanning sharp lines, such as those found in gravure printing, is a
particular challengdmages of lines scanned at an angle or lines that are wavy or have other
artistic features may not necessarily be reproduced withifarm thickness in the imagé

8SCHAFRIK, R. E., IsThatReal?, 2003. 16
SSCHAFRIK, R. E., IsThatReal2007, s. 18
SCHAFRIK, R. E., IsThatReal?, 2007s. 19
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When printing, the lines may differ depending on the pixel. Such lines often need to be
retauched to remove problematic defects caused by image reproduction. Software to perform
this task automatically evolves and significantly reduces the cost of creatingjuatty

images, eliminating the need for special skills. To prepare an image fodmgitak printing,

you need to convert the scanned image to binary format. The scanned image can be halftone as
in conventional printing, or it can be made without halftone patterns using a process often
referred to as "thresholding”

Figure3: Imitation of IPI security element using computer
software.
(Source: Politiet Kripos, NCIS Norway)

Image printing technology

Image printing is the last step in digital reproduction, except for finishing operations,
which include cuttingtrimming and adding simulated security features. Electronic printing
began with the invention of the printer more than 35 years ago. When forming the first laser
printers, it was not possible to assume the level of quality that can be achieve oy
same can be said for early inkjet printers, which at the time of their creation were never
considered capable of what they can do today, at the expense of lower prices. Where will these
technologies evolve in the future and which could limit the costramgment of both
technological and operational performance. The basic categories of printer technology can be
described and taken into account based on the innovation and variation of the processes they
achieve. The field of electronic printing technologyin a constant state of improvement.
Printer features and capabilities also include copiers or devices that scan and print images. This
includes commercial copiers as well as stalmhe multifunction devices that can act as
printers, scanners and fax cmnes on a hombased basis. While inkjet technology has the
largest market share, electrophotography, used in laser printers and most large copiers, provides
the industry with maximum overall revenue. Both of these printer technologies are a lucrative
investment for businesses, so their capabilities are expected to continue to evolve. It is
interesting to note that printer brands are highly profitable, while brands focused exclusively

UpANCK, J. ,M.LEPIPAOWNKA, V. ,0.KA RKRRNENIGLA, M., JAKUCEWICZ
S., Pol ygrafic¢ckZ®8 mi ni mum, 2008



on the production of scanners are not. At present, revenue is genieoatethe sale of
consumables such as toner, ink, paper, etc.

Electrophotographic printing (laser printing)- the electrophotographic process is the
basis of the most used devices for copying documents. At present, we can divide the equipment
used intawo basic groups. The first group consists of digital printing machines and the second
group includes variants of laser copiers. The structural basis of these devices is a photoelectric
surface that is uniformly statically charged. In many copiers, itristal plate with a selenium
based coating. The charged surface is then exposed to a source of focused light, usually from a
laser or light emitting diode. If light falls, the charge dissipates and a "charge image" of the
light pattern remains on the suréof the photoconductor. The image is developed by dusting
the charged surface with a pigmented powder called toner, which is attracted to the charged
areas of the pattern. The powder is then electrostatically transferred to the paper and finally the
tone is heated to the paper by h&afhe constantly rotating metal drum moves smoothly
through the board and paper through various stegsarging, uncovering, developing and
transferring. The quality of electrophotographic images has been constantlyimgmioce its
introduction in the middle of the 20th century. The development, transfer and fusion steps are
crucial elements of electrophotography technology for falsification. When developing an image
in which the toner material forms text and imagegpimted paper, the print resolution controls
the size of the toner particles. During the initial development, the average particle size in the
toner was approximately 12 micrometers. To improve the image resolution, the particle size
was reduced to 8 micneeters and the uniformity of the particles was improved. Further
reductions will be needed in the future to improve resolution. Toners that are significantly
smaller than these are not only difficult to produce, but also continue to be limited to the type
of printer. Toners with a particle size of 1 to 2 micrometers can be produced, but can be
dangerous if inhaled by usérsAdvances in the material properties of the toner can also help
improve resolution during fusing and transfer. By changing the cheooosbosition of the
polymer in the toner, printed images can be made to look more like ink on paper, rather than
the appearance of electronic (laser) printing. Hmwdget printers often do not use fusing
techniques that are as durable as the techniquisstefr and more expensive machines. As
fusing technology improves, home printers can produce ssidgel and doubisided printing.

That is, the registration of the image on each side of the substrate can be substantially better
than the registration aaed by removing the printed sheet, flipping it over, and reinserting it

to print the second image. Although the quality of electrophotographic products is expected to
improve in the coming years, significant technical challenges remain that will limit the
performance of these systems.

Ink-jet digital printing (inkjet printing)- this type of printing technique is also called
sprayed, nozzle printing. Although inkjet printers are mostly used in the home, they are able to
produce counterfeit of the highest quality. An inkjet printer is any printer that sprays very small
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droplets ofink onto paper to create an image. Droplets in the form of small dots are on the
printed side; the size of these points can range from 10 to 30 points per millimeter. The location
of the points can be very accurate. The disadvantage of this methodnk thssolving into

the paper, which results in a blurred appearance on some types of‘gHpese effects are
noticeable on some types of paper, especially when the ink with the backing material is
immersed in water (for comparison, for example, with agimal whose graphics do not
dissolve even when soaked). The introduction of a nesaBed ultraviolet printing would

solve the problems of ink ink smearing, color stability, light fastness. Inkjet printers can be
divided into three categories: contiugy thermal and piezoelectric inkjet printing. Their
properties and applicability for counterfeiting differ in principle. Continuous inkjet printing is
one of the oldest inkjet technologies used and produces the highest quality image that can be
obtained a any type of printer. Continuous inkjet printers are generally not printers for home
consumer usélhey are often large and an adequate level of maintenance and operator skill is
required to make the best use of the equipment. In continuous ink jet laphna high
pressure pump directs liquid ink from a reservoir through a nozzle, creatingrauoois stream

of ink droplets™ One of the advantages of continuous inkjet printing is the very high speed of
the ink droplets, which allows the ink dropletsh® injected over a long distance from the
target. Another key advantage of continuous inkjet printers was their ability to produce small
droplets of ink that can be reprinted in the same or adjacent places. This capability results in
the creation of highmage quality. Continuous inkjet technology is not expected to be used
significantly over the next 5 to 10 years for two reasons. The first is the complexity of
maintenance and operation, and the second is that newer inkjet printers or other types®f devic
are approaching the same level of quality that can be achieved with continuous inkjet
technology. The second type is thermal inkjet printers, which work by rapidly heating a small
volume of liquid ink. As the ink cools, the created vacuum draws thie finksback into the
nozzle. Large investments in this technology have resulted in a remarkably reliable printing
process. The print cartridge is designed with 64 or 128 small nozzles, which are produced by
photolithography® To create the image, tipginter prints a current pulse through the heating
elements. Each of the small chambers can simultaneously fire a drop to form an image. The
disadvantage of this technology for counterfeiters is that the ink must bebaatt. The
production of such priing inks is cheap. The printhead can be manufactured at a lower cost
than other inkjet technologies. It is therefore a relatively low cost process. Possible progress in
the next 5 or 10 years may also lead to an increase in the speed of the process.

Piezeelectric inkjet pinting - Most higher quality inkjet printers use a piezoelectric
crystal in each nozzle instead of a thermal heating element. These printers use a piezoelectric
element to create pressure in the liquid ink chamber. The pressure and thieedmplets
generated by the piezoelectric element can be better controlled than in bubble printers and can
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also produce smaller droplets of ifkThe advantage of piezoelectric inkjet printing is that it
allows a wider range of inks than thermal ortowmous inkjet printing. The emerging market

for the application of inkjet printers uses ink jet technology, usually piezoelectric ink nozzles,

to apply materials to substrates. Printers that can apply adhesives, resins or waxes to various
substrates havieeen available since the early 1990s. They are called inkjet or wax printers.
Although solid ink nozzle technology has advantages in color intensity, it has a limited droplet
size compared to the size of bubble or piezoelectric inkjet printers becawssctsity of the

molten material complicates the flow of small droplets. Piezoelectric ink jet technology is
currently available on commercial digital printers and, although currently very expensive, it is
easily and quickly configurable for counterfeitirig addition, advances in this technology over

the next 5 to 10 years may mean that this level of quality may be available for consumer
purposes. For these reasons, we can say that piezoelectric inkjet printers are the most useful
technology for coumtrfeters now and in the futufé

Conclusion

Each method of examination helps to detect counterfeits, which tend to be of different
quality and made with different tool§he quality grades of counterfeits are divided according
to the methods and apparawsed in the counterfeiting.oday, there are various improved
forms of base material§he constant effort of companies engaged in the production of base
materials was to improve protectiddn the other hand, there are groups of counterfeiters who
are asisted in the development of digital technologies in counterfeiting and falsificitioan
counterfeiting with the help of the given technologies, various types of software are currently
used, mainly for the modification of the acquired image, as welladsus types of freely
available printersDigital printers have seen a major shift in the way and quality of printing,
which greatly helps counterfeiters.
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Resume

A fair assessment of the evidence is very important in any type of process. For this purpose, it
is very often useful to follow théndings of specialists and experts. The results of expert
research are used to implement the tasks of administering justice. Timely argLaiiip

expert investigations should help courts to establish the truth in administrative cases; and pre
trial investigation institutions to detect offenses quickly and in detail. The purpose of this study
is to analyze the status of private experts during the administrative process, determining the
relevance of their findings in the evidentiary process. The studydfthat the application of
expertise in the administrative process is of particular importance. A private forensic expert has
a dual status in administrative proceedings, i. y. he may act as a specialist in his field and draw
up the relevant documents iocardance with the legislation governing that field, or he may act

as a private forensic expert who draws up the findings of an expert examination in accordance
with procedural law and the Forensic Law. The status of a forensic expert is a procedwral statu
and is to be used in accordance with the Law on Administrative Procedure and the Law on
Forensic Examination only in actions related to the parties to the proceedings in the
investigation and hearing of cases. A private expert who performs forensicnexamior
privately consults the parties to the proceedings must comply with the provisions of the Code
of Professional Ethics of Forensic Experts and the rights and obligations established in the Law
on Administrative Procedure and the Law on Forensicniixation. An analysis of the
provisions of the abovmentioned legal regulation and case law leads to the conclusion that
private experts are subject to the same requirements in the administrative process as for forensic
experts, but their rights are lired.
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private experts, administrative procedure, examination, speca@listultation
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( DNR) analiziO), taip pat ekspertiniO tyri me
asmuo netur.i | ei digmartdi rttkii N d wmdiop anqicn tj iN, ara
kiti DBatatymai

Teismo ekspertO veikla turi b1 ti grindg
profesini O sprendi mO skaidrumo, sNginingumo,
teisamsci eRbombdenhei singumo ir tyrimo i gsamum
kiti teismopr oceso dal yvi ai , procese dalyvauja D&y

pareigasEuropos Komisipsteisingumo veiksmingumyCEPEJr e k o mendaciag ose D
eksperto statusas suponuoja vadinamNj DZ Aek s |

2ATeismo ekspertO®O veiklos koordinavigmbréaayB681r mkomqe
d., http://www.ltec.It/It/teismeekspertuveiklos-koordinavimataryba

2B ADAI rekomendacijO privatiems ¢dielisinba eX@pEr mamsgepa
http://www.ltec.lt/It/teismeekspertuveiklos-koordinavimotaryba

22ATeismo ekspertO veiklos koordinavigmbréaayB681r mkome
d., http://www.ltec.It/It/teismeekspertuveikloskoordinavimotaryba

“ALietuvos Respubli kos t eils6ibauje ledakciggamuoi2@Pd-81: NDZ&Xtllat y mas |
3028d, TAR, ¢ilr at atp/ovd. etanlt/porbakitliegabAdt/g ARR86DTAARIS827/asr
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ekspertas, atli kdamas ekspertinio poblidgio
D&t atymeé. ir sNgine

Eksperto profesinio neprik|lausoniesmm pri nc
ekspert i Z28bse i DATteaitsymmoe e k s per t O [Ekspeftoepsofesiniss et i

suverenumas (nepri kl ausomumas) rei gkojea, k ad
ekspertizas D&taigoje, atliekant ekspertinio
paval dumas (] el t ai yra valstybina eksperti:
privati ekspertizas D&taiga

Lietuvos vyriausiasis admistracinis teismap a s i s a k a , kad tais atve
vienas kitam priegtaraujantys ekspertizas ak
Ir j eigu priegtaravimO nepavyksta pagalinti
pakartda i na ekspertiza, paprastai 1 valstybinei
DAt aigoje dirbanlio asmens parengta ekspert
tei kia viegojo administravi mo s DBjtaktga, stoatl
procesiniudokumentug al i mu DZ odymO galtiniu, d&l kurio
pasi sakyti tik DZodymO vertinimo tvarka. Dal

byl ose nekyla jokiO abied oneiOsmQ api akt iakdonien
nagrinadjant konkretO administracinDZginl|l N da
ekspertizas i gvada, kartu ginlijama ir eksp
admi ni str actieniDZaatkutm\a,s kiurr ipcagr DAt umas tA krint.i

Ekspertizads DataigO praktika rodo, kad d

todal griegtas terminO reglamentavi mas D&t a
tyri mAtli £rtei smo ekspertai sudaro sutartis
tyrimo atlikimo terminN, taliau palyginti r
atitinkamas sankcijas (bauda, arwa@dM.s HEks peami
proceso gal i ms Ir tei smui privalo nurodyt:i
paskyrimN teismo ekspertu. Atkreiptinas dame
tvarka yra nurodyt:i k i e kaigos esavinisko teises is paneigas n a s
DfHfyvendinan|lios institucijos norminiuose dok

26 Staff skill requirements and equipment recommendations for forensic science labo(akoitied Nations, New
York, 2011),https://www.unodc.org/documents/scientific/Ebook STNAR_02Revl_E.pdf

2”ALi etuvos Respubl i kos t eil$6ihbauja ledakcigamuoi2@Pd-81: NDAXtllat y mas |
3028dA, TAR, gilr at atps/ovd. etanlt/porbatitliegahAdt/d ARRS6DTAARD827/asr

BATeismo ekspertO veiklos d&dlordenamomekspeyb®. pSpfes
patvirtini mona,yilradARS, mM0O021 gegugas 7 -d ., s
seimas.Irs.It/portal/legal Act/It/TAD/4f19a030a8c511e3840c893be7eb3526.

®Jur git aKWPlawigrad kidena, -Gradmsd keil én d uiord k\&ismogikspeitd parsigoR aj a uj i
atsakomyba ir i g jeasuvkoysl aknolnitoesk sstaansk @ erj eESusr ¢hibdfsv apleg as p
(2016): 306326.
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Dxaini O, nes niekur ndra reglamentuota, kaip
privataus teismo ekspertakalas®.

Kai wugduotis atlikti tyrimN (ekspertizn)
tai komos viegOj ObpietktiCmPDop(¢ eksederobszas) pirk
ai Qapiabr &geirakmaansos pas | augos adparioykkis si,moDzsiNd ayrgeoi
sprendi mo tvar kafgrcemaieuegalpi mokyjpagosr( kitos s

sutarties sNIlygas, turi b1t iiprpiad&smirfa) oarkatsa ss u t

Dalis privali O teismoteksmert®sperki adsos
teismo ekspertizas D&taigos. Pasi skirstymo,
atliko civilinase ir kiek baudgiamosiose by

formuotojas nekaubiumi eokody dOomein®Omo ekspert
ekspertO faktinDZ pasi ski r st ymNSkistymoimodelisi a me i
kuriuo bitdO paskirstytos paslaugO teikimo s
ekspeDat idagO, neDZvirtintas nei teismfo ekspe

Pagal teisingumo mini fteopsDBakkmpenudt alNy
nur odo ma: tei smo eksperto vardas, pavarda,
kontaktiniai duomenys, t ei smo ekspertizas
galiojimo terminas.Ta| iagppu e 15 proc. privali O teismo
nepatei ki ami kontaktini ai duomenysus kBriet i na |
atlieka ekspertinius tyrimus. Tokiu bldu bilt
teikiamomis paslaugomis

Galima teigtj kad sudarytos nevienodos konkurer
tyrimus privatiems teismo ekspertamsie i smo ekspertizas D&t ai goms
nuomone, konkurencija tarp privali O teismo
nepasireigkia, nes valstyba yra prisiamusi p
ji DHyveerditnei sasaugos institucijas ir teisme
ir valstybas teismo ekspertizas D&ataigos ig
procesuose: privatls teismo aekepserctiavi ltied &g e

0Jur git aKWPlawigras kidena, -Gradmsd keil én d uiord k\&ismogikspeitd parsigoR aj a uj i
atsakomyba ir ig jos kylawnl|iirosEwsrankds® jpdarss p@tvyawam, |
(2016): 306326.

3LALi etuvos Respublikos Gelrddr arle knd ne npdrachk | rOo r dod | DA uagkdy uroa
ekspertams skyri mo p @t Vir At iani MO 1 IMR S ,httpe/lgu § & s 7
seimas.Irs.It/portal/legal Act/It/ TAD/TAIS.391197/asr.

32 AValstybinio audito ataskaita Tei smo ekspertizi O atl i kgimior dtragah0 2B vi
g e g u § aheips:fwwd.vkontole.lt/meniu.aspx?id=3
3ALietuvos Respublikos td@as$ingwmavmsniRetsrpaud.l i ke akyma

sudarymo ir tvar kyNaga redakcijanuo20p03Q@ & iRSginirmea.a 2021 m. g
8 d.,https://eseimasis.It/portal/legal Act/It/ TAD/TAIS.209930/asr.

34 Avalstybinio audito ataskaita Tei smo ekspertizi O atl i kgimior Dtragah0 2B vi
g e g u g ahgps:fwwda.vkeontrole.lt/meniu.aspx?id=3
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audito, turto vertinimo ir statybos srityse.
tyrimO atlieka bPaudgi amaj ame procese

Konkurencijos taryba nutarekomenduoti Vyriausybei pavesti Teisingumo ministerijai

per giilrr dgakei st i Li etuvos Respubli kos teism
reguliavimN taip, kad ugtikrinant sNginingo:
privatiems teismo ekspertams blti a bgetirov ai s
b1 ti kvalifikacinas komisijos nariais. Api e
t ar’(ybN

Teismo ekspertoatsakomyba

Tei smO praktika rodo, kad jie néara | inkn
ar neatsargius veiksmus atleek eksperto funkcijds

2020 m. nagrinatose administracinase byl
dal teismo ekspertams ug Etikos kodekso page
t e r mLiet@os vyriausiojo administracinio teismo 202@®. kovo 4 d. nutartis
admi ni str ac94%53020)TIEYPE wvjig t Pntas 3 metO atsako
ekspertams senaties gter MBnadg,y moei5gksitarnatiipss,ni
Tarybos sprendimai nepriimami, jeigu nuo Etiko®e de ks o pagei di mO padary
daugiau kaip treji met3i.

Tei smO praktikoje atkpeipaamastdammsyekBD
verstis privalia kitoki o tyarkabRrigatys teismu ekspérthsa t e i
neant teismo nutarties skirtgaleikepeptagymuedg

kaip konsultantas. Kai pri vattuesi $md spmoo ;&K@ €
tei kia ekspertinio tyrimo paek$partostpmso., Tokjui s ne
atveju ekspertas gali atlikti minépechlistasas| aug
taliau ne kaip teismo ekspertas. Kaip nurodo
dal neti nkamo t eniasundoo j @ kmop earstmou oy, arudjos akns tyr
35 Avalstybinio audito ataskaita Tei smo ekspertizi O atl i kgimior dtragah0 2B vi
g e g u g ahgps:7wwa.vkontrole.lt/meniu.aspx?i=

ALi etuvos Respublikos konkurencijos taryba. Nut arim
vei klos teisinio reguliavimo ir teismo ekspertO vei
Respubli kos konkuaepsnjosbh®®%tpbobgmordvatstybini O eks
konkurencijos D&tatymo 5 straipsnio bei sutarties d.
2020 m. Rugsajo 25d. i, KT, gilrata 2021

https://kt.gov.It/uploads/docs/docs/4578_6e617231c9c9d7ff6c66078610f2a708.pdf

SJur gi t aKk Plawigrad kide nd, -Grasmd keil én 3 uiord k\&ismoggkspeitgangigos,Paj auj i
atsakomyba ir ig jos kylan]lios sankdkejesdas APgvalvgsa |
(2016): 306326.

BA2020 metais ignagrindtd® administracini® byl O dal T
sprendm@Optaksi kdFECad gwaltga i2 02 1 fiip://wgneltgeUtfy/@isme 7 d .
ekspertaveikloskoordinavimeotaryba
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kadangi pats teismo eksperto klaidinimo fakt

srities profesional ui, kel i @ietavoss vyriausidjogt ai s
administracinio teismo@2 0 m. vasario 12 d. nut a-33i s adn
629/2020%°.

Tei smO praktikoje pateiktas igaigkini mas
b1 ti grindgi ama nepri kl ausomumo, profesion
sNgini ngnuengoa| i g k umo, pagar bos teisas akt ams
teisingumo ir tyrimo i gsamumo principais, 0
kodekse. Pagymatina, jog vertinant teismo el
ekspertizas, taip pat yra ta&irkomnoisetEtviolsosvy
administracinio teismo 2020 m. vasa+l33o 12 d

629/2020 Li et uv os vVyriausi oj o administracbhi o t
admini str aci nl®42820/p0g0f°% j e Nr . eA

|l gi mtinai teismo kompetencijai taip pat p
akto ar konsultacinas igvados vertinimas, t
teismo eksperto atlikto ekspermbni detygat mmo
teisingumo vertinimo. Priegingas el gesys, D&%
eksperto kompetencijos ribO pergengi mu. Kai
tei smas, parei gkajas atisids epkme ngsamumNadbd
perama teismui priskirtN ekspertizas akto
kompetencij N, nesilaikad Teismo ekspertizas |

rei kalavi mus i r dal buvoopaskirlamuolpaaddietigstvygiausiggop r e n d i
administracinio teismo 2020 m. gegu-5dax 6 d.
520/2020}*.

Tei smO praktikoje ne kartN akcentuota, |
nagrinéadjanteipkatries gk By ®Od wpsat dil tei smo eksper
Susijusius su teismo eksperto veiksmais, nag
savo kompetencijos, nepagei sdamas teisas a k
princi pO.TaTagbiaa nadra suteikt:i D alioji mai %
vei ksmO teiséatumN, be kita ko, Dfalioji mai
suragyto ekspertizads akto teisatumiasiyym pagr
tei smo, prokuroro ar i kitei s mi(inhiausapyardosno D25t

®A2020 metais ignagr idrddt O ed csmion iesktsrpaecritnd Ov ebiyklIGs koo
sprendi mO teismO LPECagkitlirkdotsa a2p0d2via |hipd/fgueltgcutly/@isme 7 d . ,
ekspertuveikloskoordinavimeotaryba

WA2020 metais ignagrinat® administracini® byl & dal T
sprendi mO teismO LPECagkitiirkdotsa a2podRvia |hapd/fgueltgedtdy/@isme 7 d
ekspertuaveikloskoordinavimeotaryba

““A2020 metais ignagrindt®O administracini® byl O dal T
sprendism@® tpe akti KTEE, Japgaahg 2,21 hip://wmgneltgclthy/@isme 7 d .

ekspertuveiklos-koordinavimetaryba
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administracinio teismo 2019 m. S a u seH/o6-67 d .
3 31/ 2\lrlia@s apygardos administracinio teismo 2019 m. gpdlD d. sprendimas
admini stracieM#jeEs D/yXo] X) Nr .

|l gvados

Speciali © ¢gini O taikymui administraciniar
Privatus teismo ekspertasiministraciniame proceseu r i dvigubN statusN,
ki p savo srities specialistas ir suragyti at
teisas aktus, t aipivatpsa i me ghbpewvtetakti kknmil
tyrimo i1 gvadas pagal proceso D&tatymus ir |

statusas yra procesinis statusas ir naudotinas pdgmahistracinipr oces o D&t at y mus
ekspertizaskdPBu@asg mNsusikj veiuose su proceso

Privaliam ekspertui, atliekan|iam teismo ek
gal i s, privalu l ai kKytis ti ek Tei smo eksper
administramiopr oceso D&t atymuose, Tei smo ekspertiz
Atl i kus minato teisinio reglamentavimo nuost
kad privatiems ekspertams admi ni awinaikapimi a me
tei smo ekspertams, taliau jO teisas yra ribo
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DEFI NI NG AN I NVESTI GATI ON QUALI TY MANAGE

Ri mas Butkevilius
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J.Jasinskio str.-47, LT-01112 Vilnius, Lithuania
E-mail: rimas@forensic.It

Annotation

The publication aims to define an Investigation Quality Management Framework which from the
perspective of the quality of the expert witness opinion would be of help to the courts considering
admissibility of the expert opinion as evidence ie tourt proceedings. Investigation Quality
Management Framework is defined bearing in mind an investigation in the social science (economics,
specifically calculation of damages) and could be further customized to the specific type of
investigation. Inveggation Quality Management Framework is based on the knowledge from the
quality management (ISO 9001, EFQM Excellence model, ISQM1 etc.) as well as on the provisions
of the International Standards on Auditing. Investigation Quality Management Framewtatbeou
applied by the experts with the selfassement purposes of the quality of the investigation, as well as
evaluating the quality of the different kinds of the investigation reports performed by the supervision
institutions. Investigation Quality Managenté-ramework and its tools could be of help to the judges
and parties to the dispute in assessing of expert opinion as evidence in the court proceedings.

Key words
expert evidencegxpert opinion admissibility, theoretical framework, measuring qualityk ris
assessment.

Introduction
1. Why an article was written?

Comparative study of expert witnesses in court proceduegermed by the World Bank
c o n c | thad expkrt évidences is often a crucial feature of criminal, civil and administrative cases

todayo a n all céntempory jurisdictions need to make significant and structured eféodssure

1 Comparative study on expert witness in court proceedings. Report no-BR88%orld Bank. (2010).
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quality and reliability of expert opinionswhich, in turn, will ensure due process of law and accuracy
of the facifinding process 0

Guidelines on the role of cdawappointed experts in judicial proceedings of Council of
Europeo6s Menoibteaexpedts help thesjudgesand other decisiemakers in the judicial
system in decision making, support féicding, which is an essential basis for every judicial
decision.

Objective of the article is to analyse quality management in the judicial system in relation to
the expert opinion, define investigation Quality Management Framework using methods from the
other disciplines like quality management systems, awdieace standards and risk management
concepts.

2. Review of the resources regarding quality in judicial system.

2.1. Issues raised regarding measuring quality of judicial system have been raised in the
document of European Commission for the Efficieatyustice (CEPEJ) Measuring the quality of
justic€. The Document provides for the Abstract from the checklist for Promoting the Quality of
Justice and the courts which names pillars of the quality as well as questions which give an idea of
quality indicators.

2.2. This checklist addresses and issues related to the court experts: Publicity and transparency
and Legal assitance pillars of quality are meant to be described by these questions:
Is there an ugio-date list of court experts, interpreters tltan be consulted?
Is there a system of quality control for experts and court interpreters?
2.3. The checklist provided in the Appendix 1 is referred to as Checklist for promoting quality
of justice and the couftsand in the section 11.8. Partners oftjus provides for the following
guestions:

1. Is there an ugo-date list of court experts, interpreters that can be consulted?

2 Guidelines onthe role of comatp poi nt ed experts in judicial proce
States. Document ad@ut by CEPEJ at its 24Plenary meeting. Strasbourg,-12 December 2014, item
2.

3 European Commission for the Efficiency of Justice (CEPBJasuring the quality of justice. Adopted on
7 December 2016, at the'2glenary meeting of the CEPEJ.

4 1bid, item 28, page 6.

5 Ibid, page 24.
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2. Does the court collaborate with other institutions (police, lawyers, public prosecutors, social
workers, custodians, experts, efc.)

Is there upto date list of custodians?

Is there a system of quality control for experts and court interpreters?

Are fixed deadlines defined for receiving an export report?

Is there a possibility of challenging the result of an expert report?

N o g M w

Are expertsand court interpreters certificated?
2.4. The documehitn the conculsion remarks points out :
A 1 OThe concept measuring quality is of particular interest in the field of justice and has
been subject to a lively debate at the European level, as tharstieng demand for systems of
measurement that take account of multiple as
Rn106. This document therefore offers an ap|
which are made available to reades$ho may wish to draw in all, or some, of tioposals made
here in order to measure the quality of judicial serviceB5. We can conclude that questions
provided for in the items 2.2 and 2.3 give us some idea what factors should be considered when
assessing the quality of an investigation butrdd€ly the list in not exaustive and should be furher

developed.

2.5. Report on European judicial systerhas specific Chapter 15 regarding Judicial Experts
and item 15.4Quality of judicial experts and protection of the title and the function of pidegieprts
which reveals that the Republic of Lithuania among other 38 countries has procedural provisions
governing the quality of judicial experts during proceedings and these requirements are provided by
the law as well as the judicial experts are gtad a protected title (list of the court experts is
operated by the Ministry of Justice of the Republic of Lithuania) andgnditions exist in order to
be appointed as a judicial expert and the exp

Council for Forensic Experts).

¢ European Commission for the Efficiency of Justice (CEPBMgasuring the quality of justice. Adopted on
7 December 2016, at the'2glenary meeting of the CEPEJ.doi:10.1350/ijep.2011.15.2.367.

TCEPEJ Report on AEui &peamonpu@iOdidal( 29y 2t ednast a) : ef fic
https://rm.coe.int/cepeaeporton-europearudicial-systemsedition 2014201 2dataeffic/16807882al.

8 Law on forensic examination of the Repubbé Lithuania. TAR, 202@6-19, no.13466 with later
amendments.
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2.6. National Courts Administration of the Republic of Lithuania has approved Recommended
quality standards for court proceedings judgements as listed below:
1. The judgement shall be fair and lawful.

2. The judgement muse lzconvincing.

3. The judgement shall be transparent.

4. The judgement shall be consistent and shall state the reasons on which is based.

5. The judgement mus be clear and comprehensible.

6. The judgement must have a clear structure and formiinpaistically and legally
correct.

7. The judgment of the court of the relevant instance must reflect the specific features of
the court of that instance.

Recommended quality standards are supplemented by the annex providing guidance regarding
the form,content and structure of the courts judgement.

Al t hough the document doesndét wuse the tern
enlisted above are namely quality requirements to be applied to the courts judgements.

3. Review of Framework approacho an Investigation in an international practice.

3.1. European Network of ForensicSciencelnstitutes (ENSFI) has issued the following
statement in 20F0

AENSFI wi shes to promote consistent and re
forensicprocess from the scene of crime to court. It recognizes that is of vital importance to interpret
potential forensic evidence in the context of a case, using all available information; reporting results
of analysis alone may be misleading. The ENSFI Bphds to undertake actions to agree a standard

° Biedermann A., Champod C., Willis S. 2017, Development of European standards for evaluative reporting
in forensic science: The gap between intentions and perceptions. The internationdlo}dtvitience &
Proof, Special issue on Proof in Modern Litigation: Selected Essays df theeBhational Conference on
Evidence Law and Forensic Science. 232294doi: http://doi.org/10.1177/1365712716674796.
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for the interpretation of forensic evidence and provide the necessary support for implementing this
standard within th membership. o

3.2. Association of Forensic Science Providels as i ssued f Bdrmaulatobra r d s
of Evaluative For!wmmsiiach Sitd remacce sOpg enri eomnal- prin
effective examinations and interpretation of results of forensic examinations as published since the
late 1990s, that is tHfeamework also known as &se Assessment and Interpretation (EAl)

3. 3. E N S F | EN3Fh guideline ®ruegaduatinig reporting in forensic science
[Project: Strengthening the Evaluation of Forensic Results across Europe (STEOFRAE)]. The latter
document provides all reportinfprensic practicioners with a recommendfdmework for
formulating evaluative reports and related requirements for the case file.

34. 2010 MP Programme fAStrengthening the Ev
(STEOFRAE) encompass on of the pragectent i t | ed AThe devel opment
ENSFI standard for reporting evaluative foren
encoding of crossstitutional understanding abogeneric principlesof forensic interpretation, the
speification of a roadmap for implementation and the provision of educational support on this topic
for practitioners across Europe 0

3.5. The issue of théegal framework for more robust forensic science evidence has been
discussed by Lord ThomasG.J

3.6. G.Jackson, S.Jones , G.Booth, C.Champod and I.W.Evett considering the nature of
forensic science opinion have addressed the f

10 Association of Forensic Science Provide has i ssued fAStandards for the
Science Opiniono (200%). 49 Science & Justice 161

nCook, Roger , |l an Evett, Graham Jackson, Phil Jones an«t
Levelto AddressiilC a s e wo r k 0 Scierncé8J8s)ic233 ;8 ook, Roger, lan Evett, Graham Jackson, Phil Jones
and Jim Lambert, 0A Model f or Ca sSientes8sJasticdihe datksoa,nd | n
Graham and Phil Jones, t@Gaoa 6Ad e sAd meamt Jaamd eld\fidpe ramrde
Encyclopedia of Forensic Scien@l®mhn Wiley & Sons, 2009) 483.

121bid [9], 4.

2Association of Forensic Science Providers has i sc¢

Science@i ni ono (2009) 49l1645ci ence & Justice 161
B3] ord Thomas CJ. 2015 The legal framework for more robust forensic science evidence. Phil. Trans. R.Soc.
B 370:20140258. http://dx.doi.org/10.1098/rstb.2014.0258.
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science opiniofi a possibldramework to guide thinking and practice investigation and in court
proceedingso

3.7. Glen Porter, senior Lecturer in Forensic Science, Head of Program for the Bachelor of
Science (Forensic Science), Un i vAe mew itheoyetical f We
framework regarding the applidan and reliability of photographic eviderice e mp a h sthes e s t
compelling nexus between photography and physical evidence has no clear theoretical framework
that explains this pivotal relationstop.

38. Aut hordéds articl e erggardingmavsphotodraphical revidencec a |
can be considered as reliable when used as physical evidence. &Hesgenibe physical evidence
by three elpgoueswtaef gHysitdal Afevi dence i s the se
the investigagt on and f or mati on of fupctiogps intaayl beev iddeesnccrei,t
examinati on met hodopriocgplece sa rues endh,a ta ndde t(e3)mitnhees it
in relationship to criminal event.

3.9. G.Porter names the following catesiations necessary when examining the reliability of
photographical evidence within the context of a legal frametfork

AThe evidence must be admissible (relevant
by unfairly prejudicial).

The visual data miidhe unambiguous and display an appropriate standard for testing the
forensic hypothesis.

The evidence must communicate aspects of truth and not distort reality.

The evidence integrity must be maintained (provenance, chain of custody, no major alterations
to image).

The photographic evidence must be congruen

3.10. These considerations in the sence of quality management could be name as quality
indicators. It should be noted that different frameworks use different terms to actually the same
concept of (quality) indicatdrenablers, triggers, factors, consatens, etc. In the essence indicator

14G.Jackson, S.Jones , G.Booth, C.Champod.sdEvett. The nature of forensic science opirii@possible
framework to guide thinking and practice in investigation and in court proceedings. Science & Justice,
El sevire, January 2006. Copyright E Forensic Sci

15 Glenn Porter.A new theoieal framework regarding the application and reliability of photographic
evidence. International Journal of Evidence and Proof January 2011.
https://www.researchgate.net/publication/269462640.

18 1bid, page 59.
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is the feature which describes some particular characteristic of the object and quality is referred to as
the degree to which a set of inherent characteristics of an object fulfils requirements.

This article aims atnoviding theoretical framework to the other type of investigatiosecial
sciences (economics, damages calculation).

4 . Review of Expertdos opinion admissibility i
quality.

4.1. Studies on expert witnesSademonstrate that there are different approaches in a civil an
a common law systems as regards admissibility of expert opinion as evidence in the court
proceedings. Admissibility of scientific evidence in the USA in the majority of civil and criminal
casess evaluated using the Frye (Frpiis) and the Daubert tests varying from state to state. While
Frye (Fryepl us) test requires fngener al acceptancebo
rests on an interpretation of the Federal Rules of Evelend requires independent judicial
assessment of reliability.

4.2. Federal Rule of Evidence No.7®@ r ovi des for: 0 A witness wl
by knowledge, skill, experience, training, or education may testify in the form of an opinion or
otherwise if:

The expertbés scientific, technical, or oth
understand the evidence or to determine a fact in issue;

(a) The testimony is based on sufficient facts or data;
(b) The testimony is the product of rddia principles and methods; and
(c)The expert has reliably applied the princi

Although above listed rules (requirements) of evidence are provided in the legal framework
context in the sense quality management theylavbe treated as quality indicators. The difference
is in application: in the context of the litigation the rules of evidence are criteria to accept expert
opinion as evidence, in the context of quality management we can speak about the degree to which a
set of inherent characteristics of an object fulfils quality requirements (or indicators).

4.3. It is worth to note that countries of the common law have introduced laws regarding the
rules of evaluation of evidence (e.g. USA~ederal Rules of Evidence,uétraliai Evidence Act

17 Comparative study on expert witness intqguoceedings. Report no. 6283R, World Bank. (2010).
18 Federal Rules of Evidence, December 1, 2014. (www.uscourts.gov).
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2008) meanwhile in the civil law countries it is up to the judge to decide regarding admissibility of
evidence (this is concluded®in the World Bank

5. Principles and concepts used defining InvestigatioQuality Management Framework

5. 1. First of al |, l nvestigation is a pro
quality management systems is appropffatmvestigative process as any other process delivers
outputs (information, e.g. in the foraf product, service, decision) as a result of the processing of
inputs (information, resources, requirements, etc.) of the activity be the means of the activity itself.
Output of one activity is an input of the following activity until the final outpuhefprocess (expert
opinion) is achieved.

The application of the process approach in a quality management system enables: a)
understanding and consistency in meeting requirements; b) the consideration of processes in terms of
added value; c¢) the achievemef effective process performance; d) improvement of processes based
on evaluation of data and informatfén

5.2. Secondly, Investigation Quality Management Framework introduces a concept of quality
indicator.

We define qualityndicator of an investigabn processas inherent characteristic of a process
or of a part of investigation process (step or activity) or an inherent characteristic of an output (data,
information, expert opinion).

Quality is a degree to which a set of inherent characteristars @bject fulfils requirements
Object can be product, services, process, person, organization, system, f2sd8@6000:2015
Fundamentals and Vocabulary defines quality objective as objective related to quality which are
generally specified for relemafunctions, levels and processes.

The basic idea of Investigation Quality Management Framework is that we will achieve
our final objective to have relevant expert opinion admissible in the court on the condition that
investigation process will be deploye effective and every step of the investigation process will
produce a quality output. To achieve this objective we need to define inherent characteristics of
every activity (step) of an investigation process as well as inherent characteristic of th& outpu

19Comparative study on expert witness in court proceedings. RepdiRnW&aBBank. (2010).
20 Quality management systei&equirements (ISO9001 : 2015).

21 1bid, p. viii.

22 Quality management systeihgundamentals and vocabulary (ISO9000:2015).

23 |bid, p.28.
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5.3. Quality indicator set as expectation becomesecuirement. Compliance to the
requirement shows upcaality characteristici id est inherent characteristic of an object related to
a requirement.

5.4. Thirdly, Investigation Quality Management Rmawork presumes exploitation ogk -
based approachto investigation process quality manageméuality objectivesin relation to the
components of the investigation process would be to achieve compliancqualiberequirements
which are set in theofm of quality indicators (inherent characteristics of the processes, inputs,
outputs, etc.).The basic idea of the ridkased approach is to identify and assess risks to the
achievement of the quality objectives and to design and implement response$s #uekse quality
risks.There are plenty of standards as well as good practice examples how would risk based approach
could be implemented (1ISO27001, International Standard on Quality Management 1 (promulgated
by International Auditing and Assurance Stards Board, ISO31000Risk Management guidelines,
COSO Enterprise Risk Management Framework, etc.).

5.5. Fourthly, Investigation Quality Management Framework deals with an investigation
process which in its essence is an evaluative process. What doeans? It means, that data,
information, documents, results, etc. are analysed and compared to the criteria which represent the
desired status of things (how it should be) or requirements. It happens that forming and expert opinion
or drawing inference yomust rely on the evidence collected. You cannot rely on one evidence and
must take into account altogether all evidence gathered which must be sufficient and appropriate.
Sufficiency is the measure of the quantity of (audit) evidence, appropriatenessriedsure of the
quality of (audit) evidendé. Investigation Quality Management Framework presumes that in
forming an expertods opinion should be collect
to draw a proper conlcusions from an invest@aprocess.

5.7.The basic idea of Investigation Quality Management Framework is that with consistent
deployment of proper investigation activities which alltogether form entire investigation process we
can expect proper outputs of an investigation pmsaces

5.8. Evaluation of the expert opinion as evidence in the court proceedings is not subject of
this publication.

5.9. Dening an Investigation Qualiifanagement Frameworke used quality management
terms and approachd3efinition of quality provides fojuality as degree to which a setioherent
characteristics of an objedtlfils requirement®. In this article we havenade an attempt tefine
these inherent characteristicgvhich make quality) in relation to the steps (atiédg) of an
investigation process, outputs of the activities and an expert opiimocontructing an article we

24 International Standard on Auditing ISA 500 Audit evidence.www.ifac.org.
25 Quality management systeingundamentals and vocabulary (ISO9001 : 2015).
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havepersued an objective to provide a basic structure of the investigation process and structured
approach to the likelgequirementgo theinvestigation process, to its intermediate results or outputs
and to the expert opinion as final result of the entire investigation process, too.

Investigation Quality Management Framework

Investigation Quality Management Framework in its initial phassists of two parts: A and
B. Part A is related to the selection and appointment of an expert witness, Part B structures
investigation process, provides outputs of every step and quality indicators.

Part A Selection and appointment of an expert witness.

The Guidelines on the role of cotappointe experts in judicial proceediAtsrovide for the
following expert selection criteria:

- Determination of expert knowledge;

- Factual independence and personal impartiality;
- Time and technical capacity/ personal apilit

- Predictable costs;

- Forensic experience/occupational expert;

- Predictability of the outcome of the assessment;
- Comprehensibility of the language/ nationality;

- Decisiveness and reference to results.

For the detailed description of each of the criteriagadeaffer to the Guidelines on the role
of courtappointed experts in judicial proceedings page 9, section 3.2.1 Selection criteria.

Above listed criteria should be treated as indicative and used selectively depending on the
jurisdiction and the particularase.

General output of the expert appointment process shouleldeesd and appointed expert
who is competent, independent and impartial, able to prepare an expert opiniowithin the
deadline set up by the court complying with quality indicators listéthrt B.

26Guidelinesontheroleofeprp oi nt ed experts in judicial proceedings
by CEPEJ at its"®lenary meeting. Strasbdur§j2 December 2014
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Part B. 6 steps of an investigation process, outputs and quality indicators

Diagram below presents 6 steps of an investigation process.

1 JAnalysis of factual 2 ) 3 JReceiving of an 4 5 Analysis and 8
k Selection and . . .
circumstances and S . information and A evaluation of the
o justification of a Investigative ) L Expert cross
determination of the documents needed Lo results of investigation -
o method of activities L . examination
objectives of an . S to perform an activies and drawing
- investigation . . .
investigation. investigation of conclusions

Figure4: Diagram 1- 6 steps of an investigation process

6 steps of amvestigation process are as follows:
Analysis of factual circumstancies and determination of the objectives of an investigation.
Selection and justification of a method of investigation.

Receiving of an information and documents needed to perform estigation (input).

H wnN P

Investigative activities (analysis of information and documents, application of the method
selected using data received).

5. Analysis and evaluation of the results of an investigation activies and drawing of conclusions
(expert opinioi

6. Expert witness cross examination.

Step 1

Analysis of factual circumstancies, determination of the objectives of an investigation
resulting in the questions to the expert.

Output of Step 1

Objectives of an investigation set and questions to the expert posed.

Quality indicators:

Objectives are defined clearly and adequately using generally accepted terms, concepts and
definitions.

Questions should be relevant to the object of litigation.

Questions should be asked in a sound and unambiguous manner.
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Step 2

Selection and justification of a method of investigation.

Output of Step 2

Selected generally accepted and reliable method of investigation.

Quiality indicators:

Method selected shortljescribed, references to the sources of information presented.
Method selected should be scientifically validated, generally accepted, reliable or accredited.
In case of possibility to apply several methods justification of the method selected should be

presented.

Step 3
Obtaining information, documents and data needed for an investigation.
Output of Step 3

Information, documents and data are reliable and comprehensive.

Quality indicators:

Information, documents and data should be religoeprehensive and sufficient to perform
and investigation.

Information, documents and data should be relevant to the object of an investigation.
Information, documents and data should be received from the reliable sources.
Information, documents and dataceived from the entity should be inspected as regards

completeness, accuracy and integrity.

Step 4
Investigative activities (analysis of data and documents, application of the method selected

using data received, procedures in order to obtain suffiapggropriate evidence).

Output of Step 4
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Selected method of an investigation reliably applied to an information, documents and data

received and results of an application of the selected method obtained.

Quiality indicators:
Selected method of anvestigation should be reliably applied.

Results obtained should be backed up with suffient appropriate evidence of an investigation.

Step 5

Analysis and evaluation of the results and drawing of conclusions.

Output of Step 5
Principles, concepts antiethods of evaluation of the results of an investigation clearly
described.

Conclusions of an investigation drawn in a form of an expert opinion.

Quality indicators:

Conclusions drawn should be relevant to the results of an investigation.

Conclusions shadd be based on facts, factual information of past performance as well as on
reasonable presumptions not on assumptions.

Conclusions should be drawn using sound, specific and measurable criteria.

Conclusions should be relevant to the object of an inveistigand have logical relationship
with the objectives of an investigation.

Conclusions should be drawn not on the basis of the results of an examination of one selected
element of the variation line, but detailed on the basis of the examination ofredigdeof variation
line.

Conclusions should be unambiguous, reasonable and objective.

Step 6
Expert witness cross examination

Output of Step 6

Quiality indicators:
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6.1 Expert demonstrates his expertise, knowledge and skills.
6.2 Expert gives comprehensible aresw to all questions asked by parties to dispute and judge
what helps to take a decision in court proceedings.

Conclusions

An Investigation Quality Management Framework defined provides for the structure of the
process of an investigation, starting frtime selection and appointment of an expert and terminating
with an expert witness opinion. There are outputs of every step of an investigation process provided
as well as quality indicators defined. Investigation Quality Management Framework conception
presented should be treated as a methodological approach to the investigative process and any of its
components can be adjusted, adapted or changed according to the specific circumstances which vary
from case to case as well as are impacted by the type ioivastigation. Investigation Quality
Management Framework is open to further development including methods of evaluation of
compliance to quality indicators and shiblle supplemented with guidance on application of an
Investigation Quality Management Framork.

Investigation Quality Management Framework provides insights which could be used and
evaluating of the quality of different types of an investigative reports performed by the public
institutions in the role of the supervisory bodies. Investigatinaliy Management Framework and
its tools could be of help to the judges and parties to the dispute in assessing of expert opinion as
evidence in the court proceedings.

Supplement No.1
Quality control checklist

No. Step Control questions Yes Remaks
(no,n/a)

PART A. Selection and appointment of an expert

Selection anc 1. Does expert have spec
appointment of ar knowledge in respective field t
expert. perform an investigation?

2. Does expert have an experience
similar investigations?
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No.

Step

Control questions Yes
(no,n/a)

3. Is expert independent from tt
parties to the dispute (there are
conflicts of interest)?

4. Does expert have technical capac
and personal ability to perform &
investigation on time?

PART B. Steps of an investigation process

1. Determination of the
objectives of ar
investigation anc
posing question to th
expert.

2. Selection anc
justification of a
method of an
investigation.

1.1Have factual circumstances
properly been analysed?

1.2 Are questions posed to an expe
relevant to the objectives of an
investigation?

1.3 Are questions clear and
comprehensible?

1.4Do questions fall withing the
l i mits of an e:
Are question free from legal
considerations?

1.5. Are questions asked correctly

without prejudice and not

tendentiously?

2.1. Is method of investigation refer:

to in an expertod

2.2. Is method scientifically
validated, generally accepted, relial
or accredited?
2.3. Is selection of a specifi
method relevant to the objectives of
investigation?
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No. Step Control questions Yes Remaks
(no,n/a)

2.4. Is selection of a specifi
method justified under circumstanc
of the case?

2.5. Does justification of a metho
present a list of the possible differe
methods of an investigation ar
explains why given method wse
selected?

2.6. Are there referencdse the past
cases where selected method v
applied?

2.7. Are shortcomings 0
limitations of the method selecte
disclosed?

3. Obtaining of 3.1. Are data, information an no
information, documents reliable,comprehensive
documents and dal and sufficient to perform a
needed for ar investigation?
investigation.

3.2. Are data, information an
documents relevant to the object of
investigation?

3.3. Are data, information an
documents received from reliab
sources?

3.4. Are data and information receiv:
accurate and integral?

3.5. Are there any indicators th
documents received could
fraudulent?
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No.

Step

4. Investigative
activities (analysis o
data and document
application of the
method selecte
using datareceived,
procedures in order t
obtain sufficient
appropriate
evidence).

5. Analysis and
evaluation of the
results and drawing c
conclusions.

Control questions

4.1. Is method reliably applied by tt
expert?

4.2. Has expert collected sufficie
and appropriate evidence to dre
conclusions and back up his opiniot

5.1. Are investigation an
conclusions based on facts, histori
factual information of  pas
performance?

5.2. Are presumptions used as in|
in the calculations reasonably bas
on factual infomation, not on
assumptions?

5.3. Were sound, specific ar
measurable criteria used to dr¢
conclusions of an investigation?

5.4. Were results of using genera
accepted method proper
summarized and analyzed to dri
conclusions?
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No. Step Control questions Yes Remaks
(no,n/a)

5.5. Dothe conclusions are relevant
the object of an investigation and ha
logical  relationship  with  the
objectives of an investigation?

5.6. Are the conclusions drawn on t
basis of the results of an examinati
of all elements of the variation line?

5.7. Do conclusions seem to |
unambiguous, reasonable, object
and comprehensible?

6. Cross examination ¢ 6.1. Is expert during cros
an expert. examination able to show h
expertise, knowledge and skills?

6.2. Is expert able during cro
examination to answer all questio
asked by the parties to the dispute
well by the judge?
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No.

Risk factors assessment questionaire

Step

Control questions

PART A. Selection and appointment of arexpert

Selection anc 1 . Are there ris
appointment of ar have sufficient special knowledge

expert.

respective field to perform a
investigation?

2. Does absenc
experience in similar investigatior
make risks t@n investigation?

3. Are there any indications ¢
possible risks to the independence
an expert?

4. Are there risks that expert will ni
have technical capacity and perso
ability to perform an investigation o
time?

PART B. Steps of annvestigation process

1. Determination of the 1.1. Are there risks that not all factu
objectives of ar circumstances have properly be
investigation anc analysed?

posing question to th
expert.

1.2. What are risks that questio
posed to an expedre not relevant t
the objectives of an investigation?

1.3What are risks that questions to
an expert are not clear and
comprehensible?
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Yes
(no,n/a)
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No. Step Control questions Yes Remarks
(no,n/a)

1.4What risks there are that
guestions to an expert fall byeor
the Iimits of
expertise?

1.5. Are there any risks that questiol

have been asked correctly without

prejudice and not tendentiously?

2. Selection anc 2.1Are there any risks related to tl
justification of a selection of method which is ni
method of an  scientifically validaed, generally
investigation. accepted, reliable or accredited”

2.2. What are risks that selection
a specific method is not relevant to t
objectives of an investigation?

2.3. What are risks that methc
selected is not justified unds
circumstances of the case?

2.4. Does selection of a specif
method without justification and nc
providing other posible methoc
makes risks to an investigation?
2.5. What risks there are if th
method selected is applied for the fi
time (no previous records of &
application)?

2.6. Are there risks tha
shortcomings or limitations of th
method are not disclosed?

3. Obtaining of 3.1. What risks there are that da
information, information and documents are r
documents and dat reliable, non comprehensive an
needed for ar insufficient to perform ar
investigation. investigation?
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No.

Step

Investigative
activities (analysis o
data and document:
application of the
method selecte:
using data receivec
procedures in order t
obtain sufficient
appropriate
evidence).

Control questions Yes
(no,n/a)

3.2. What are risks that dat
information and documents are r
relevant to the object of a
investigation?

3.3. Are there any risks related to t
reliability of the sources whereom
data, information and documents he
been received?

3.4. Are there any risks that da
information an documents receivi
are inaccurate and non integral?

3.5. Are there any indicators th
documents received could |
fraudulent?

4.1. Are there risks that the meth
selected was not reliably applied
the expert?

4. 2. Wh at ar e !
collected evidence are not sufficie
and appropriate to draw conclusio
and back up an e
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Step Control questions Yes Remarks
(no,n/a)

5. Analysis and 5.1. What are risks thatvestigation
evaluation of the and conclusions based not on fac
results and drawing ¢ historical factual information of pas
conclusions. performance?

5.2. Are presumptions used as inj
in the calculations reasonably bas
on factual information, not o
assumptions?

5.3. What are risks thatiteria used tc
draw conclusions of an investigatic
were not sound, specific ar
measurable?

5.4. Are there risks to the process
summarizing and analysing the rest
of using generally accepted method
draw conclusions?

5.5. What are risk that conclusion:
are not relevant to the object of .
investigation and do not have logic
relationship with the objectives of ¢
investigation?

5.6. What are risks that tr
conclusions are drawn on the basis
the results of an examination of radit
elements of the variation line?

5.7. What are risks related to dre
unambiguous, reasonable, object
and comprehensible conclusion?
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No.

Step

6. Cross examination ¢
an expert.

Control questions Yes
(no,n/a)

6.1. What are risks related with exp
opinion if an expert fails duringross
examination to show his expertis
knowledge and skills?

6.2. What are risk related to the exp
conclusions if an expert is unak
during cross examination to answer
guestions asked by the parties to
dispute as well by the judge?
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Anot 8§ci a
Autorisavl | §nku zaoberaj¥% z8kladnimi charakRivedevl n

je definovanl pojem farmaceutick8 kriminalita
zpohOadu oifi gqareird 8di 2, ktor® pSsotdnaj WM&l gnejaizli a ¥
aut or i pringgaj ¥%i snosutlinT zlpoleihadkTah skup?2n
kriminalitu vo svete, na podkl ade | oHce naka®muz

fenom@om8uei ch podmi enkach.

KO%| ov® sl ov §
farmaceutick8 kriminalita, falgovanie far mace

Summary

The authors deal with the basic features of pharmaceutical crime in the article. The introduction
defines he concept of pharmaceutical crime by the World Health Organization (WHO), but also from
the perspective of several organizations that operate at the international and national levels. In the
next part, the authors provide a brief overview of the actsvité criminal groups committing
pharmaceutical crime in the world, on the basis of which they analyze the effective fight against this
serious social phenomenon at home.

Keywords
pharmaceutical crime, counterfeit pharmaceutical prodaots)terfeit medicies.
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Pvod

Vgeobecne mtgeme kongtatovaS, ¢ge pojem Af a
zhOadi ska jeho obsahovejdikwernpziitkeo viae o &HKd n rvlda hy
vNaka | omu nemus?2 byS |Jlitate@dvhiQadr eskm. jpdwl

viznamu. Je potrebn® zdurapské&j] pPegideolpatsia®d |
tohto pojmu. Kontkklr®tajejjgélmodebhsaBhcmaga byS sp
farmaceuti ckej lnraipmiz kd laidt ¥ ,al lgtoowrainmej ¢ i ekov, |

i nTncendi c2nskych prostriedkov, |oppbolaguglynen el
konani e. Svetovs8 zdravotn2cka organiz8cia (V
nasledove : AZa f allgoevMamnio Imtejke ne pova@awad nlkad@als p:
oznalenli éliekGaasom na jeho identitu alebo zd
vzSahovaS taktieg na znaplrk2opva® oajh , gebdedryi attkiseathal
spr8vne pr2sady, nespr8vne pr2sady, pr2padne

wlinnlTch zlogiek alebo maj¥% falognl obal . fi N:
mognosti p8chania tejtta .s dfeidstiinkiawamej ptorl @ <tarj
charakterizuje obsah pojmu farmaceutick8 krim
p§chateOov nasl edovne: AFar maceudiistkr8i tk¥dimi nfaa
odcudzanhiled nedovol edfalkotlnizeckkoywe h a pom? cok.

zdravotn2ckych virobkov, ich baleni pri pmodsik ity
kr8§8degami , podvodmi, mredcwaysélvamlzm, o ipeadjiocd@anst kg m
podukt mi vr8tane tleggaol itzr&cditenepgr 2|jimmonvo szt i . A

Vgi mni me svpcheubvedemlch defin2ci?2 pojmu f
pre sk¥manie farmaceut i ckperjetkor ?’sBa ehba 8y zdkavc
organ z 8ci a zjednocolvadi sttartrdiviuol j gdmotd i vI ch gt
spolupracovaS v boji proti tomuto druhu Kkrim
ptsobiace na celosvetovej, eur - pgéeij “arGam)@aplam e j F
Yar ovoni (napr . FDA AU. S. Foidcd §a mdy Diasu gu VA domien ik

IDRUGDA, J.2018F ar mac e ut i cikz88 kklrai dmi @ Tapt di ja.réhi Fsakr Snac eut i ¢ kiozdar i mi n &
pre EurzZbpar n2 k vedeckekordevekciemme d zi n§r odnou %%l asSou. Brati sl
zboru vBratislave. s. 10. ISBN 9780-8054777-6; prim. zdroj: WRIGHT, E. 2006Counterfeit drugs: definitions,
origins and legislationinforma UK Ltd. vol. 177, s. 224.

2WORLD HEALTH ORGANIZATION.Pr el i mi nary draft survey ehnhtnhkMedboahe
[onling] . [cit. 16. februBorstupn®021] .na i nt
https://lwww.who.int/medicines/services/counterfeittWHO_ACM_Report.pdDo k ument wuv8dzame | en
informal nl zdr olhenpmefclat®& af Edunterfdit Medicineound the World[online]. [cit. 16
februsgr 1. 2021 Dostupn® na int
https://micheleforzley.com/uploads/3/5/4/9/35498635/the_nomenclature_of counterfeit_medicines_around_the_worl
dpdi Dokument uvs8§dzame | en ako doplnkovl informalnl zdr
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Anti dopingovsg§ agent “ara SR, Ministerstvo zdr av
spr8§va, Kr iemiprealti2siniycNbstedwn 8P kr i immi®)J na agent !

1. Far maceutick8 kriminalista vo svete

Ako pr2klad uv§g§dzdme espoll wpr, § kuk AVile@® @adr ok L c 2
gt 8toch proidebéHw i atich mesiacov zavrsd&?¥%go20

sfalognTmi alebo neleg8lnymi zhtetmenl Zmtkabol
mal oobchodnl ¢l mpi sd @jmn 20Eudd p2e traalicstvwenl ch 34 n
tabliet avEgypt e bol o polas policaj rkloowh zeak csit2o vkai s
dol 8rov, prilom sanagbakenPa nhoBi Aekk8&vscasdds
pokralovaS aj Nalej. M:geme povedaS, ¢ge medzi
naj akt?2vnej dojiyrotifaargma ¢ éacti iuc kve j kriminalite. D c
oper §wizd ignTmi n8§zvamizludkhitch| Rawsvdan@ch svet a.
Pangea (gl obs8l na), Rainfall (Czi a), Qanoon (
Afrka)amnoh & i n®.

Pre ilustr8ciu z8vagnost.i ps &bl emab d ®ymisocsu
ochorenia COVIB19 avr 8§ mc i pokraluj “%cich policajnlch ope

a Pangea bolozr hu na St r edSeeme Affkethioallenuat T ch t ak mer
nel eg8l nych f ar miQde ult.i cfkelbcrhu Svriar odbok alv.. apr 21 a 2
obchodpr edmet mi , ktroz®2majn% m vih¥Marnd kau CoOVIIdD z a i
61000 r es pjierdgetmoaporvnsat umel ¥ pDéduach8nsles pholBldi uai ¢
tv8rovich6o Ydjoki mf ek| nVKkhat prosboi ed@ivcakBfsh
virobkov (masky, rukavi cien®.t)e.plbvweden® |iejktgg rsrk§
ge obchodovlainglei vnaneil,enl ise k mi |, al e aj so zdra
vs¥vi sl osti s 0 <8Vi2e n 2vny uM22rviag s DARSRE Ni zovan® z|
obohatenie. Objem zaistenlch ozene? paomme ®mMw U
predstavuje veOk® rizidkavpree WémeéjonKabetrpé&lr ao!
ktorT vgak nie je predmetom predkladan®ho pro

3 INTERPOL. Pharmaceutical crime operation[online]. [ ci t . 16. februsgr 20217 . L
https://lwww.interpol.int/Crimes/lllicigoods/Pharmaceuticatime-operations

4 INTERPOL. Operation in the Middle East and North Africa targets pharmaceutical cime.n | i ne] . [cit.
2021] . Dostupn® na i nt er n-antEvents/News/2020/0Opetationtive-Middle-East p o | . i n
andNorth-Africa-targetspharmaceuticatrime
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2. Boj proti farmaceutickej kriminalite

Boj proti farmaceutickej kriminalitego d mi enkach Sl ovenskej reput

t akej vysobkej owioamhi & lvmi krajinami Eur - py.

farmaceutick8 kriminalitanaykadlugje¥ viysmk Y2a jmi €
z2sk&wv® degqtlantoi sti ck®ho syst®mu Kkriminality, I
paragrafov Trestn®ho z8kona | . 300/ 2005 Z. z.

kt or ® vylé@gidglagtv?z vy may ¥ pEkBaagutickenkiireinalda . S% t o A
TZiOhrozovanie zdravia negdavalveninmic klyime k fizio,m? Icik
i Neopr 8vnen® zlaioebkri§,dzhthe v s m? c lay mi pomlckan
Fal govani edrlaiveokton® c kej -1p3oTd:Nedy ol éAn §1 7T r ob a o]
apsychotropnlch | 8t ok, j e d oobchabdvente aimipl7@ KZiir z or o
Neopr8§vnen® 2a&dkamaidmsdnickTsn alebo inTm hor mon

Anal T zou dS8Evizd ejitleamdicsht i z k®honi sgbt ®ypu a zan
porugovanie nami Vvybr aokg201® nefoll @Bt @ Zs ¢y s s®menez a
ani jeden rtoakeust2n0il16 ibnol iV zriosktue @ 1d7v & op ro? [a dsyt.e
porugenia, dvaemi®r jpadpg oyl bodbhj asa roke A0LSbold r e s t

zistenlTch 5 porugen2 z8kona, jeden pr2pad bol
134 eur sptsobeng§ tdkio20it@sboalon i sodmbarh 5
dodat ol ne voljkas 2eORI0 a ol i gtyri prj2epdaary dd cka tec
objasnenT. Z8merne uvs8§dzame A 176 T2Z, pretogce

kgportov®mu dopi ngu.

Zuveden®ho vipoltu ¢ gedtbka GohngsiBoovaabe kr
vs¥%vislosti so zneug3awd rczhmhlafmrodkoddi reykrh c ¥l il rBR ork
nzzkej vur komit r abbej 80 VvV Qge otbeejctnol mp r opbol zennaat tki aknei .
vysloviS tugdeaniee Ykechne | §tok, ktor® vo vIir:
organizmu, m§ vypokWamné€ghol agepbvcuesa | ej nev
tak ako jetoywr 2 pade drogovej Kriminal i try2 z kfeanhug @pn ¢
zistenlTch pr2padov zneug2vania uvedemjafRdBarr

drogovej & ar maceuti ckej Kriminality j & nlzenhe u § 8¢ a
shormon8l nym Y% inkom iba pri dr udgesignifikantngjfoortel ® mo |
am® ge byS kvalifikovanT inTmi skutkovimi pods:

uveden®ho | avu bolval skiuenpp@&n 8%l @aha v&Kaeekoy vy
Pol i caj nGHratislaedZo§rruiove R j e ppd redin®t upi 88®ych p

SBLATNI CKkol J.2@19. Z8&Verkalmm®&® s puB®vhay VAHEKroRanie far ma
|l innosti . s. 11.
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|l egislat2vny r8mec, ktorl sa vzSahuje k far m
vip

ol et by bol , prpauvbd ei.pko8dcoibene, nad r 8mec
Vr 8§mci riegenia problemati ky défamaonaaxc® ur Bk Kk ¢
pojmy ako lielivo,fhigekyamigivbekodopVymkdaen

z2skaS gt ¥%diom pr8§vneho poriadatdsS|I dveakaea I
Z.z.oliekochaz dr avot n2ckych pomtckach.

Lielivo je definovan® ako Achemicky jednot
givol2gneho alebo chemick®ho ptvodu, ktor 8 | ¢
ochranu pred chor obami |, na di agn osvtpilkyw Ron an

fyziologicklch funkci 2.

Liek je definovanl akopoAioicen|Ticvho |a§lteobko  zkn eo:
technologickim proce%omr den®i ekooehr &oumpr ad ¢
chortb, lielemwmveplgygvRrovmnaleebogznal ogi ckTch fun

Vigivovl doplnok charakter‘akoj ApGt 8Ny n¥r ac
prirodzenej stravy, ktor® s% koncentrovanl mi
inTch viT§jtiovkovs m al ebo fyziologi klolmhi ¥%EichRomVI
doplnky s¥% uv3da&kma®edo fobeney wko s¥% kaopduwltye®
podobn® formy8gkoe “gekkauu $i knya ns§,v kfo@ ad loyw skt vaat pni @ |
podobn® f orpmy8 gtkekutnPtawrdaanut ® takpdméyanlichh brod
jedot kovich mnogstv§8chhf.

Pojem falognl l i ek sme wuviedl:i vyggie pri
viklade Svetovej zdravotn2ckej organiz8cie WH
podOa sptsobu ich vyhodnooteind aaj( rvolvgniavkoov & ed onpolgn

i. falogn® balenie, spr8vne mnogstvo akit2vnej
AActive Pharmaceuti cal |l ngredientsi),
i. falogn® balenie, nespr8vna / n8hradn8 akt?

i. falogn® baleaitar gaadnbi akg§2xxhogka,

6Z8kon | . 36lickoch 8z1dlr aZv.o tzn.2 cok y ozmene edmlpd kneeak® ai ekt orT ch z§Kk

"GTCTNY DPRAD PRE KONTR®OkUalLé¢EQ ! Vodinekjovi . daplROBt ugn®20
na internetehttps://www.sukl.sk/sk/registractaumannycHiekov/mammoj-produktregistrovatako-liek/liek-alebo
vyzivovy-doplnok?page_id=941
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v. falogn® balenie, nespr8vna / nedostatol n®
V. origin8lne balenie / nespr8vna aktzvna far
vi origin8lne balenie / ¢giadna akt2vna far mac

vii origing8lne bal enogstvoespt8&8vn®] farmaceuti

Vo vgeobecnost.i m: geme kongtatovas, ge sk
farmaceutickej kriminality p oh OQadu met odi ky vygetrovania m§
kriminali stiicrkfyorm8 eivanzanl¥lhel onvy gt meé&nd iedy,i t mrh
je mogn® opomeméiS- djaenm) kvrzi Swmidindkoi sdtlivkoydu Zuvedi e
splsobov p8chania fakmateuwutickejggkei mivrealeintly
tresti ch | inov (A 170, A 170a, A 170b, A 1lich6 TZ)
skutkovli mP®podstat §m.

Vpr2pade -@Ghrl@ddov&ni e zdravia nepdvalveninmic kI

pom!ckamijedn®Proaj m38konkn¥®g aknliienilcike®k osv , | 2 m sa
zdravi et oOundéapr 2ak! ad s k Yagzadnr?2anv ot nék&ych | pemmt ¢ o
nepriaznivli mbivdmddidk2omskezho vIskumu; ut aj ova
zbi omedi c2nskeho v Trs2ksulmug n e f a | dyookvuarme2nmt § pi e ; u:
azdravotn2ckych pom*cok na trh po ich protiz
predp2san2zm kdekoof{naddkydh mpmom?!cok, ktor® ni

|l iekopisu alebephsebbbim vestdovVvan®; vyd&van2m a
zdravotnzckej pomtcky viazanlch nmnoe®S§re®yfop
p§chania. Subjekty, ktor® sa tlchto trestnlec
apredajcoviallk&8&koavcilek8ri a

Vpr2pade ANdd@®ragVvinZen ® zlaioebkenhi§, d ztache éev osa mi ¢ ka
pom! ckidenoizmy sel n® konanie ktorejkoOvek trestne

osoby, ktor 8 vo 2v,2]|dgoovne zrioez,s avhyuv evzyireob prevezi e
vymen2, prechov8va, zadov8gi sprostredkuje 1|
povol en® podOa osobditnt®hiobpuijea pliisaky v ylti®dklai \a§
vrozpored i cenci ou al ebo prostredn?2ct v odstribuejd e g § |

8DRUGDA, J.2020F ar maceut i c B§ akr isthiarval: i tA&.a d ® BiatislavB.o22.iISBH 978 ®h o z |
80-80548452.

® Porov. s: BOTTONI, P.; CAROLI, S. 2019. Fake pharmaceuticalseview of current analytical approaches. In:
Microchem. Jvol. 149, s. 17. doi.org/10.1016/j.microc.2019.104053.

ODRUGDA, J. 2020Far maceut i c BB§ akriisrhiarval: i tA&k.a d ® rBratislave.c9-56cI88BNn ®h o z
9788080548452 . VIipol ets k@tdemane]j TadmBegsar@&vny viklad.
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ztret2ch kraj2n, ktorTch dovoz je na Yzemie EI
|l iekov, lieliv alebbn®dravotn2ckych pom!tcok a

Vpr2pade -Aal by ahZz dr hiveka? cibide plarpysrelcrk® kon:
ktorejkoOvek trestne zodpovedne,j fyzickej al
dovezie, vyvezie, prevezie, pebiozitcaabebdcheep:
Yumysel n® fal govanie alebo pozmeRovanie totogr
“udajeVr mbcovi al ebo drmreigties®aV8Bici # 04 hHekryt i%dag
ochrannich prvkov;pzZzmegReva®i tappovaeiné aana vI
prebaOovanie alebo zaraNovanie falognlTch |iek:¢
obehuda n ®.

ZpohOadu ¢gportov®ho ddmirmaceuki cakou¥kk o ms
veOmodstatnT i Meolp7r6§ vihnk n ® zlaStbkcahmgiadtz @lnii ek Tsm al e
hor mon8l nym %l i%rkyysne!| nJ& din@n asnai eo kt or ej koOv ek

alebo pr8vnickej osoby, ktor8 vo vVv?@le@euaze 0zs a
i n®mu pon¥%ka, preds§, sSsprost r eachkabjod i ak Bmo al al
hormon8lnym % inkom na inl nakzo§kbinaledBralk & sld &
sanabolickim alebo inTm hor mon §neogborneloi wkkd ny onma
mnogstve i n®manapbadl§ivakl @t &lyelso i nTm hor mong§l ny
YWl el . LastTm miestom neadpnmi 8wndrg®@hkea nd a slb/c hpSdz d
verejnosti pr 2 st urpmg®o vg® olr & oovri astk-8r, i 8a,| es kalja ddy ,

|l ek8rne. P&§chat e Omi t ej t oortgraens tzmevja n ®i rmsrkauspti iny
|l ek8rnici, zdravotn2?cky personsg§l, medi c2nski

chemiciai n2, prilom t%to |innosS utajuj% rozlilnl
Z8ver

Uveden® spl!soby p8chania farmaceuti ckej K r
me t - prostreedkov kriminalistickej techniky lar i mi nal i st i ck e taktiky
tvrde n 2 opi ek madndi defin2ciu metodi ky vyget
charakterizujeme ako A.opayse®m, vygeogiemlhacthch
pr8vnych nor m8ch, realizovanTch kri miyddtirsernic
trestnlich | inov, us vveydtlveonrieani echprepd8plbali adov
potre%taMt §dme preto kongtatwlvjadds Royanpr if arom
kriminality je potrebnsg, poprd kieit midmn &lei svtyigeel

Uy KTORYOVC, J. kol.30LRAYWSe t rdo.v adhri aet. i s3l.a way:d . Ak a60.GSBN W8 P Z, 2
80-8054-6434.
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akriminalistickej taktiky. Vpr 2 pade p8chania farmaceuti cke]j K |

kriminal i st krimikabsjickeja b@&mikeo| agi e za Yl el omak@WWent
farmaceuticky gktdn8nu mltaglwesna ich mnogst
pr2tomnosti rozlilnlTch pr2mes2, pomocnich | 8§t
aj I n® met -dy Kkriminalisticke]j telkchat Ky, (aka
diagnosika) vs Yavi s | ost i S overovan?m pravost. bi anc
|l ek8r skych predpi sov, | ek 8r srkeegji stdio & cim@amt 8l ciie
farmaceuti ckej dokument 8ci e, pr2balovviekavha | et
vigivovich doplnkov, bl i strov.r oRovvonakno -ivnifzonre

ch technol -gi 2 sk“umbhpasRadvamnz §pal
, ktorg8 sa tilkwuliggayvmthnelopgdkoehaer
ch 1,ekl8ad nBuchd eproe dimetkombMaindg T hh gV &

komuni kal nl
Kkriminality
internetovl
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1 AGE DETERMI NATI ON OF BLOODSTAI NS I N CRI

2 CURRENT STATE OF RESEARCH
3 l reneusz SYyHdf.y szewsKki
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5 Magdalena Konarzewska (PhD?
6 !- Department of Criminology and Criminalistics Faculty of Law and Administration,
7 University of Warmia and Mazury in Olsztyn, Warszawska 9870® Olsztyn, Poland, tel.
8 +48 89 524 640, email: ireneusz.soltyszewski@uwm.edu.pl
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10 W. Oczki 1, 02007 Warszawa, Poland, tel. +48@28 39 00, anail:
11 magdalena.konarzewska@wum.edu.pl
12 °-Department of Forensic Medicine, Faculty o
13 M.Sk godoQusek3na, &8P 10 Gda Es k, Pol and;matel . +48
14 marek.wiergowski@gumed.edu.pl
15
16Summary

17Many years ofesearch has shown that estimation the time of the formation of a bloodstain in
18a criminal case is a very difficult task. The basic research problem is the fact that the aging
19process of the bloodstain in the vast majority of cases proceeds inliagamanner, which
20makes it difficult to find an objective marker of this process.

21The aim of the review is to present the currently used methods of solving this problem with the
22use of various methods and diagnostic techniques, such as: atomic force mic(ésadp,
23electron paramagnetic resonance spectroscopy (EPR), ribonucleic acid (RNA) analysis or
24mobile colorimetric technology. The presented methods differ in accuracy and sensitivity, as
25well as the level of their invasiveness, which determines the@egestruction of the tested
26material during the analysis. Comparing the abdescribed methods, it can be concluded that
27each of the presented methods is reliable only in a certain range of parameters, and the
28uncertainty of the estimated time incremsath the aging of the bloodstain.

29Keywords
30criminal incident, bloodstains, age estimation, forensic examination
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1Streszczenie

2Wi el ol etnie badania wykazuj N, Ue okreSlenie
3kryminalnego jest zadaniem bardzodmym. Podstawowym problemem badawczym jest fakt,
40e proces starzenia Sladu krwi w zdecydowane

5nieliniowy co utrudnia znalezienia obiektywnego markera tego procesu.

6Celem pracy jest prezentacja aktualnie stosowamy met o d rozwi Nzani a
7z zastosowaniem r-Unych metod i techni k di
8atomowych, spektroskopia elektronowego rezonansu paramagnetycznego, analiza kwasu
9rybonukleinowego RNA czy kolorymetryczne technologmebilne. Prezentowane metody

1or - Uni N sin dokgadnoSci N i czugoSci N, r-Uny |
11st opi e zuUycia badanego materiadgu w trakci
12moUna stwierdzili, Ue destbidzawoana ylkoe pesvnym pakresie y c h

13parametr-w, a niepewnoSi szacowanego czasu r
14

I15Ssgowa kluczowe
16zdarzenie kryminalne, Slady krwi, wiek Sl ad-

17

18 1. Wst np

19 W odtwarzaniu przebiad qilycwi édlad and ar 5¢ @ dk nwy
20kl uczowN rolfn. W zwi Nzku z powyUszym zadani e
2lpr of i | u DNA dawcy tego materiagu. W niekt-
220kr eS|l eni e mechani zmunng eys tzadmiraz atj eNg os i $il asdyu .u
23wyj aSnienia wszystkich okolicznoSci sprawy w
24W tym przypadku wuzyskanie miarodaj nej i nfor

25Aktualnie bowiem do rutynowej praktyk | abor at or yj nej nie zostadg
26opisanych w literaturze przedmiotu. Podstawowym problemem badawczym jest znalezienie

2k or el acj i mindzy wytypowanym czynni kiem ( mal
28 1 0SI w spos- b §a nzinonwye jbshizdezniieu ulluebg az wi nkszen
29moment u, gdy bndzie moUliwe jego ujawnienie)
30podobni e jak i inne Slady biologiczne, podat
3zewnntrznwyaehfi zywezmwych [ chemicznych. Szcze
32wi | goci i temperatury (zar-wno wysoki e]j ] ak
3351 ad- w. Korzystne warunki dl a rozwoju bakter
3451 ady kmwo rezerwuar substancj.i organi cznyc|
3przemiany materii. Il nnN moUl i woSci N jest W
36bi ol ogicznie czynnych, kt -re prowadzN do pr
37mowychwj a Sci woSci uprzednio nieobecnych w Sl adz
3iologicznego znajdujNcego sin w krwi mogN
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v, detergenty (proszki, mydga), tl enki Oel

2zi emi ) , produkty spalania (sadze, smogy), K w
3kl ej owa. PowyUsze uwarunkowania jednoznaczn
4muszN odnosil sifn zar-wno do Sl ad-w kchwi pr z
5 ak r-wnieU do Sladmwespczrpayolwamycwar unka
Gautentyczne miejsca ich ujawhiania na miejsc
7 Warto podkreSlili, Ue pr-by znalezienia

8okreSlenie cadsubipowsgianzme®d trwaj N w prakt
9wskazuje na docenianie tej problematyki =zar -
100 ak r-wnieU przedstawicieli organ-w Scigani a

11

12 2. Historia badaCEGponwdtaoeaNSwadkw kr wi

13 Pierwsze wzmianki o podjnciu bada® nad o
14zpocz Nt ku XX wieku. W 19elI7e mentTowh |tlamdl ,p rkat
152 mi any kol oru Sl adu krwi w piNguej oNlieersmndec c®
6opi sag zmiany barwy SNadeUkrmodiwreall jkej ©Heaol
17sin na wizual nej ocenie zachodzNcych zmian K
180 utrudniago ich wdkio.Uenn a&c dmi e ug-yhoave,j wrle
19Schwar zacher pr-bowag znateFpukpncehbonpBcimNn8
20wodzie, kt-ra jest wysoka dla Slad-w SwieUyc
2IKi Il ka | at p-€EprewaSzhwatesprgwaj akowy, aby
22peroksydazy hemoglobiny &1 adac h Kr wi . Wy konane eksper
23 ntensywnoSi kol oru reakciji 0 d
24z wi ekiendSl adu kr wi

25 W 1960 r. Patter son pgekktor opfioetrowseztyr i 21a sjtaoksc
2651 ad-w krwi. W swoich badaniach zwr-ci § uwag
270e kol or Slad-w kr wi zal eOy r-wnieUO od war

28 poddani e ekstrakt- -weanaliiezipe m@me kwtardoif @tod ree
29plamy, a niekiedy jest ona skomplikowana przez jednoczesne wydobywanie barwnika i brudu
30z barwionego obiekfu Roz wi j aj Nc t e techni kn, Kind, Pa

IMgodziejowski B. , Sogtyszewski . sl ady biologiczne
Uj awni ani e, Zabezpieczanie. Wyk®Bézystanie.o Diffin
2 Bremmer R.H., de Bruin K.G., van Gemert MM.an Leeuwen T. G. , Aal der s M. C. ,
determination of bl oodstainso, TIHorensi c Science | nt

3R.H. Bremmer, A. Nadort, M.J.C. van Gemert, T.G. van Leeuwen, M.C. Aalders, Age estimation of blood stains
by hemogldin derivative determination using reflection spectroscopy, Forensic Sci. Int.iZ)@Z010) 166
171.

‘Patterson D., Use of reflectance measurements in ass
1960, 187, 68&89.
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Ini eni szczNcN me$Sloadiu okrewin wi eklyci em spektr
2widzialnych widm absorpcyjnyclafg. reflectance spectroscQpy analizie wykorzystywano

3ekstrakty z Slad-w krwi 5 Wa9%Proks zKind ioWatssonw c i e
4z aproponowal ej mmeybdKaaw] nktt r e] wykorzystywa

5 ozpuszczonych w amoniaku. Pomiary ekstynkc)]
6560, 578 i 650 nm. Wedgug autor-w metoda poz
710czy 15latodmment u powst AWnil® 881 adku Dobosz i Ro ¢
8modyfi kacjn t ej met ody, kt -ra pol egaga na

9maksymalnej i minimalnej krzywej absorgcji

10 W 1977 roku wukazaga sif puwbileikkuac$laadw wk tk
lzaproponowano wykorzystanie techniki i mmuno
12pr owadzono wykor zyst uwiekeodwsydoi i ddNlgdku zebrapd zad om k r wi
13wg-kna odzieUOy. Na podstawie padwaedumapgshnmuaj
l4degradacij i b i 5 globulin, metoda ta pozwal
15mi eséi ncy

16 W 1995 roku Matsuoka i wWs p. opi sal. wy n
17moni t orowani u za pomocN e leaitne hendglobily ¢ wy c h

18wS1 adach kr wi rozpuszczonych w syerowadzéno zj ol o
19 r zez 10 dni w 24 godzinnych odstnpach. w
20W temperaturze B5AC efektu utwamenWtempéraurzeh e mo g |
2Ipokoj owe | proces ten j est stosunkowo szybk
222 aobserwowano jego spowal nianie. Pl amy kr wi

23wy kazuj N s zyb s mgtomiasd pop 2 dgodzihbc® nie stwierdzomalszych
24pr zemi an. ZaletN tej metody bygdgo zuUycie tyl
2% rowadzehia badaE

26

27 3. Aktualny sadadaceb&dldaw@Eeku powstania Slad-w Kk

28 W XXI wi eku postnp technologiczny spowod
2% ardzi e] nowoczesnych technik eksperyment a
30spektroskopowych oraz mikroskopowych . W ni

5 Kind S.S., PatersonD., Owen G . W.Estimafion of the age of dried blood stains by a spectrophotometric
me t h Bodedsjc Science, 1972, 1(1),-34.

5Kind S., Watson M., fAThe estimation of blond stain a
e x t r dorénsiadScience, 1973,2, 32332.

"Dobosz T. , ®orgo$lidasike wWi.ekuA Sl adu kr wi met odN spe
ab s or p cRroblemyKominalistyki, 1980, 14748, 627 632.

8Raj amannar K., iDet er mitma tniso nu sd fn gt HemmAuiqheo ed fe cBIr @o@dh o r €
Science, 1977, 22 15854.

*Mat suoka T., Taguchi T., Okuda J., #fAEstimation of Dbl

useofoxygere |l ectrode and t ot al Pharmaoeuical Bulietim X995, 1B,is.ddB13g i cal &
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lkompil acje r-Unych metod i techni k badawczy
2technolg i i mobil nych i wykorzystaniem narzndzi
351 ad-w kr wi

43.1. Wysokosprawna Chromatografia Cieczowa (anddigh Perfomance Liquid
5 Chromatography HPLC)

6 W 1992 Inoue i wWs p. wykorzystuj Nc met
7ci eczowa zbadali Slady kr wi i stwierdzili ob
8w SwieUej krwi. Stwierdzili, Ue powierzchni
owiekiem plamy kewt®. Na podstawi e tej pr acyoceAynwdekuas ko o
1pl am krwi znajdujNcych sin na odzieUOy. W e
1%kt -rych nanoszono Kkrew. Materiag ten byg n
12z amkni At ym pomi eszczeniu o] stagej] temper
13chromatog af i cznym uj awniono nie tylko obecnoSi

14 - wni eU dodatkowe piki kt-re oznaczothe jako

153.2.Spektroskopia Elektronowego Rezonansu Paramagnetyczneqgo (Efertron

16 Paramagnetic Resonaei EPR)

17 W eksperymentach opisanych przez Sakur ai
18hemogl obiny w suchych Sladach kr wi j est reg
1%czNsteczce hemogl obiny. Proces ten RRBGWna gat
202005 roku badania przeprowadzone przez Fujita i wsp. z wykorzystaniem tej tgclonkiwo | i g y
2Ina ustalenie wieku Slad-w nawet do jednego
22p0r zechowywania pr:-bek. Ni estety czmiNamarfami m
23mo Ul i woSci ooceiyair glgwdSleadu do 30 dni. Niemniej
2dboardzo wysoka czugoSi tej techniki, bo dla w

25ni U0 10 mg wysuszonej kr wiz.czMa ad muagd iea?’i jadjs tb i tod

263.3.Spektroskopia w podczer wi lonrier Tmnstormanfrasetl or ma ¢

27 1 FTIR)

®I'noue H., Takabe F., |wasa M., Maeno Y., Seko Y., i,
performance |l iquid chromatographye2/7. Forensic Scienc
LAndraskoJiThe Esti mation of the Age of Bloodstains by HP
42,7

2sakur ai H. , Tsuchiya K., Fujita Y., Okuda K., fiDat
Spectroscopyo6, Naturwissenschaften, 1989, 76, 24.
BFujita Y., Tsuchiya K., Abe S., Takiguchi Y., Kubo S.,
by electron paramagnetic resonance spectroscopy: -lasng controlled experiment on the effects of
environment al fact or onal, 20050162¢383.i ¢ Sci ence I nternat:i
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1 W 2017 roku Lin [ ws p . opubl i kowal i
2spektroskopi.i w podczer wi eAutorzy badalt spacjalsid o r ma c
3spreparowane pr - bki materiagu biologicznego
4and900cm. Dzinki takiemu podej Sciu bygo moUl i we
5skgadzie pr - bk PwmigoNcagindzen ymagdkdkz a rovgikeorpii i z w |
6c hemometr i oraz analizN statystycznN pozwal
7dnit®,

83.4. Spektroskopia Ramanowska (aRR@aman Spectroscopy

9 Spektroskopia Ramananowska jest nieinwazy
lowidma bal anej pr -bki biologicznej. W zwiNzku z
11st nUani e hemoglobiny i jej pochodnyc!h w pl am
12 W 2016 Doty i WS p . o p wiplriekzcewmd loiwa po a oviy n w
13z zastosowaniens pe ktr oskopi i Ramanowski ej pogNczone

14k or e | a c 2P coivelafjon spectroscopy2D So§ or az anali zN danych
15t rakcie analizy metpoodzNwodd égymk meSt gozaNwi ek u
l6(powst adiy\egnu w ygodni a. Co waUne dokgadmoSi u
17godzin'®,

183.5. MikroskopiaSi g At o mo Atgmiclirorde Microscopy AFM)

19 Technika mikroskopii sig atomowych umoUl i
20pbowi nkszeniu [ w trzech wymiarach oraz wiz
2ZInanometrowej . W tej metodzie wykorzystuje ¢
22skanj Nc badanN powierzchnin pozwala na ocenfi n
23Pr zeprowadzone eksperymenty wykazagy, Ue 1,5
24czerwonych spada prawiek8r ot ni e . Przy jJjednoczesnnpyoh br aku

25« r winek w trakcie 31 dniowego badacE. Badaczc¢
26pr zydatne w okreSleniu czasu powstania Sl ad
27 nwazyjnoSi oraz fakt, Ue jednN ple bokdic hnyd (kmai

Y“YLin H., Zhang Y., Wang Q., Li B., Huang P., and Wang
the simulated indoor and outdoor crime scene conditions by-RTTRI R s pectroscopyao, Sci e
2017, 7, e13254.

BLlin H., Zhang Y., Wang Q., Li B. , Huang P., and Wang
the simulated indoor and outdoor crime scene conditions by-ARTTRI R s pectroscopyao, Sci e
2017, 7, e13254.

16 McCutcheon, J. N.(2010). Foreri ¢ Di scri mi nati on, Age AEsti mation, &
Detection of Bl ood On Textile Substrates Using | nf
dissertation). Retrieved from https://scholarcommons.sc.edu/etd/374.

17 AsghariKhiavi M. , Mechl er AL, Bambery K.R., Mc Naughton D.
spectroscopic investigation into the effects of fi x:
Journal of Raman Spectroscopy. 2009. 40. 16684.

Doty K.C,McLaugh i n G., Lednev 1| .K A ARaman ¢spectroscopic

first week aAhalydcal and Bipanab/tical CfmﬁwistrgbOS (2016) 3994001.
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st andardowe tych pomiar - - w, rzndu 60% zmier z
2wi arygodnoSi ®wyni k-w bada

33.6.Kolorymetryczne technologie mobilne

4 W roku 2013 Thanakiatkr ai i wps. opubl i ko
Sjakie tonar zysz N wynaczynionej Kr wi . Procesom de.
6r - wnieU zmiany | ej kol oru z czerwonego na <cCi
7szeregu czynnik-w wewnntrznych i zewnntrzny
8t e zogkagygywtane do o0szacowan. iWaekspertymentach p o ws t
9analizowano zmiennoSi osobniczN dawc- w, t e my
llobecnoSci antykoagulant-w oraz podgoUa na Kkt
1lzmiary kol or u moUna zaobser wowal gogym oki em,
12wy kr ywana r - wni eU w o joej cyfrowym obrazie.
1konwertuje Swi atjgo odbite pr z ezertvany zitlane pr z ¢
14i niebieski( RGB) . W eksperymencie wykorzystano cyl
15plamy krwi oraz wp § y aparatu fotograficznego, zmian osobniczych, temperatury,

16wi | gotnoSci, ekspozycji na Swiatgdo, obecnoSc

17si n plampon@aane rozwi Nzanie wymaga tyl ko cy
188 N gatwo dosthipne w kaUdy# | aboratorium krynm

19 Prace te s Nwlkeunkulyamrudbzaiasmje dokgJadni ef. cyfro
200pracowana zostag@gay,apHKti -kracj d o mrae csymaorwafgoan u s
2k r wawej , uwzgl fndniajNc przy tymtempeniaajuNaea
22wi | gotdhgpuSdJelSispozycji na Swiatgo. Przeprowadz
2%z astosowanie cyfrowejm amalitipeaowezgnbién obByfge
24k 0s zty oraz gat wo Si w zastosowani u mo Ue z
25laboratoryjnej

263.7.Analizakwasu rybonukleinowegBNA

27 Pomi ar degradacj i kwas:-w rybonukl einowyc
28propz ycj N do oceny wieku plam krwawych tym ba
2%procesom degradacj i ni U kwas dezoksyrybonukl

3,eksperyment -w wytypowano dwa rodzaje RNA co
3lwiekiemgd amy kr wi a degradacj N RNA w c-akgm) e (st
32W badaniach prowadzonych przez Bauer [ ws p.

19 Strasser SZink A., Kada G, HinterdorferP., Peschel O.Heckl W.M., Nerlich A.G, Thalhammer S fi Ag e
determinatb n o f bl ood spots in f or en &drensic Baehde dniemationddy f or c

2007, 170(1). 8l4.

20 Thanakiatkrai B Yaodam A, Kitpipit T. A Age esti mation of bloodstains us|
anal ysi so, Forensic Sci3)e288& I nternational. 2013, 23:
21 Shin J, ChoiS.,Yang 3S, Song J.,Choi }S.,Jung Hl | . 1A S ma r hone:FColorimetrie analysiB of a

bl oodstain for age estimation using a smarieg2shoneo,
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1Real Timei PCR st wi erdzono, Ue analiza zdegradowar
2w S| apdzechowywanych nawet przez 152%fatZ kolei badania prowadzone przez
3Andersona i wsp. z wykorzystaniem multipleksowego Realme pozwal agy na
4mi arodajnych danych do p- &% NawsunkplFigmed)ar z e n i
5zestawiono techhi i di agnostyczne stosowane do okr eS|
6ni edokgadnoSci szacowania czasu dl a czterec
7atomowych (AFM), spektroskopia elektronowego rezonansu paramagnetycznego (EPR),
8analiza kwasu ybonuk!| ei nowego (RNA) oraz spektroskec
9Fouriera (FTIR).
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12 4. Wnioski

13 Pomi mo rosnNcej liczby publikacji opisujN

4powstania Slad-w krwi, Uadna z prezentowany

150 r akt yki w | ab oRraezoerntaoccvha nseN dnoewtyocchy. r§ dJ$d iNN,s i |

16r - Uny jest r-wnieU poziom ich inwazyjnoSci o
2Bauer M., EPvaatlzuealtti od. ,ofdA mMRNA markers for the identi:
Forensic 8iences, 2002, 47, 1271282.

2Anderson S.E., Hobbs G.R., Bishop C.P., AMubtivari a
Journal of Forensic Sciences, 2011, 56,-188.

“Anderson S., Howard B., Hobbs G.R., Bishop C.P., #AA 1

Sci. Int. 148 (2005) 3A5.
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it rakcie analizy. Por-wnuj Nc wyUejkabdpgasazme
2prezentowanych metod | est ni ezawodnmglentay | ko v

rosnN wraz ze starzeniem Sladu krwi. Warto p
dwar unkach | aboratoryjnych uzyskal.@ l i ni owN
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WHAT CRI MI NA-TASTI CAL PRREEDNE SHOULD APF
DURI NG CTOHNF RONTATI ON?

Martin Laca, JUDr., PhDr. PhD. 1

Academy of the Police force, Bratislava, Slovak republic

Abstract

In a scientific study, the author points out the possibilities of using tactical procedures from the
point of view of criminalistics tactics during the performance of confrontation. The correct
application of tactical procedures affects the overall outcoméhe confrontation. The
scientific study is one of the outputs of the researchA@ekfrontatiorin Forensic Theory and

P r a c,tthie pr@ett of which is conducted the Academy of the Police Force in Bratislava
under the number of 247.

Keywords
Corfrontation, investigation, tactic of confrontation,

I ntroduction

The tactic of confrontation can be described as #lamrened unit containing legal and
forensic aspects, which represent one of the most important and also the most difficult tasks for
the confrontator. Therefore, it is important that the entity performing the confrontation has
practical and theoretical experience, which will be able to use in the application of selected
tactical procedures. Before confronting, it is important that peoplaotioneet before the
confrontation and are placed in separate rooms or offices. People can be invited to the room
where the confrontation will take place either at once or individudllis important that they
meet only in the room where they will bdlirenced by the governing body. This will prevent
possible conventions, influencing or intimidation between the confronted persons. The course
of the confrontation itself can be systematically divided into the following three stages:

1 Introductory stage.
1 The stage of asking questions of the confrontation manager.
i Stage of asking each other questions.

Introductory stage
In the initial stage, the entity performing the confrontation:

1 Explain to the persons the reason for the confrontation.
1 Verify theiridentity.
1 Instruct persons according to their procedural status (withess, accused).

IMartin Laca, assistant proffesor, JUDr., PhDr, PhD. Criminalistics and Forensic Science Department of Academy
of thePolice force in Bratislava, martin.laca2@minv.sk.
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1 Teach them about their responsibilities.

1 If an audio or video recording is used during the confrontation, it will also inform them
of these circumstances.

1 Informs the persoabout the course of the confrontation, ie performs the instruction.

The briefing should consist mainly in the fact that the managing body will instruct the
confronted persons that they may ask each other questions only with the consent of the
interrogate, and only at the end of the confrontation. It is also necessary to instruct them to
refrain from actions that would disrupt the confrontation, in particular insults or possible
physical assault.

At the same time, persons must be aware that the entirgecoithe confrontation is
managed in detail by the managing entity (investigator or police officer authorized to conduct
an abbreviated investigation) and all participants act explicitly only on his instructions. As well
as direct participants (confrowotgersons), it is necessary to instruct the circle of authorized
persons or auxiliary persons.g. legal representatives, a legal representative (if one of the
confronted persons is entrusted to the care of another person), an interpreter, or othgr perso
if they are present at the act. The aim is to ensure that the course of the confrontation is not
disrupted and that there are no longer any questions arising from the misunderstanding of the
course, or of poorly implemented or even absent instrucfibrthe same time, it must be
explained to them that it is essential that they look them in the eye when answering questions.
At the end of the briefing, it is necessary to find out whether the briefing was understood and,
if necessary, to explain the issu¢hat arise. If audiovisual technology is used in the
performance of confrontation, it is necessary to acquaint the confronted persons with this fact.
Good instruction can significantly reduce possible disturbances during the performance of the
confrontaton, and thus there is no weakening of mental tension, which is one of the important
elements of acting on a person who testified untruely in a previous statement.

The stage of asking questions governing the confrontation

At the beginning of this stagthe approach to finding out the mutual relations between
the confronted persons is approached. The nature of the possible relationship is ascertained by
asking questions on the following facts:

Whether the confronted people know each other.

When, where athon what occasion they met.

What they were like and what their mutual relations are like.

Whether or not they are related.

Whether or not they are in a superior, inferior, or interdependent relationship.
Whether they will touch or forge when performing ttonfrontation.

= =4 -4 -8 A 9

Once the relationship has been established, the questions will be asked, where the first
qguestion will be asked to a person whose previous statement or answer to the question asked
has been evaluated in the past as true or more crediblerder to fulfill the goal of
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confrontation, the confronted person cannot rely on his previous statement, but must answer the
guestion posed face to face. The questions for both confrontators are related to the clarification
of the same controversial acinmstance (contradiction), on which both participants comment,
and only after its elimination or neglimination (if both participants persisted in their original
arguments), further contradiction is proceed@uite often, confronted persons only repeairth
original answers from previous interrogations.

Stage of asking each other questions

After asking the management questions, the people will be allowed to ask questions to
each other. The listener first finds out whether the people will want to asktsaclguestions.
If only one participant is interested, he / she will be allowed to ask his / her questions if they
are not evaluated by the interrogator as capricious or suggestive and are related to the
discrepancies to be resolved.

In the event thathie question asked is evaluated by the hearing officer as capricious or
suggestive, the inquirer will be asked to reformulate the question into another form.

In the event that both participants in the confrontation are interested in asking questions,
the interrogator will determine the orderit is tactical to prioritize first when asking the
participant whose statement is evaluated as true or truer over the other participant. If it is clear
that both participants will want to ask each other questionshioh case it is appropriate to
make an introductory briefing for all present before the actual implementation of this stage. The
guestion may also be asked by his legal representative on behalf of his client. An early
termination of a confrontation mayebrequested by a person who testifies falsely if he / she
declares that he / she will make a true confession of a criminalistics relevant event. Another
case may occur for persons between whom there is a family bond or a close relationship and
the person Wo testified truthfully begins to change his or her statement. If the confrontation
observes these changes, it is more sensible to end the confrontation prematurely than to continue
it. If a person's original statement changes, it is necessary to rersowdtthan explanation of
why he or she previously testified otherwise.

After the stage of asking questions about individual discrepancies, which could not be
resolved, it is possible to invite persons to comment on these discrepancies and the degree of
their clarification, or to the reasons why they were not clarified. The appropriate time to end
the confrontation is likely to be a situation where the planned questions have been exhausted,
it is not necessary to ask additional questions to clarify tienséamts, and other participants in
the confrontation, or the prosecutor or defense counsel, do not have other questions if they are
present during the confrontation. At the very end of the confrontation, after the minutes have
been signed by its individuplarticipants, it is necessary to tactically ensure the safety of the
departure of its participants. The accused, or the confronted person, who could be expected to
attack the other direct participant, will stay in the room longer and the potentiallygenedn
participant will be released earlier. In this way, it is possible to prevent a possible attack on the
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confronted person by the other confronted person immediately after the act, in a time of
persistent strong emotions.

Tactical procedures of confrortation

Traditionally, the question of possible tactics in confronting has been underestimated.
Despite the fact that the performance of confrontation is relatively rigidly performed in the
traditional way, the essence of which lies primarily in askingcsic questions and their
protocol record, there are relatively rarely in criminalspcactice and attempts to introduce
some appropriate tactics to increase the effectiveness of confrontation. The following are
currently among the most important taetiprocedures:

1 Analysis of the answers of confronted persons.
1 Use of the confession of the confessing accused.
1 Submission of evidence.

Analysis of the answers of confronted persons

During the whole performance of the confrontation, it is necessary tgzanabt only
the truthfulness of the individual answers of the confronted participants to specific questions,
but also the psychologic#ctical aspects of the course of the confrontation. E.g. the mental
state of a truthfully telling person who, undee thressure of confrontation, may be prone to
change the statement in an undesirable direction. It is also necessary to analyze whether, during
the answer to the question asked, the confronted person does not contradict himself or herself,
whether his answe are logical and complete.

Use of the testimony of the confessing accused

If the act is committed by a group of perpetrators and only one of them confesses to the
commission, his statement is credible and is verified by other facts, it is expedieatHis us
statement in confrontation with other fellow defendants who do not confess. This is especially
effective if the most active member of the group. tbg organizer) can be recognized. His
confession during a confrontation usually has a strong infeiendhe other participant in the
confrontation, which can lead to his confession.

Presenting evidence in confrontation

During the confrontation, the interrogator may submit evidence confirming the
statement of the truthfully telling participant in the frontation. The evidence must relate to
the contradictions which are the subject of the confrontation and must be known to the truthful
person so that he can confirm them by his statement.
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Evaluation of the course and results of the confrontation

The evaluation of the course and results of the confrontation is a demanding thought
process influenced by the personal and professional abilities of the managing entity and the
situational circumstances in which the investigation process takes place. Tiegienadf the
confrontation is performed by the managing entity on two levels:

1 Continuous evaluation of the confrontation during its course.
1 Overall evaluation of the confrontation after its end.
1 Ongoing evaluation of confrontation during its course

The omoing assessment of confrontation is closely linked to the analysis of the
responses of the confronted persons and to the analysis of thvenbah communication of
these persons. A good analysis of these two areas provides enough information to edjust th
confrontation tactics as well as capture significant signs of a possible attempt to thwart the
confrontation. The managing entity perceives the initial reactions to the questions asked, notices
possible evasive reactiong one of the persons is nothNimg to look into the eyes of the other
person in his answers, he observes possible attempts to communicate between persons, etc. At
the same time, the managing entity constantly evaluates the answers of the confronted persons
to the questions asked. halyzes whether the confronted persons do not avoid a certain answetr,
whether their answers have succeeded in contradicting them, whether the contradictions have
been resolved, whether the statement of a person has changed, and finds out the reason for thi
change.

Overall evaluation of the confrontation after its end

At this level, the managing entity comprehensively evaluates the overall course of the
confrontation and its outcome. Again, without time constraints, it analyzes the overall behavior
of theconfronted persons, the causes of possible disturbances, the answers and responses to the
confronted persons' questions, the behavior of other participants present during the
confrontation, and whether or not to resolve disputes arising from previousddoni The
realization of the confrontation may or may not have changed the evidentiary situation, but
there was defiely a change in the ba€ criminalisticsrelevant information. For this reason,
it Is necessary to carry out a thorough analystt@idata obtained during the confrontation.

The evaluation is performed on:

1 Facts already documented.
1 Previous interrogation of confronted persons.
1 Necessity to perform new actions, resp. complementary or repeated.

Evaluation of confrontation to already documented facts

In particular, the relationship between the results of the confrontation and the results of
the evidence taken so far, e.g. to the inspection of the crime scene, to the verification of the
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statement on the spot, to the results of expenn@ations, to the results of the inspection, to
the content of other statements (not previous statements of confronted persons).

Evaluation of confrontation in relation to previous interrogations of confronted persons

The Managing Authority analyzes thegiee of elimination of the contradictions due to
which the confrontation took place. Generally, the following situations can occur:

1 The person who lied in the previous interrogation has changed his statement and this
new statement is in line with the faét&ind so far.

1 A person who testified in good faith in a previous statement, but some of their answers
were not in accordance with objectively established facts, recalled the seemingly
forgotten facts, and the statement was changedhandigcrepancies meoved.

1 The two deceitful people united their false statements.

1 One or both of the confrontated persons (eg. twaamsed persons) refused to take an
active part in the confrontation.

If there has been a change in the statement of any confronted pbesoause of the
change in this statement is always evaluated. If the goal of the confrontation has been fulfilled
and the statement has changed in the desired directidime ieontradictions due to which the
confrontation was carried out have been remdpweis no longer necessary to perform other
acts in connection with it.

Evaluation of the confrontation on the need to perform new acts, resp. complementary or
repeated

If the confrontation did not fulfill the set goal, ot all contradictions wereiglinated,
it is necessary to consider the need for the implementation of additional means of evidence, or
to consider the application of other criminalistimethods. These may be repeated
interrogations, repeated inspections and other acts resultingifecspecific nature of the event
being clarified. There may be a reassessment of delinquent versions (usually in the form of
investigative versions) and the delineation of new versions.

The investigator or authorized officer should also pay attentioretortdibility of the
content of the information obtained, as well as to the manner of confrontation under the
conditions stipulated by law. If a video recording was made during the confrontation, the
managing entity has the possibility of a more thoroughlysis of the behavior of the
confronted persons. It can assess whether there was a negative effect of one confronted person
on another confronted person, which he did not even notice during the confrontation. It can
analyze whether there has been a negatterference in the answers of any of the confronted
persons by its legal representative (agreed signals), which indeed cannot be often noticed in the
management activities within the confrontation. Confrontation quite often does not fulfill the
originally set goal, sometimes it can even significantly complicate the course of further
investigation. E.g. the originally confessing person of thaamsed may, in confrontation with
another ceaccused who denies his criminal activity, change his stateaneintlaim that the
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original statement was forced from him under the threat of physical coercion or psychological
coercion.

Based on the result of the confrontation, the results of other procedural acts or securing
acts in a complex comparison are atswlyzed. The relationship between the information
obtained and the evidentiary situation in relation to the need to supplement the investigation
with further actions is evaluated. It may be necessary to perform:

1 New process tasks e.g. the occurrence afiew facts during the confrontation
determined the affiliation of new objects and it will be necessary to perform a new expert
examination, the need to conduct new interrogations with persons who have not yet been
heard, the need to carry out reconstructein.

1 Repeat or supplement already implemented procedural tagkg. the need to
supplement the report, to repeat the expert examination, as a change in the original
conditions was found, which the expert did not originally know, to repeat the
interrogdions of already heard persons, etc.

A confrontation carried out as a procedural act may significantly affect the further
course of the investigation. It can eliminate the identified inconsistencies and thus facilitate
further decisiormaking in the procade and in the main proceedings. Likewise, the discovery
of new facts may also have a positive effect on other participants in the investigation.

Based on the presented knowledge, we present you partial outputthBascientific
resear Cdnfrontaos iw Cifimi nal i st i ¢ T ltenductsd atahe Académya c t i C
of the Police Force in Bratislava under the

Question: What method of preparation for confrontation do you choose in ordinary
confrontational practice, in most cases?

| study all available materials and analyze them

Always Very often Often Sometimes Never
SI2till 2 years 13 80 0 7 0
Sl 2-6 years 12 18 70 0 0
SI 6-10 years 10 65 25 0 0
Sl over 10 2 77 1 20 0

years

2SI7 Short investigation In the conditions of the Slovak Republic, an abbreviated investigation is understood as
an investigation where the upper limit of the penalty rate does not exceed three years.
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Always Very often Often Sometimes Never

Completelly 9,25 % 60 % 24 % 6,75 % 0%
Sl in Slovak

republic

13till 2 years 11 50 6 15 18
| 2-6 years 8 92 0 0 0
| 6-10years 0 100 0 0 0
| nad 10 0 95 4 0 1
years

Completelly 4,75 % 84,25 % 2,5% 3,75 % 4,75 %
I in Slovak

republic

Completelly 7% 72,13 % 13,30 % 5,25 % 2,10 %
Slandl in

Slovak

republic

By applying the theoretical basis in the process of preparation for the performance of
confrontation, it serves as a basic prerequisite for achieving the goal of confrontation. Most of
all respondents in the field of abbreviaiadestigation in the Slovak Republic very often, up
to 60% study all the necessary materials and analyze them, often, 24%, always, 9.25%,
sometimes, 6.75%, never , 0%.

A similar opinion is held by 84.25% of investigators in the Slovak Republic, who also
very often study all the necessary materials and analyze them, always and never, in 4.75%,
sometimes in 3.75%, often, 2.5% .

Overall, from the answers of the abbreviated investigation and the investigation in the
Slovak Republic, very often the respondesttaly all the necessary materials and analyze them
in 72.13%, always, in 7%, often, 13.3%, sometimes, 5,2&Xer, 2.10%.

3 17 investigation- In the conditions of the Slovak Republic, an investigation is understood as an investigation
where the upper limit of the penalty rate exceeds three years.
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In this context, when presenting the results, it should be borne in mind that, very often,
sometimes it does not mean that abridgecstigators and investigators always study and
analyze the materials.

| will prepare a detailed plan of confrontation

Often Very often Often Sometimes Never
Sl till 2 years 13 15 11 60 1
S| 2-6 years 20 7 58 15 0
S| 6-10 years 0 0 80 10 10
Sl over 10 23 8 17 45 7
years
Completelly in 14 % 7,5 % 41,5 % 32,5% 4.5 %
Slovak
republic
I till 2 years 22 33 40 5 0
| 2-6 years 80 20 0 0 0
| 6-10 years 100 0 0 0 0
| over 10 years 65 0 35 0 0
Completelly 66,75 % 13,25 % 18,75 % 1,25 % 0%
[in Slovak
republic
Completelly SI 40,37 % 10,37 % 30,12 % 16,90 % 2,25 %
and | in Slovak
republic

In the area of abbreviated investigation in the Slovak Republic, members often prepare
a detailed confrontation plan, 41.5%. The following is tfexcentage statement of the
respondents that they will prepare a detailed plan for the implementation of the confrontation
sometimes, 32.5%, always, 149&ry often, 7.5%, never, 4.5%.

Overall, investigators in the conditions of the Slovak Republic willbgs prepare a
detailed plan of confrontation in 66.75%, which is a significantly better result of the answers
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compared to the same results of the answer in the field of abbreviated investigation. Further
responses to the investigation and its preparatiandetailed plan are as follows. A detailed
plan of confrontation is prepared by investigators often, 18.75%, very often5%4,3.2

sometimes, 1.25% and nevep.

Overall, a detailed investigation plan is always prepared by 40.37% of respondents,
often, 3.12% of respondents, sometimes, 16.90% of respondents, very often, 10.37% of
respondents and never, 2.25% of respondents.

Question: Would you welcome the opportunity to take a course on confrontation

tactics?

Sl till 2 years

S| 2-6 years

SI1 610 years

Sl over 10 years
Completelly SI in Slovak
republic

| till 2 years

| 2-6 years

| 6-10 years

| over 10 years
Completelly lin  Slovak

republic

Completelly SI d in Slovak
republic

| don't feel the

need

35
48
81

41 %

13
95
98
99

76,25 %

58,63 %

100
53
51
19

55,75 %

80

43,5 %

38,75 %

| would welcome
such apossibility

| feel the need to
complete the

course
0

12
1
0

3,25 %

2%

2,62 %

Following on from the previous question, 55.75% of respondents included in the field
of abbreviated investigations in the Slovak Republic would welcome the opportunity to take a
course focused on confrontation tactics. Respondents in 41% of cases dd tit feeed to
complete a course focused on confrontation tactics and 3.25% of the respondents feel the need
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to complete a course focused on confrontation tactics. Aresiteg insight spectrum is in Sl
2-6 years, who in 35% do not feel the need to ceteph course focused dhe tactics of
confrontation.

76.25% of investigators in the Slovak Republic do not feel the need to take a course on
confrontation tactics, 43.5% of respondents would welcome the opportunity to take a course on
confrontation tactis and 2% of respondents feel the need to take a course on tatidron
tactics

The overall evaluation of the answers of the respondents included in the field of
abbreviated investigation and investigation is as follows:

1 58.63% do not feel the need togolete a course focused on confrontation tactics,
1 38.75% of respondents would welcome a course on confrontation tactics.
1 2.62% feel the need to complete a course focused on confrontation tactics.
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Abstract

This is a relatively new and rapidly developing field, and therefore definitions have not been
harmonizedetween countries. The article discusses theoretical aspects of digital forensics based on
the scientific literature and the law. It examines the concept of evidence in criminal proceedings and
attempts to define the concept of digital evidence and findlétce in today's criminal proceedings.

By defining the nature of digital forensics and its place in the forensic science system, the authors
seek to generate a conversation in the field.

Keywords
digital evidence, digital forensics, criminal proceddioeensics

Introduction

The digital world is increasingly intertwined with our daily lives. People in Estonia are
accustomed to usingservices provided by the state, online banking services provided by banks, e
shops to buy goods, social media, Skypetber technology to communicate. We are at the dawn of
a new era where the ability of people and technology to work together will be crucial. The Fourth
Industrial Revolution and the digital and information age have shaped an environment that calls for
anew paradigm. The new era has brought major new challenges, but also new opportunities and new
tools.
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As crime tends to follow the soegconomic changes, digital tools and channels are also being
used to commit crime, with the number of crimes involving against computers and computer
systems on the rise

While overallcrime in Estonia decreased by 5% in 2020, cyber crime increased by 12%, with
high-potential computer crime (attacking servers, data encryption, disrupting web traffic) accounting
for 3% The most common types of computer crime are computer scams (fraudulent calls (16%),
email and social media account hijacking (20%0)).

The development of information and communication technologies has led to changes in
people's habits and attitudes. Witthcriminal trends and the way criminal organisations operate are
changing. Criminals make skilful use of the security vulnerabilities of computer systems, the
anonymity of the internet, the availability of data and information, people's lack of awarérsks
and their overconfidence. According to a 2017 survey, around 90% of people agédihlBstonia
use the internet every dayghowing that people are increasingly connected to the internet in their
daily lives. In addition, both public administi@s and businesses are dependent on digital solutions
for their dayto-day activities

As the digital age has inevitably led to an increase in the number of crimes committed in
cyberspace, an effective fight against such crimes requires a change ditynentae country and
effective targeted action. Various types of data theft and leakage, ransomware and fraud related to
online payments have become everyday problems. Citizens, businesses and public authorities need
to be aware of the threats posediiprmation and Communication Technologies (ICT) and to be
willing and able to protect themselves against th€hs includes a strong development of police
capacity to detect and investigate cybercrimes and to use digital evidence in their work. kivgstiga
cybercrime requires highly specialised expertise, and the state must therefore ensure that it has the
necessary skills, tools and human resoui@egen the rapid development of the sector, it is necessary
to cooperate fully with partners in the prigaand public sectors and universities to enhance the
competence of experts. In addition, cybercrime has a-barsker nature, which is why international
cooperation, at political, legislative and operational level, is also essential.

The aim of the artie is to address the concept of evidence in criminal proceedings and to try
to formulate theoncepbf digital evidence, to understand the nature of digital forensics and its place
in the forensic science system. A brief overview of the literature irighisis also provided.

This article tries to develop the discussion on: a) whether digital evidence is an independent
type of evidence alongside physical and personal evidence; b) wHigiterforensics is a separate
subsystem of forensic scienceespalisation or is it a field of forensic technig@es

1 European Police Office, 2016.Internet Organised Crime Threat AssessmentOCTA) 2016.
https://www.europol.europa.eu/sites/default/files/documents/europol_iocta_web_2016.pdf

2 Kuritegevus Eestis 202@wvailable https://www.kriminaalpoliitika.ee/kuritegevus2020/kuberkuritebd/04.2021

3 Eesti statistika. https://www.stat/eduudised/2017/10/26/noorédseadmetga-internetimaailmas 15.04.2021
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The novelty of the article lies in the fact that although the terms digital forensics and digital
evidence are used in today's Estonian legal space, there is no broader discussion on the subject. The
concept and the field is still in its infancy. Although thaft reform of criminal procedure submitted
to the Riigikogu talks a lot about the digitalisation of proceedings, in the section on evidence there is
only a hint that digital evidence is also catesied as documentary evidence.

There have been a few research studies conducted in Estonia, the most recent of which are the
Master's thesis written by M. Lubikg iatta d@ lhee tUe i
kasut ami s §Speeiallssses s the lse ddigital Evidence transl.], in which the author
focused on the assessment of the need for special regulation of digital evidence, and the doctoral
thesis written by AM.Osula at the University of Tartu in 2017 entitled "Remote search and seizure
of extraterritoral data", which examined the legal problems of collecting digital evidence from a
foreign country through remote search.

Evidence in criminal proceedings

Estonian criminal procedure has adopted the best legal models of continental Europe and
common law. Jdicial proceedings are conducted according to the principles of adversarial
proceedings. Pr&ial proceedings are predominantly of an inquisitorial nature, although elements of
adversarial proceedings are constantly being addedingaisitorialnatureof pretrial proceedings
can be explained by the fact that the collection and preliminary assessment of evidence takes place in
the course of the piteial proceedings, and that, as a rule, no new evidence is collected in the course
of the trial and existig evidence is examined and assessed instead.

In the continental system, the admissibility, weight and culpability of evidence are decided by
a judge, unlike in common law, where the weight and culpability of evidence is decided by a jury ,
with the admisibility of evidence in common law being decided in a separate hearing (trial within
trial, also known as voir dire).Thus, when transposing principles from other jurisdictions, it is
necessary to take into account the specificities of the legal systeadimgivhether evidence is to
be assessed by a highly qualified lawyer, i.e. a judge, or by a panel of unqualified jurors.

There is no legal definition of evidence in the Estonian Code of Criminal Procedure (hereafter
KrMS). Section 63 of the Criminal Procedure Code lists only the forms of evidence admissible in
criminal proceedings. Unt i | oce2llredgdve a l&gal4ieinitiorfof t h e
evidence, which included any factual information relating to a criminal offémtee wording of the
new A 63 (1) of the Criminal Procedure Code,
deemed unnecessarydiscuss in the text of the Act about the content of the evidence (its connection
with the crime), and only the forms of evidence admissible in criminal proceedings have been listed.
On 14.04.2021, the Riigikogu had the first reading of the draft law EAvBich, among other
things, provides for amending A 63(1) of the
"Evidence in criminal proceedings is a statement, evidence or documentary evidafitbed. view
to the general system, personal exickehas been grouped under the general term ‘testimony' and the
concept of documentary evidence is to be introduced. According to the draft, documentary evidence
is any written,photographic recording or other record of information, including a procedural
document, which contains facts relevant to the resolution of the case and which is in a reproducible
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form.* At the time of writing, this has not yet been done, as the Court and the Ministry of Justice
disagree on what the future regulation of the Crim@mde should be.

At the same time, Section 63(2) of the Criminal Procedure Code provides that evidence not
listed in Section 63(1) of the Criminal Procedure Code may also be used to prove the facts of criminal
proceedings, except in the case of evidertained by way of a criminal offence or violation of a
fundamental right.

Looking at the above list, the question arises as to where to place the digital evidence as a
specific type of evidencandalso in which cases a digital evidence may have beemebtédy
infringing fundamental rights?

However, case law continues to consider it important to distinguish between the form and
content ofevidence® And on the other hand, it is consistently useful in judicial practice to distinguish
the source of the @lence- the person or thing from whom or on the basis of which the evidence is
formed- from the form oftheevidence. The need to distinguish between the form and the source of
evidence was emphasised more t hanooblawatthea s a ¢
University of Tartif

From a forensic point of view, the evidence can be considered starting from a trace. The
multiplicity of characteristicend forms of interaction between living and inanimate natural objects
gives rise to the diversitof crime traces.

A common feature of crime traces is their causal link with the crime event and the actions of
the participants. This allows crime traces to be considered as potential sources of information. This
information acquires a real procedurataning when these traces are discovered, seized, examined
and evaluated by means of investigations and expert examinations carried out in accordance with the
requirements of the law

Evidence is usually classified by its source as material or personal, by the expression of
certainty that a crime was committed as direct or circumstantial, by the quality of the information
contained in the evidence as original or inferred. The contéhné @vidence is the information which
confirms or disproves the existence of the fact to be provedtriBrgoroceedings involve the
gathering and preliminary examination of evidence, and the assessment of the relevance of the
evidence, i.e. its relevaacadmissibility, reliability and final value. The assessment of the final value
of evidence must be based on whether the evidence has been directly examined in court. Evidence

4 https://www.riigikogu.ee/tegevus/eelnoud/eelnou/d1029Befa4b1d8852bab30d7e25f3/Kriminaalmenetluse
%?20seadustiku%20muutmise%20ja%?20sellega%?20seonduvalt%20teiste%20se2biuste®hise %20seadus%20(
kriminaalmenetluse%20seadustiku%20revisjon) (Used 23.04.2021)

5 Kergandberg, E., Sillaots,M. Kriminaalmenetlus.Tallinn:Publisher Juura.2006 p.168

6§ P¢ssa, 0. Ekspertiisi ma&a&ramine ja tegemine. Tartu, 19

T sted®B3ddZOdzdMisd S O: EuyjBdedS Hdzw MiskHj dzlstse o Ej tschL H. ,f S[Hts ik
ST RURGL ¢: 1 0OCtsdz d40F&O0ets, 2008, M
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that is inconsistent with the investigative version may not be ignored, gmneg for the assessment
of the evidence must be in writing, and a previous judgment on the evidence is not binding.

Digital evidence incriminal proceedings

The Code of Criminal Procedure does not contain a definition of digital evidence. Nor is the
term "digital evidence" found in the normatiwactionary of Estonian spelling. Approaching the
concept of digital evidence from an etymological point of view, the adjective digital refers to the
presence of an object in numerical form, and in the contexi®fmork it is used as an antonym of
the prefix analogue (continuo@gjhe concept of evidence in criminal proceedings was discussed in
the previous sulshapter and it was clear from this that the Code of Criminal Procedure does not
provide a single defition of evidence, but a list of forms of evidence. This further complicates the
definition of digital evidence.

Before analysing the content of tlseientific literature, it should be noted that the term
"electronic evidence" is also commonly used as amsym for "digital evidence". The term 'digital
evidence' is predominantly used, e.Gasey, E., 2011Digital Evidence and Computer Crime.;
Damshenas, M., Dehghantanha, A. & Mahmoud, R., 2014. A Survey on Digital Forensics Trends.
International Journal ofCyberSecurity and Digital Forensicand, to a lesser extent, the term
"electronic evidence", for exampRBem, D., Feld, F., Huebner, E. & Bem, O., 2008. Computer
Forensics Past, Present, Futurgournal of Information Science aricechnology5(3), Newnan
(2009), Marcum, C. D., Higgins, G. E., Freiburger, T. L. & Ricketts, M. L., 2010. Policing possession
of child pornography online: investigating the training and resources dedicated to the investigation of
cyber crimeInternational Journal of Police $&nce & Managemenf,2(4). Thus, the term digital
evidence is not consistently and uniformly used in the English language literature either.

In Estonian legal literature, the term digimlidenceis predominantly used, for example
Tehver, J., 2016Digitaalsete pendite kasutamisesimaldaminé, to a degred.aurits, E., 2016.
Otsused andmekandjate kohta kriminaalmenetluses: proportsionaalslegra arvestamin®. The
legal scholars University of Tartu have noted that the terms electronic and eligitathce are used
synonymously and the concept of digital evidence is not defined in the Estonian Code of Criminal
Procedure. It is argued that digital evidence is a broader concept that does not only refer to documents
in electronic form!. As can be seefrom the above, although the term digital evidence is used in

8 Institute of  the Estonian Language, 2018.Ee st i iigekeel sus¥Mnar aam
https://www.eki.ee/dict/qs2®@/index.cgi?Q=digitaalne+t%C3%B5end&F=M&C03=1 (Used 10.04.2021)

% Tehver, J., 2016. Digitaal sete t»>endite kasut ar
www.just.ee/sites/www.just.eeffiles/digitaalsed_toendid_j. tehver.pdf (Used 12.04 2021).

10 Laurits, E.Otsusedandmekaadj e koht a kri minaal menet | us e sluridigar dopor t si
IV,2016, pg 271282.

I University of Tartu, 2013Anal ¢ ¢s i si kute p»hi»iguste tagamisest | a

http://www.kriminaalpoliitikaee/sites/krimipoliitika/files/elfinder/dokumendid/analuus_isikute pohioiguste_tagami
sest_ja_eeluurimise_kiirusest_kriminaalmenetluses.pdf (Used 12.04.2021).
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Estonian legal literature, these sources do not provide a definition adapted to the legal context of
Estonian criminal proceedings, instead reference is made to English sources

Although different authors have referred to digital evidence by different names, the term can
be summarised as worded by Ca3egferencingChisunt® as follows ADigital evidence is any data
stored or transmitted by a computer that confirms or disproves the theory ohbomfringement
occurred or confirms an essential element of the infringement, such as intent andralis, from
Casey's definition of digital evidence, there are three characteristics that must be present at the same
time for the evidence to fall wiih the definition of digital evidence: first, it is data; second, it is data
in digital form; and third, it confirms or disproves the fact of the crime.

Digital evidence is therefore information stored or transmitted in binary form that can be relied
on incourt. It can be found on, among other things, a computer hard disk, a mobile phone, a CD and
a flash memory card in a digital camera. Digital evidence usually relates to electronic crime or e
crime, such as child pornography or credit card fraud. Howehgital evidence is now being used
to prove all types of crime, not jusiceimes, for prosecution.

Understandably, it is the information contained in the evidence (i.e. the digital trace) that
gives the evidence its evidential value, and it wahktefore be reasonable to define the concept of
digital evidence through the content of the evidence. Combining the characteristics of Casey's
definition of digital evidence with the principles of the Code of Criminal Procedure, Priit Sepp, a
2018 Mastés student at the Internal Security Institute of the Estonian Academy of Security Sciences,
has proposed a definition of digital evidence
Politsetja piirivalveametis (Handling Digital Evidence in tRelice and Border Guard Board transl.)
digital evidence is any data in digital form that confirms or disproves the existence of an
evidentiary fact!*,

The relative infancy of the digital evidence topics also necessitate discussions on issues such
as

Is acomputer proof or not? Is tr@mputerthe instrument of the crime or the information
(programs, etc.) contained in the computer? Are the computer and the data in the computer to be
considered together or separately? Data cannot be altered or transwihitma a computer. An
empty computer obviously cannot be the instrument of the crime, but the computer with the software,
i.e. the data, can be. For example, somebody leaves an infected USB stick somewhere. Someone else
picks it up and connects it to thesomputer. On the memory stick, however, there is a software
program that records all keystrokes and sends them to the programmer. The computer users
themselves are unaware of this, and thus become victims of crime, because at some point, against
their will, valuables of some kind have been transferedmeone else has benefited. Here it is
difficult to see the computer as the tool for committing crime however, software is such a tool. All

2. Casey, E., 2011. Digital Evidence and Computer Crime p.7
13 Chisum, J. W., 1999. Crime reconsttion and evidence dynamics. Monterey, CA, s.n.

4 Sepp, P. 2018 Estonian Academy of Security Sciences, Internal Security Institute,
Masterbés Thesis ADigitaaglas eptie rti»ean dvietaemekt@iistfil,e npign e2 OPo | i
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the more so because the computer is the property of the usactime The USB memory stick was
the carrier of the necessary information and the computer helped to achieve the purpose.

The data itself is not yet computer evidence. It becomes evidence if the computer is seized in
accordance with the rules of proceelulhe relevant data has been extracted from it and has been
made perceptible by means of a special technique, in the same way as it has been extracted by a
procedural act.

If a trace is considered to be the source of the evidence, the specificity aff eNilence as
compared to physical evidence is the fact that a digital trace cannot be detected and examined directly,
using technical means, but only by means of a special converter (generally a computer).

Having arrived at the definition of digital el@énce, however, it should be noted that data in
digital form become evidence within the meaning of the Code of Criminal Procedure when they have
been rendered perceptible in the course of a procedural act and formalised into evidence within the
meaning othe Criminal Procedure Code, i.e. by means of observation or IT expertise.

According to |l egal scholars U. L»hmus and |
the observation report or expert report drawn up as a result of its observation, itz daiign medium
should be considered as original evidence and the observation report or expert report as derived
evidence.

The Supreme Court is of the opinion, however, that the record should be considered to be the
object of the judicial inquiry and th#te court must have the possibility to verify the consistency of
the record with the recorded information storage (as original evidence) in order to exclude human
error in the preparation of the evidertiéd.Tehver has considered a copy made fronmt@mory of
a data storage medium to be other storage of
Criminal Procedure Code, but he also points out that for years there has been confusion in practice as
to the classification of differenttypesofdmit evi dence among the types
of the Criminal Procedure Code. Thus, the classification of the medium and its copy among the types
of evidence |isted in A 63 of the Criminal Pr

The results of a surveyn the admissibility of digital evidence in court conducted in European
countries show that a large majority of the legal practitioners participating in the survey considered
that the legal bottleneck for electronic evidence is the lack of appropriasgstedhatic regulatiotf.

The Chancellor of Justice has found that, given the wide range of uses of electronic communication
and the extent to which the disclosure of information contained in electronic data media constitutes a
violation of fundamental rigt special provisions should be considered to regulate the seizure of
electronic information and its use as evidence. Several leading legal scholars of the Estonian VR have
expressed their views on digital evidence and have found that this issue needssta®d quickly,

15 University of Tartu, 2013An al ¢ ¢s i si kute p»hi»iguste tagamisest | a
http://www.kriminaalpoliitika.ee/sites/krimipoliitika/files/elfinder/dokumendid/analuus_isikute_pohioiguste_tagami
sest_ja_eeluurimise_kiirusest_kriminaalmenetluses.pdfdWgeApril 2021).

% Insa, F., 2007. The Admissibility of Electronic Evidence in Court (A.E.E.C): Fighting AgainstTtigh Crime-
Results of a European Studlpurnal of Digital Forensics Practice,(4), p. 286.
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but that there is a lack of skills and knowledge for a real and meaningful solution. At the same time,
the Bar Association is of the opinion that the current Code of Criminal Procedure, the Code of
Criminal Procedure without specificquisions on digital evidence, does not sufficiently guarantee
the procedural rights of persons, the admissibility, reliability and verifiability of evidence

The results of the analysis of the University of Tartu suggest that the Estonian Code of
Criminal Procedure does not meet the specificity of digital evidence collection and does not
sufficiently follow the basic principles of digital forensi€sThe above shows that there is no specific
regulation on digital evidence in Estonian criminal proceedings.

Due to the crosborder nature of crimes committed using and against computers, the
collection of evidence beyond national borders is yet another problem. While it may be possible to
agree on rules for the collection, handling and use of digitally stofedmation at national level,
this may not be the case for procedures that extend beyond national bohikers important because
computer data knows no national borders. Servers are in one country, users in another, and each
country has a different alerstanding of digital evidence. We need to find ways to harmonise
perceptions between different countries, where not only different national laws but also different
languages are used, and to agree on definitions in particular. Would standardisatierdielp

Digital Forensics

Having analysed the problems related to the handling of digital evidence, it is clear that the
collection of digital evidence requires the use of appropriate techniques, methodologies and
procedures. The term digital forensics is used to refer to theofielgital evidence handling.

At the same time, caution should be exercised when translating the English term "digital
forensics" into Estonian as "digitaalkriminalistika”", because the English term forensics refers to
forensic science more broadly thast criminal procedure and forensics; for example, the principles
of "digital forensics" are also applied in civil caSeslence, digital forensics is a branch of forensic
science and is related to criminology when it is applied in criminal proceedings.

The relation of digital forensics concept to forensic science is problematic. Estonia's leading
criminologist, Prof . H. Li ndm?e, has argued t
deals with the collection of evidence on the evidentiary fdqtseetrial proceedings by applying the
specialized methods of investigation. To this end, it provides general recommendations and

17 University of Tartu, 2013Anal ¢¢s i si kute p»hi»iguste tagamisest |
[Internet materialsl] Available at:
http://www.kriminaalpoliitika.ee/sites/krimipoliitika/files/elfinder/dokumendid/analuus_isikute_pohioiguste_tagami
sest_ja_eeluurimisé&iirusest _kriminaalmenetluses.pdf [Kasutatud 03.04. 2021]. pgl565

18 Casey, E., 201 Digital Evidence and Computer Criméxd ed. s.l.:Elsevier. p.33
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requirements for the application of the data and techniques of modern science to criminal
investigation, in order to ensuteetrapid and complete detection of crimés

The Estonian Institute of Forensic Science carries out information technology expertise, which
suggests that digital forensics is used as one of the lines of research in forensic science.

There is no global coessus in the literature on digital forensics as a distinct branch of
forensic science. In the United States, digital forensics was recognised in 2008 by the American
Academy of Forensic Sciences as a separate branch of forensic science, albeit asHrdigital a
Multimedia Science®® However, none of the three forensic science centres working in Australia
recognised computer forensics as a separate discipline.

The term 'digital forensics' can be conceptualised through the purpose of the activity, which
is thediscovery, analysis and presentation of digital data in such a way that it can be used as evidence
in legal proceeding. In order to ensure the reliability and usability of digital evidence, it is important
that a scientific approach is used and developedthe handling of digital evidence, the International
Organization for Standardization (ISO/IEC) has developed ISO/IEC 27037:2012, which aims to
ensure that responsible parties handle digital evidence in a way that is acceptable wétldwide

In the light of the above, there is no single term used to describe digital forensics, but it is
considered that the aim of digital forensics is to use scientific methods to ensure the admissibility of
digital evidence in criminal proceedings

The authors, havingeviewed the research and literature in this area, conclude that no
worldwide consensus has been developed as to whether digital forensics is a separate branch of
forensic science or whether it falls into a separate field of criminology

This raises the qeéon of where the Estonian legal system classifies digital forensics. Can
we argue that digital forensics is a branch of forensic science or a field of forensic techniques, like
traceology or ballistics? At first glance, the authors are inclined to ¢éve thiat it may be a field of
forensic science, as indicated by the convergence of research topics, objectives and operational
principles.

Since digital forensics as a term can be conceptualised through the purpose of the activity,
which is the discovery,ralysis and presentation of digital data in such a way that it can be used as

¥ Lindm?2e, H. 1995, Menetl|l ustaktika, Tartu, Juristide T2

2 Kessler, G. C., 2011. Judgeso6 Awar enes s Jourthhod Rigitslt a nd i
Forensics, Security and La®(1), pp. 5572.

2l Vacca, J. R., 200&Computer Forensic: Computer Crime Scene Investigafiotoim. Boston: Chides River Media,
Inc. p.6

22 International Organization for Standardization, 20hformation technology Security techniquesGuidelines for

identification, collection, acquisition and preservation of digital evidence. ISO/IEC 27037:2B&B8eva:
International Organization for Standardization.
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evidence in legal proceedings, the following principles can be seen as general principles of evidence
gathering (except for the creation of a copy file), which are followedemy#thering of all types of
evidence.

Digital evidence is characterised by volatility, obscurity or latency, fragility, high data
volume, complexity, data location uncertainty, tio@suming handling processes, and widespread
invasion of privac$?. The folowing is an analysis of the listed characteristics of digital evidence that
need to be taken into account in the digital evidence handling process.

By volatility of digital evidence, the authors mean that even data seemingly stored securely
on a hard diskr in a more volatile form, such as operational memory, can be lost.

The latency of digital evidence lies in its imperceptibility to the human senses. Digital
evidence on media cannot be identified by physical inspection of the media.

Thefragility of digital evidence lies in two aspects. Firstly, the content of digital data can be
easily altered or destroyed, either through the use of wrong techniques to collect the evidence or
through the (mal)intentional actions of the owner of the device.

Thevolume of data mediaseized by investigative authorities is steadily increasing, and with
it the amount of time needed to analyse digital evidence, as well as the need to store more data during
investigations.

The handling of digital evidence is made moomplex by the fact that computer systems are
becoming more sophisticated, and the various cloud services and applications on offer constantly
require new knowledge and pose new challenges for the collection of evidence.

Digital evidence is characterised thye fact that digital information may be stored in different
locationsand jurisdictions (e.g. cloud data, international email services, log files, etc.) and that there
may be delays in receiving this data, which may lead to the destruction of evidence.

Thetime-consuming natureof the process of handling digital evidence is directly linked to
the growing volume of data, but affidirensic techniques are also used to make data analysis as
complex, confusing and tirensuming as possible.

In addition to digtal evidence, the storage media is used to store a wide range of private data
such as photographic and video material, correspondence, etc.; this includes servers that may contain
the data of thousands or more people who have no connection with theuodereinvestigation.

Tehver adds that much of the data is generated without direct human interventiaasughef
privacy breacheshas therefore come to the forefront in the handling of digital evidénce

2 Kessler, G. C., 2011. Judges6 Awar enes s ourthhod Rigitalt and i
Forensics, Security and La®(1), pp. 5572.

24 Tehver, J., 2016.Di gi t aal set e se2endbt ma [Vieh smoatesalp i Available at:
https://www.just.ee/sites/www.just.eeffiles/digitaalsed_toendid_j. tehver.pdtUped ROApril 2021].
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The collection of digital evidence is guided e tgeneral principles of evidence collection,
taking into account the technical specificity/uniqueness of digital evidence. The following principles
have emerged in digital forensics

Authenticity of the evidenceT his means that the content of the evidehas not been altered,
that it originates from the medium indicated and that its visible characteristics (e.g. apparent time)
are correct. Graves points out that authenticity can be ensured by a detailed description of the whole
operation, by calculatinthe hash value of the data to be copied, and by questioning the officer who
collected the evidence in court to verify authentiéity.

The chain of custody which is one of the key principles of digital forensics. The chain of
custody can be recorded iev&ral documents, but at any point in time it must be possible to identify
who has had access to the evidence and how the evidence has moved. It must be possible to documen
the copying of digital data to a specific medium, the movement of that mediutheaaxgtracts and
copies made from it for analysis.

Repeatability, which is the principle of achieving the same result under the same conditions
and with the same methods. In the handling of digital evidence, this means that the methods and
activities usedtogether with the technical means used, both in the extraction and in the analysis of
the evidence, are recorded to the extent that the process can be repeated and the same results obtaine
under the same conditioASEnsuring repeatability therefore rgps accurate documentation of
tools and activities.

Forensic soundnessefers to the use of appropriate methods, and in the context of digital
evidence means that the data has not been tampered with and an identical copy of the data has beel
used for anlgsis (forensic copy¥ It is not always possible to avoid data interference. For example,
making a copy of the operational memory requires running a software tool that slightly modifies the
data on the computer. In this case, the forensic credibilityggred by the accurate documentation
of the activities. Forensic credibility is ensured by the use of a copy file in the study to ensure the
integrity of the evidence and by the calculation of hash values to check the identity of the original
data and thdata used for the study.

25 Graves, M. W., 2014Digital Archaeology: The Art and Science of Digital Forensidpper Saddle Rive NJ:
AddisonWesly. pp.5,17

26 International Organization for Standardization, 20hformation technology Security techniquesGuidelines for
identification, collection, acquisition and preservation of digital evidence. ISO/IEC 27037:2B&B8eva:
International Organization for Standardization.

27 Casey, E., 201 Digital Evidence and Computer Crim@xd ed. s.|.:Elsevier. p.25

28 Graves, M. W., 2014Digital Archaeology: The Art and Science of Digital Forensidpper Saddle River, NJ:
AddisonWesly. p. 13

2% Graves, M. W., 2014Digital Archaeology: The Art and Science of Digital Forensidpper Saddle River, NJ:
AddisonWesly. pp.78
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By objectivity, Casey means that in examining digital evidence and in the formulation and
presentation of the evidence, personal judgments should be avoided, only the facts should be
presented, and any conclusion should be basdatiefact®’. Therefore, the claims made must be
free from personal opinions and judgements and based on facts.

The use of &rensic copyin the examination ensures the integrity of the original device. The
examinations will be carried out against a cdifgy and therefore will not damage the data on the
original medium, and the use of a forensic copy will ensure the preservation of the data in case of
failure of the original device. The conformance (identity) of the forensic copy can be verified by a
has function, which calculates the hash value of both the original and the copied data and compares
them. A forensic copy contains data identical to the original, including data that is located outside the
file system??

The ISO/IEC 27037 standard for the Hbhmg of digital evidence, "Guidelines for
identification, collection, acquisition, and preservation of digital evidence", states that digital
evidence should be collected by officials who ecenpetentto do so, i.e. who have both the
theoretical knowledg and the practical skills. When gathering evidence, the person collecting the
evidence must be prepared to give statements explaining and justifying the activities carried out.
Expertise is therefore essential, both in the correct handling of the evidesrtsure its integrity and
in the justification of the measures taken later to gather the eviéence

The Police and Border Guard Board employs persons with the relevant competence,
theoretical knowledge and practical skills to work with digegaidence. These are digital forensic
experts, whose job is to collect digital evidence and analyse the data, and to assist the prosecutor in
making digital information perceptible. In the future, these experts will be seen as part of the Digital
Forensicdnit.

Summary

Digital evidence can be found everywhem@n computer hard drives, mobile phones, digital
cameras, memory cards and more. Digital evidence is often associated with computer crime, but
practice has shown that digital evidence can and oftes Help in solving neoyber crimes. For
example, recordings, information in the form of text messages as well as photographs, stored on
storage media used by the perpetrators of a crime, are a valuable source of evidence. Digital evidence
is therefore inbrmation stored or transmitted in binary form, which can be relied on as evidence in
court.

Based on the literature, it can be argued that "Digital evidence is any data stored or transmitted

in digital form which confirms or disproves the existence of\adestiary fact".

30 Casey, E., 201 Digital Evidence and Computer Crimexd ed. s.|.:Elsevier. p.24
31 Casey, E., 201 Digital Evidence and Computer Crimgxd ed. s.l.:Elsevier. pp. 22 , 483
32 International Organization for Standardization, 20d@rmation technology Security techniquesGuidelines for

identification, collection, acquisition and preservation of tibievidence. ISO/IEC 27037:201Z;eneva:
International Organization for Standardization. p.13
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Thus, the definition of digital evidence presupposes three characteristics that must coincide in
order for the evidence to fall within the definition of digital evidence: firstly, it is data; secondly, it is
data in digital form; and thilty, it confirms or refutes the fact of the crime.

In parallel with the term digital evidence, the term electronic evidence is also widely used.
There is no universal definition of digital evidence in the literature and the classification of digital
eviderce among the types of evidence listed in the Criminal Procedure Code is problematic. The
handling of digital evidence has to take into account the specificities of the evidence, which makes it
necessary to know and apply the principles of digital forerisiemisure the preservation of digital
evidence. The authors consider that digital forensics is a field of forensic sdieiges indicated
by the convergence of the examination matter, objectives and operational principles, which aim at
discovering, aalysing and presenting digital data in a way that can be used as evidence in legal
proceedings. The principles of authenticity, traceability of the chain of custody, repeatability, forensic
plausibility, objectivity, the use of a forensic copy in the itigagion and competency must be
observed when handling digital evidence.

Digital evidence is different from traditional evidence. Collecting, storing and presenting
digital evidence in court is very different from the same procedure for other types efievids
legal practice has shown, the reliability of digital evidence is more difficult to prove in court because
of its nature. The material is often technical and the investigator, the prosecutor and the court
sometimes need the help of an expert, ecigpst or a person with specialised knowledge to
understand it.

Problems with the reliability of digital evidence generally become apparent at the stage of the
judicial investigation of a criminal case. The problems start ealie¥ instruments of iernational
cooperation that allow digital evidence to be obtained in a lawful way are the same as those for
physical evidence, and that is the problédme of the ways of obtaining data located in another
country is through international cooperation, imtigalar in the form of letters rogatory. Another is
to access the information stored in the territory of another country. The third option is to go directly
to service providers, but this is difficult because service providers are obliged to be disdreet a
protect what they have in their possession.

The authors hope that the treatment of this article will encourage discussion with a focus on
the following issues

a) whether digital evidence is an independent type of evidence alongside physi¢al and
person evidence; b) whether digital forensics is a separatsystdm of a specialised branch of
forensic science or whether it is a field of forensic science.
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Summary

In the article, we dealt with the methodology of forensic age investigation in cases of
unaccompanied migrant minors, which are increasingly required by police authorities and
courts in our country. We presentec trecommendations and opinions of experts on the
standardization of methods for age forensic assessment.
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An overview of methods for biological age assessments of adolescents and young adults is
presented here. Those methods are the medical history anatgbhgsamination, Xay
examination of the hand, dental examination, and examination of the medial clavicular
epiphyses development. The minimiage concept is recommended to prevent the erroneous
classification of undeaged as legal adults.

We recommendo draw attention to the outcome and importance of the expert opinion, which
must include clear statements on the reliability of the age assessment in order to allow the
decisionmaking body (police, court) to consider any doubts so as to lead to a vaueatale

legal outcome for the persons concerned.

Keywords

forensic age assessment, biological age, migrafiges, the minimum age concept
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forenzn®hoveldihhasa wuskutolnilo v roku 1999 nec¢
|l ek8rov v L¢gbecku (X. Lebecker Gespr2achs de

bolo navrhnutnm®evdt sprne@howBejneskupi ny, ktor§
dosil® rtznorod® a nezos¥% aden® pr2stupy poug?

1 SCHMELING, A., DETTMEYER, R., RUDOLF, E., VIETH, V., GESERICK, G.: Forensic age estimétion
met hods, certainty, andlbhherhawi ohal , D@ 6ches]| . r 21:¢
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sYsboru odpor % an?2. Gtudijng skupina pre diaq
fé¢r Forensische Altersdiagnosti kit ( sshastBt ene
mg§8 123 | lendv zo 16 krajz2n.

CieOom pr2spevku je poskytn®%uS prehOad met
skupiny navrhuj% vyug2vaS v praxi na f oren
ml adich dos¥eésdeml ax nT mi PpmME vy nyvmi z Spvreirnec 2 pr :
dokumentujeme vyugitie odpor % anTch met-d na

2. Met -dy hodnotenia veku u givich jedincov

Vedeckl foBkehAo®hotenia veku u nedospel Tc

zal oj@nlilasovej progresi.i presne definovanTch
ktor® s¥% pre vgetklich Oud2 identick®, ako je
zubnl wvivin. Pri takomto hodnotew2kwvekluclhebo

tieto definovan® vivinov® gtg§§di § korelovan®
z referenlnej popul 8ci e.

Ak existuje z8konns§ pogiadavka na r°ntg
kombinovaS vygetrenie f ymiowkdl avhy gted Iresnri Tec tk ot
vygetrenie prostredn2ctvom panoramati ck®ho
ukonlenlT, je potwvegle®rreoyskierneadh 2Ndlvipime RTG al e
Klavikuly®Ti et o met - dy bol iethnoldenho treenf® rve nrl§nniccih ppod p

2.1.P o0 s %.d dravoteejazn a mynpa®zf yzi ck® vygetrenie
Forenzn® vyhodnocovanie veku sa odpor %l a

ot 8z k ami zamer anl mi na choroby a Iviyegkeyt,r ekntioer
fyzickTch telesnich znakov zaznamen§va ant:
hmotnosS a typ tela, ako aj hodnotenie vonka
a miegka, pubi céchlipenieax v b ®k n 8 Sthioehw|§azté ww® wi n p RS
a axil 8rne ochlpenie a tvar bedier). HlavnIm
je identifikovaS alebo vyl % i S poruchy rast:

bi ologick®ho veku (zaleog&h®oom vakskelmoetgdlon qr
vygetrovanich jedincov bez taklchto por %ch.

Prekonan® choroby mt:gu viesS k oneskoreni
ktorT z pr&vneho hOadiska nem§ pre dotknut ¥
vyhShsa nadhodnoteniu veku v dtsledku por %ch

2AGFAD: Arbeitsgemeinschaft f¢r Forensische Abltersdia
muenster.de/en/rechtsmedizin/schmeling/agfad/about.

SAGFAD: Ar bei t sgemei ns cdiagrfogtik. Onfine. AFaidable https://evewhnedizd.brti e r s
muenster.de/en/rechtsmedizin/schmeling/agfad/about.
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zriedkav®, ale migu sa vyskytn%S pri ochoren
nielen telesn¥% vigku ale aj vivin pohlavnTch

Ku endokrinnim ochoreniam, ktor® mtgu wur
pubert a, adrenogenit8lny syndr-m a hypertyr e
“wahy pr2znaky zrlTchlenia hormon8lneho vTivi
m kropl 8zia, vdirsddizfwcamBausS8di@vuaechl apéov, st

V. pribligne pktore p§ 2wyaklornva S ahodnoteni e vekt
v anamn®ze alebo fyzickom vygetren?

2. 2. R°ntgenov® vygetrenie

R8di ografia ruky tvorz d pilier foren
rg§diogramov ruky s¥% veOkosS tvar jednotl
R8§di ogram sa potom porovng8va so (gtandiar dnTl mi
(atl asow§ mdtebda)la kostn§ zrelosS ur|luje pre

ruky
ruhtl

k
h
a

89, Gtuk@izegé met -da jednotlivej kosti je vgak
hodnoteni a. At |l asov® metejdyyi es @ rer eotdoh afilo v aod wej
Mi er a osifik8cie v pr2slugnich vekovlch
socioekonomi ck®ho postavenia osoby. UplatRov
s nigg2mkomoimglckd m postaver®hm mlad@hopl ¢ ove
pogkodzuj “ace, pretoge'vedie k podhodnoteniu

Ront geryge®rueknyi em§ dvojak% vihodu v s¥%visl
prva®, nedospel 8 kostra ruky indikuje s vyso!

4 SCHMELING, A., DETTMEYER, R., RUDOLF, E., VIETH, V., GESERICK, G.: Forensic age estimétion
met hods, certainty, anatt hlent eawnatlinon®dle503Ch&,s r ozt
5 RUDOLF, E., KRAMER, J., GEBAUER, A., BEDNAR, A., RECSEY, Z., ZEHETMAYR, J., BUKAL, J.,
WINKLER, I.: Standardized medical age assessment of refugees with questionable minority @aim
summaryof591cas studies. I n: International Jour-60al of Leg
8 GREULICH, W. W., PYLE, S. I.: Radiographic atlas of skeletal development of the hand and wrist. Stanford :
Stanford University Press, 1959, 272 s.
" GILSANZ, V., RATIB, O.: Hand bone age. A digital atlas of skeletal maturity. Berlin : Springer, 2005. 104 s.
ISBN: 9783642237614.
8 TANNER, J. M., HEALY, M. J. R., GOLDSTEIN, H., CAMERON, N.: Assessment of skeletal maturity and
prediction of adult height (TW3 method). hdon : W.B. Saunders, 2001. 110 s. ISBN: 0702025119.
9ROCHE, A. F., THISSEN, D., CHUMLEA, W.: Assessing the skeletal maturity of the-Waistl Fels method.
Springfield : C. C. Thomas, 1988. 348 s. ISBN: 0398054525.
10 SCHMIDT, S., NITZ, |, RIBBECKE, S.SCHULZ, R., PFEIFFER, H., SCHMELING, A.: Skeletal age

determination of the hand: a comparison of methods.
127, | 698, s. 691

LSCHMELI NG, A., SCHUL zZ, R. , DANNER, ecBiomic pR&ess b, F.
modernization in medicine on the ossification of hand and wrist. In: International Journal of Legal Medicine,
2006, rol| . -1280, | . 2, s. 121
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rontrguekny sl %gi ako indik8tor pre CT klavikul
gi areni a.

2.3. Zubn® vygetrenie

Pri zubnom vygetren2 maj¥% osobitnlT viznan
erupcie a mineraliz8cizeibnre¢t 2chipmadles pow.OaH dd
1) rozliguje medzi f8zami alveol 8rnej Berupci
Posledn® dva stupne sa daj % urliS vizug§glnnou
vygetrenie. tMicnhermdIli r8acv asda rlreodnot? ortopant
mi nerali z8cie zubov (obr. 2) je najvyammydnej gi
GoldsteinaaTannet4y, pretoge gt 8&di § s¥% definovan® zmen
odhadov HONE® nal asovanie erupcie a mineral.
pr2zslugnost. ml adi ch migrantov je potrebn®
referenln® gt¥%die gpecifick® pre ™opul 8ci u,

A akluzdlny povrch
aspon dastofne prekrty
alveolarnou kostou

B: kampletna resorpeia
alvealarne] kosti na
okluzalnom povrchu

C: aspon jeden hrbéek je
prerezany cez gingivu

[ zub dosiahel ckluzalnu

A B c D plochu

Figure6: Obr.1:Gt §di a erupcie tret2ch mol §rov

12 SCHMELING, A., DETTMEYER, R., RUDOLF, E., VIETH, V., GESERICK, G.: Forensic age estimati

met hods, certainty, and the | aw. I n: De#Q.sches rzt
B OLZE, A., VAN NIEKERK, P., ISHIKAWA, T., ZHU, B. L., SCHULZ, R., MAEDA, H., SCHMELING, A.:

Comparative study on the effect of ethnicity on wisdtmoth eruption. In: International Journal of Legal

Medi cine, 2007, -4480| . 121, | . 6, s. 445
¥ DEMIRJIAN, A., GOLDSTEIN, H., TANNER, J. M.: A new system of dental age assessment. In: Human
Biology, 19%37, | . 45, s. 211

15 OLZE, A., SCHMELING, A., TANIGUCHI, M., MAEDA, H., VAN NIEKERK, P., WERNECKE, K. D.,
GESERICK, G.: Forensic age estimation in living subjects: the ethnic factor in wisdom tooth mineralization.
I n: I nternational Journal of -178.gal Medicine, 2004, |
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2.4. Hodnotenie stern8lneho okraja klavikuly
Po hodnot en? kostn®ho vivinu ruky je N
posudzovania veku hodnotenie stupRa osifiks§
kl avi kuly s¥% wosdekidasm®i s k ekltefine®@ k o8 o i i pwjs¥.up n c
kl avi kawd igfrinle§ci e sa venuj % poletn® gt ¥di e.
kl avi kul 8rnej epiflzy je z aktu8lne dostupnl

s tenkIimi rezmi. Osifik&diugp Rolva®hiok kil ymss & i kkad
(obr. 3) . Stupne 2 a 3 mtgu byS rozdelen® d«
indi kuje minim8lny vek 19 rokov, zat!iaO |o ¢

A: kalcifikdcia hrbéekow
B: unifikacia hrbiekov do
okluzalne] roviny

C: zadiatok formovania
cervikdlneg] oblasti

D: kempletné sformovanie
korunky

E: zafiatok bifurkacie
korefia

F: difka korefa dosahuje
maximdlne difku kerunky,
korene majd apexy
lievikowite rozsirene G
aplkdlna Last korefa je
tiroke otvarena

H: apikalna fast korefow
Je uzavreta

Figure7:Obr . 2: Gt 8§di §hmimoéB8abivz8§pioed Otar ®e M
Tannera

16 SCHEUER,L., BLACK, S.: Developmental juvenile osteology. San Diego : Academic Press, 2000. 587 s.
ISBN: 97801262400009.
7 SCHMELING, A., DETTMEYER, R., RUDOLF, E., VIETH, V., GESERICK, G.: Forensic age estiméation
met hods, certainty, dredltalie llaw.erinra:t i Den®dl sc ROSL6,1r 7 0
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EFEFED
g F

ivluivis

1: neasifikovana epifiiza

Z:izolovana osifikovana epifiza

3: Ciastofné kostné spojenie epifyzy a metafyzy

4: kompletné spojenie s viditelmow hranicou medzi epifyzou

a metatyzou

5: kompletné spojenie bez viditelnej epifyzarne] Strhiny
Figure8: Obr . 3: Hl avn® gt &di 8§ osifik
Schmelinga a kol.

24
2a: velkost osifikovanej epifyzy je maximalne tretina sirky metafyzy
2b: velkost epifyzy je medzi 1/3 az 2/3 sirky metafyzy
2c: velkost epifyzy vacsiako 2/3 sirky metafyzy
3a: maximalne tretina epifyzy je spojena s metafyzou

3b: epifyza je spojena s metafyzoumedzi 1/3 az 2/3 sirky epifyzy
3c: viac ako 2/3 sirky epifyzy je spojena s metafyzou

2b

Figure9:Obr . 4: Substt&ding | msijf iekpd cfil
Schmelinga a kol.

2.5. Visledok hodnotenia veku

Koordinalnl expert zhromagNuj e visledky
vygetrenia ruky, Zzubn®ho vygetrenia a pr2p
dosiahnit e kone|l n®ho visledku hodnotenia veku. R
z uplatRovania referenlnich gt¥%di2 pre vyget
etnickej afinite ekpmoami cegkoomstpgogst aveair 8lano m
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akcelerovan®ho vivinu alebo vivinovich p oI
interpretovan®. Posudok by mal zahRRaS aj ak
maS na odhadovanl vek, a ak je to mo@m®t o mal
dis|l ¥Ba&udiely v odhade veku rlznymi diagnost
mognou endokrinnou poruchou, keNge vivin zi
poruchami ako kostnl vivin. Taklto pr¥pad by

3. Vih zfn@ar enzn®ho hodnotenia veku

V. z8vislosti od probl®mu, ktorT je potr
hodnoten2 veku mala uv§8§dzaS najpravdepodobne
osoby a vyjadrovaS sa k hodnovernosti vyhodn

~

AkaspoR jedna zo gtudovanlTch vivinovich ch
ubnT vivin) nedosahuje stupeR zrelosti (do:
osudzovanej osoby. Toto je ur|len® na z8klI ¢
ritick®ho pos¥%Wdenia konkr®tneho pr2padu. /
tanovenIim vekovim prahom, je pravdepodobn®,
SsY|l asnosti neexistuje giadna refevamltm® g
ekov® charakteristiky s%W asne, nie je mogn
ekovich hodnoten2. Posudzovacia spr8va by nm
tatistick® rozp2tie paramethoprewidoskaagt &ho
by | ej poskytla pr8vny prospech v pr2pade p

v OO < < < W XT N

V. pr2pade, ge pr8&vne relevantnl vekovl
pravdepodobsnosSowdepodobnosSou hraniliacou s
mi ni m&8I| nehMi rvieth&®ul ny vek je odvodenl 2z vekovd
url en% charakteristick¥ hodnotu; to je vek n
zi stchhmraktrrodmsaot ¢k Ak sa sk¥mal i viacer ® <ch
stanovenl minim8lny vek. Aplik8cia konceptu
posudzovanej osoby nie je nikdy nadhodnotenl
Ak je stanovenl minimglny vek nad teklovT m ob
prekonanl s pravdepodobnosSou hraniliacou s
vek, ktorT udg§va sk¥%man§ mlad§ osoba, Rou uc
uvedenl vek je nad expert2zne urlwhklem min
kompatibilnlT s exp®rt2zne zistenim vekom.

BAGFAD: Arbeitsgemeinschaft f¢gr Forensische Altersdioce
muenster.de/en/rechtsmedizin/schmeling/agfad/about.
19 SCHMELING, A., DETTMEYER, R., RUDOLF, EVIETH, V., GESERICK, G.: Forensic age estimation

met hods, certainty, and the | aw. I n: De#Q.sches rzte
20 SCHMELING, A., DETTMEYER, R., RUDOLF, E., VIETH, V., GESERICK, G.: Forensic age estimation
metods, certainty, and the | aw. I n: Deut 5@ hes rztebl
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4. Pr2pad z praxe

V nagej-amorepnhogi ckej expert?2znej praxi
posudzovanie biologick®ho veku mladlch migr a
rolne. stPr&®ciiul uuv8dzame jeden z nich, proi k
mi ni m8l neho veku.

Ml adlT mug z Afganistanu bol podrobenT ur|
dorult@gn®ne mikpa arvteojpant ogr afi ck8 sn2mka chr u
s¥% viditeOn® uzatvoren® rastov® gtrbiny pro:

prsta, di st8lnych epiflz 11. ag V. imeStlankegr pt
epiflzy | . metakarpu a dist8lnych epiflz obo
Uvedenl n8lez zodpoved§ kostn®mu veku nad 1°¢

viditeOn® obaimiat mél del pReimeddal®, z Pciid oIn. mm
zodpoved8 gt8&8diu F (druhej polovici) a dol n®
6). Uvedenl n8&8lez zodpoved§ kostn®mu veku o:
pr2pade ako je tentoky)ukomy ebhdbl koshotin®T dby
expert2zznemu hodnoteniu veku aj CT sn2mkou
n8kl ady begne nevykon8va.

Figurel0:Obr . 5: RTG
ml ad®ho muga
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Na z8kl adwel fiartktauybaw je menej ovplyvnenl

ako kostn® dozrievanie a vzhOadom na to, ge
na koncept mini m8Il neho veku, bol vek uvedenct
rokov.

Figurel:Obr . 6: Ortopantograf chrupu ml ad:¢

5.Z8ver

V. |1 8nku sme sa zaoberali met odi kou Vvyg:¢
mi grantov bez sprievodu, ktor® s¥% | oraz | ast
u ns8s. Uviedl i sme odpor ¥ ania a n8zaoaf®y ex
hodnotenie veku. Taktiedg upozor Rujeme na VvIs
obsahovaS jasn® vyhl 8senia o spoOahlivost
rozhodovaciemu org8nu (policajn®mu orgs8nu, ¢
viedol k priaznivejgiemu pr8vnemu visledku p
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Annotation

The article presents the impact of computer forensics on Polish criminal procedure.
The publication contains a proposed article regulating the remote séarcbmputer system.

The study also contains opinions of police officers on the necessity of introducing legal
changes.

Keywords
digital evidence, computer forensics, digital investigation, jurisdiction, remote search.

1. Introduction

Poland is amonthe countries that signed and ratified the Council of Europe Convention
on Cybercrime of 23 November 200The Convention aims to unify the legal regulation of
the rules for combating and prosecuting cybercrimes. This legal act contains proposals for
computerrelated offences. The legislation provides for indications on the chargeability of the
stage and phenomenal forms of these crimes and define the principles of criminal liability. The
Convention also defines provisions relating to the expedited petgarysearch and seizure of
data, the obligation to release and secure electronic evidence, theneealollection of
communications and the interception of content data. These provisions also display measures
and procedures for prompt and effectiveeinfitional cooperation on cybercrifne

The example of implementing the Convention on Cybercrime into Polish law
is Article 236 of the Code of Criminal Procedure, which provides apply of Chapter 25
to the disposer and user of an IT systefhis article itroduced Polish criminal procedure
by to amend of 10 January 2803 he Act of 18 March 2004 amending the Adhe Code

! Details of Treaty No.185, Convention on Cybercrime 2001,

https://www.coe.int/en/web/conventions/filt/-/conventions/treaty/18%23 May 2021)

2 |bid., 65.

3 Ustawa z dni a 6 czer wca 1997 ,rArt. 286Gad €0248), posth
http://isap.sejm.gov.pl/isap.nsf/download.xsp/WDU20210000534/T/D202105341(2#1May 2021)

4 Ustawa z dnia 10 stycznia 2003 r. o zmianie ustayode ks post ipowaniPaepidyar nego,
wprowadzaj Nce Kodeks postipowania karnego, ust awy
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of Criminal Procedure and the Acthe Code of Offences changed this provididdecause

of the introduced amendments, the Article 236 the Code of Criminal Procedure received
content that has remained unchanged until now. Under Article 236a of the Code of Criminal
Procedure, the provisions of Chapter 25 apply accordingly to the administrator and user
of a device containing IT data of an IT system, in the scope of data stored on that device
or in that system, or on a carrier administered or used by such a person, inclatilg e
correspondenée

In the new wording, apply of Article 236a of the Code of Criminal Procedure includes
devices containing computer data. The introduced amendment allowed for greater possibilities
of searching to disclose IT data. However, these possibilities are not sufficient. The statement
in question results from the current dynamic development of infamaechnologies.

In particular, the development of cloud computing technology requires attention. Services
offered by cloud computing providers allow the storage of IT data in a physically remote
location, which is a problem for law enforcements. Datasjgayly located beyond national
borders is subject to a foreign jurisdiction. Such a situation makes securing digital evidence by
representatives of Polish law enforcement bodies problematic and may raise certain doubts,
specifically, considering opiniorend statements appearing in the literature on the subject. An
example can be the opinion of prosecutor P. Opitek, who notes that investigators often secure
data stored on foreign servers, although the law does not allow for direct exploration of such
resouces without international legal assistance, and only later look for solutions how to
recognise data secured in this way as legitimate evidence

The major problem is therefore the lack of a legal basis for remote or extended search
activities, which wold allow secure digitakevidencein remote locations. The provision
of Article 236a of the Code of Criminal Procedure does not provide any legal basis for these
activities. The problem appeared in the practice of computer forensics and prompted me to
clarify and resolve the problem situation identified.

1.1 Contribution
This work contributes importantly to the field of forensic science and law.
In particular, it shows the role and place of forensic science in influencing the regulation
of digital evidence. fie article presents the opinions of the most experienced practitioners

informacji niejawnych, 79 (2003),
http://isap.sejm.gov.pl/isap.nsfigaload.xsp/WDU20030170155/U/D20030155L . pdf
(22 May 2021)

5 Ustawa z dnia 18 marca 2004 r. o zmianie ustalfgdeks karny, ustawyK o d e ks post npowani a ke

ustawy Kodeks wy kr oc z e (004),
http://isap.sejm.gov. pI/lsap nsf/download.xsp/WDU20040690626/T/D20040626(2BdNay 2021)
fUstawa z dnia 6 czerwca 1997 r. Kodeks posthinpowani a

"Pawed Opitek, AWybrane aspekty pozyskiwania dowod-w
no. %8 (August 2018):67, https://pk.gov.pl/vgontent/uploads/2018/08/4opitploprawiony.doc.
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in the Polish Police dealing with computer forensics research and combating cybercrime
on the necessity of legislative changes in international regulations and the Polish criminal
procedure to combat cybercrime and the crbesder collection of digital evidence, including
cloud computing. The issues described in the article are one of many examples which confirm
the influence of forensic science on shaping Polish legal regulationsdrétaiof securing
digital evidence in remote locations.

The problem of the crodsorder collection of digital evidence is not exclusive
to Poland. This problem is gloBalThis publication should therefore encourage an open
discussion on the existing chaliges in remote digital evidence preservation. We also conduct
a discussion on this subject among representatives of the Polish Police.

1.2 The current state of affairs
The rapid growth of information stored and processed on digital data carriers| as wel
various forms of limiting access to these carriers and their resources, are two fundamental
problems of computer forensfcslt is likely, based on global trends, that the problems
associated with data growth will only deteriorate as time goes byréiog to data presented
by IDC, today over 5 billion consumers collect, process or exchange data every day, and by
2025 this number will reach 6 billion, or 75% of the world's population.

The projections presented show that in 2025, every person withsattcéhe Internet
will have at least one interaction with data every 18 seconds. Billions of networked devices will
produce 90 ZB of data around the wéfldrherefore, we can expect a further increase of data
that will need to gather by computer forensics

The major tasks of computer forensics include securing, collecting, verifying,
identifying, analysing, interpreting, documenting, and presenting digital evidence got from
various sources. The gathering of digital evidence is the first and most impstidget
of the computer forensics process. Any mistakes made when securing digital evidence violate
existing standards and affect the course of ongoing investigations in which digital evidence
plays an important roté

8Col e, Mar k D. and Quint etb eETveirdeesnac,e AbTyr alnsW o Edé o r AAe ma
University of Luxembourg Law Working Pap@s, 2018010 (May 2018): 7http://dx.doi.org/10.2139/ssrn.3278780

9 Centralne Laboratorium Kryminalistyczne Ryili ABBadania informatyczrielast revisedMay

2021, https://clkp.policja.pl/clk/badanigprojekty/langnodata/badaniaformatyczne/153011,Badania
Informatyczne.html.

10 Seagate, AThe Digitization of the World - Data Age 2026, last revised May 2021,
https://www.seagate.com/pl/pl/catory/dataage2025/[Accessed 12 May 2021].

Upr zemGwigdadvnal i za danych woBefpiremazrg@&Eset 8o endddIRjia i F
(2013): 43. http://cejsh.icm.edu.pl/cejsh/element/bwmetal.elementci®8cb0ebc3834948b0b9
7ae90cc4fb2c
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According to the existing standardsgethberson dealing with the preserve of digital
evidence takes full responsibility for complying with the applicable legislation and carrying out
activities under the adopted rules according to which

- any action taken by law enforcement authorities orpbysons allowed preserving
should not alter the data stored on the computer or other storage medium, as they may
be essential to the investigation;

- aperson with the authorisation and skills should perform access to the original data on
a computer or othestorage media. The person accessing electronic data should state
the reason and purpose for his/her actions;

- all activities related to getting and preserving electronic evidence should be
documented;

The responsibility for the proper preservation of digévidence and compliance with
existing legal regulations during these activities is the responsibility of computer forensic
experts. However, because of the rapid development of new technologies, this is not a simple
task. The commissioning authority emgs computer forensic experts to secure digital
evidence, stored in remote and cloud computing environments often located under foreign
jurisdictions.

The current situation is problematic and unclear considering Polish legal regulations.
The Polish legigltor has not implemented provisions that would allow (as part of procedural
activities) to conduct a remote search or an extended search via the Internet. This is the case
when securing data from virtual storage (for example data stored on Google Drix@hor
email accounts (for example Gmail).

The identified problematic situation prompts actions to change legal regulations
and to ask questions related to secure digital evidence subject to foreign legal jurisdiction.
The questions have arisen in the comityuof Polish computer forensics experts, which shows
the influence of criminalistics on shaping legal regulations concerning the collection
of digital evidence. One of the fundamental questions is: In search activities in which experts
take part, and inhich it is possible to secure computer data technically (e.g. from logged
e-mail account, data from connected network drives, "cloud" services) which are on
third-party servers (for example outside of Poland or on servers of entities other than those
to which the search order pertains), is there a legal impediment to such preservation, or is it
necessary to get formal consent? If so, what and from whom?

2pPaweg Ol ber, APraktyczne aspekty Kwardnk Pgicyjeygnza ni a s p
(2017):88i 89. http://kwartalnik.csp.edu.pl/download/21/28029/KwartalnikPolicyjnynr42017.pdf
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To answer the emerging questions from computer forensics experts, | undertook
an analysis of the curretegislation and practice in securing digital data stored on servers
or in cloud computing. These activities led to cooperation with the Cybercrime Bureau of the
National Police Headquarters. One effect of this cooperation was the development and
presentaon of proposals of Article 236b of the Code of Criminal Procedure, regulating remote
searches of the IT system in Polish criminal procedure. In addition, | conducted seminar lectures
on the problems of obtaining and securing digital evidence, which tieaslad by the most
experienced representatives of the Polish Police who address handle combating cybercrime and
computer forensic research.

2. Actions to change law

This section presents the scope and effects of cooperation with the Cybercrime Bureau
of the PolishNationalPolice Headquarters and presents the opinions of representatives of the
Polish Police dealing with combating cybercrime and computer forensic research.

2.1. Cooperation with the Cybercrime Bureau of the Polish National Police Headquarte

Given the results of my research work to date in analysing the current legislation
on digital evidence, the Cybercrime Bureau of the PdliatonalHeadquarters invited me to
co-work in June 2020. | cooperated within the framework of the performance by the Cybercrime
Bureau of two out of six tasks specified in priority Number 19 of the "Programme for
Counteracting and Combating Economic Crime for320Q20", established by Resolution No.
181 of the Council of Ministers of 6 October 2613 ooperation with the Bureau included
analysing the current practice in securing digital data stored on servers or in the cloud
computing environment and developingposals for legal acts regulating these issues.

Within the framework of cooperation, the Cybercrime Bureau of the Polish National
Police Headquarters got information on current practice in securing data from servers
or cloud. The Bureau got this from t@gbercrime Departments of the National Capital Police
Headquarters and Provincial Police Headquarters based on official correspondence. Based on
the analysis of this information, we found that the current practice of performing operations in
a computing @ud shows various interpretations of the provisions in force.
First, police officers classify this activity as operational or procedural. We have also identified
a need for provisions that would allow a procedural authority to conduct a remote search
without the requirement to notify the purpose or scope of the activity.

2.2 The results of cooperation
Because of joint activities, we have achieved several objectives, including the
development

BUchwaga nr 181 Rady Ministr-w 2eddiPeogramddpireenik
i zwal czani a ci p r gaspotlarcyeic z orta lata 202920" (2015),
http://isap.sejm.gov.pl/isap.nsf/download.xsp/WMP20150001069/0/M2015106@4WMay 2021)
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of proposed amendments to the Code of Criminal Procedure regeaediote searches of an
IT system. The proposed wording of the provision reads:

Article 236 b. [Remote search of IT system].

A 1. A search may be extended by the
system located outside the place where the search begaradh to fear the obliteration
or loss of traces of the offence. Its scope may cover the content of the correspondence
sent by electronic means.

A 2 . adtdf exterdiag the search cannot be carried out effectively on the
spot, part or all of the coputer system shall be secured. The items secured shall be
returned immediately after being used as specified for the original search.

A 3. Where traces of an offence are fo
location or outside the territory of theepublic of Poland, the data revealed within that
system may be copied as far as possible without compromising their integrity and
foll owing procedures designed to avoid an

We presented a proposal content of the alawitele in the report on implementing the
tasks set out in priority Number 19 of the "Programme for Preventing and Combating Economic
Crime for 20152020". The Cybercrime Bureau sent the developed materials to the Ministry of
the Interior and Administratiofor evaluation. The Ministry rejected sent proposals at the end
of 2020.

Thus, the abowpresented way of ending the case did not solve the problem of legal
regulations in securing digital evidence from external servers or a cloud computing
environmentHowever, it is an excellent example of the influence of forensic science on legal
regulations. However, the problem will grow because of the popularity of cloud storage
services, and it is the subject of current discussions among representatives ofaRolish
enforcement agencies.

2.3. The views of practitioners

To gather practitioners' views on law regulation, | surveyed acquiring and securing
digital evidence from cloud computing. | conducted the research in May 2021. The research
involved experiencedbfficers from the Cybercrime Bureau andefartmerd, as well
as computer forensic experts and certified specialists in digital media examination from police
forensic laboratories. The conducted research has confirmed that representatives of national law
erforcement agencies are aware of the existing need for changes to the existing legal
regulations, both national and international. Practitioners see the need to create new regulations
to combat widely understood cybercrime, as well as a <droster colleabn of digital
evidence, including that in cloud computing environments. Because of the broad scope of the
survey, this article will only present the responses related to legal regulations.
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Population and sampling

The criterion for selecting the sample tbe research was professional affiliation and
the type of activities. Because of the specific nature of the research issues, | assumed
the target group would be computer forensic experts and certified specialists from Polish police
forensic laboratorieand specialists from the Bureau/Departments for Combating Cybercrime.
For the research | invited one representative each from the Cybercrime Bureau of the National
Police Headquarters and from the Cybercrime Departments of the Provincial (Capital) Police
Headquarters, which have the greatest experience in fighting cybercrime. The second group of
invitees included computer forensic experts and certified specialists. This group comprised
representatives of the Central Forensic Laboratory of the Police asdlbgalinate forensic
laboratories  of  Provincial (Capital) Police  Headquarters. Finally, 28
of the most experienced respondents took part in the survey.

Data collection

| conducted the survey after completing the seminar lectures devoted to the problem
of securing digital data from cloud computing, which | implemented in May 2021 at the Police
Academy in Szczytno. | conducted the lectures in a remote mode using the MS Teams platform,
as well as the survey.

Data validation

Survey validation related to asseggestions for reliability. First, two different people
reviewed the survey. The first person's review was to assess whether the questions included
effectively captured the topic. | conducted the second review to uncover any errors in design to
ensure thathe survey did not contain common errors, such as leading questions, confusing, or
double. | checked all the surveys received for completeness immediately after completing them.
Furthermore, | have revealed none missing answers.

2.3.1 Results of the surve
This section presentgespondentsiiews on the need for regulatory changes to secure
digital evidence.

Demographics

Two groups of responders took part in the study: specialists from the
Bureau/Departments
for Combating Cybercrime N = 7 and computer fmie experts and certified specialists from
Polish police forensic laboratories N = 21. The vast majority of respondents surveyed
representatives from Bureau/Departments for Combating Cybercrime (100.0%, N = 7) and
representatives from the police forenisiboratories (90.48%, N = 19) are men. Women were
the other 9.52%, N = 2 of the surveyed representatives from forensic laboratories. | present the
results of demographics in Table 1.
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Tablel: Group of respondents.

Cybercrime Criminalistics Total
Gender
N % N % N %
Woman 0 0% 2 9.52% 2 7.14%
Man 7 100% 19 90.48% 26 92.86%

Received opinions

According to 19 people surveyed, a need to create new international legal instruments
designed to fight cybercrime in ibsoadest sense and to collect digital evidence across borders,
including cloud computing environments. Among surveyed 6 people are of a similar opinion,
but with less conviction. Only 3 people had no knowledge or opinion on the above issues.
Among the respndents, no persons gave negative answers (rather no/no). | present the above
information in Table 2.

Table2: Opinion on the need for new international legal regulations.

Cybercrime Criminalistics Total
N % N % N %
1 Yes 5 71.4% 14 66.7% 19 67.9%
2 Rather 1 14.3% 5 23.8% 6 21.4%
yes
3 Doné 1 14.3% 2 9.5% 3 10.7%
know /
Hard to
say
4  Total 7 100.0% 21 100.0% 28 100.0%

| asked respondents whether there is a need to chaigmal legal regulations for
securing and acquiring digital evidence, including from cloud computing environments.
According to 23 persons taking part in the survey, changes to national legal regulations on
securing and getting digital evidence are nsags 5 people had a similar opinion, however
with less conviction. Among the surveyed respondents, there were no persons who showed
a lack of knowledge/opinion (do not know/difficult to say) or gave negative answers (rather
not/no). | present the answeafthe respondents in Table 3.
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Table3: Opinion on the need for new national legal regulations.

Cybercrime Criminalistics Total
N % N % N %
1 Yes 6 85.7% 17 81% 23 82.1%
2 Rather 1 14.3% 4 19% 5 17.9%
yes
3 Total 7 100.0% 21 100.0% 28 100.0%

The next question concerned the institution of remote searches for an IT system.
Accordingto 19 persons taking part in the survey, a change in the Polish legal regulations
concerninghe institution of a search of an IT system, whiagluld enable remote searches via
the Internet, would contribute to the improvement of activities related to acquiring and securing
digital evidence. A similar opinion had 8 people, however with less conviction. Atheng
surveyed respondents, there wergoamsons who showed a lack of knowledge/opinion (do not
know/difficult to say). Only 1 person gave a negative answer. | present the answers

of the respondents in Table 4.

Table4: Opinion on the usability of the institution of retacsearch.

Cybercrime Criminalistics Total
N % N % N %
1 Yes 6 85.7% 13 61,9% 19 67.8%
2 Rather 1 14.3% 7 33.3% 8 28.6%
yes
3 Rather 0 0% 1 4.8% 1 3.6%
no
4 Total 7 100.0% 21 100.0% 28 100.0%

4. \Weaknesses

The article presents an excerpt fronstady carried out in a broader scope than this
article. | conducted the mentioned survey among the most experienced representatives of the
Polish police who deal with combating cybercrime and examining digital evidence. | omitted
the statistical analysid the survey results because of the lack of a representative character.
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5. Conclusions

Criminal procedural law gives criminalistics possibilities to act, which "returns
the favour" by developing methods for carrying out procedural activities. Simul&peou
procedural regulations limit interference in civil liberties and show the forms of obtaining and
preserving evidence. The criminal procedure thus sets limits for apply of forensic science
method&*.

The dynamic development of information technologyrhaant that computer forensics
experts have the tools to secure digital evidence in remote locations, on external servers and in
cloud computing environments. However, the legal basis for such actions, which may violate
the rule of law requiring to act s&ttly under the applicable provisions
of law, remains a matter of debate. Therefore, the Polish criminal procedure needs to change.
It's necessary to establish a remote search for an IT system. This will allow for effective
protection of digital evidencend thus prosecute cybercrime perpetrators.

5.1 Future work

There is an ongoing discussion in the Polish computer forensic community about
the legal options for securing digital evidence on external servers or in cloud computing.
Our superiors alsacknowledged the problem. This allows us to assume that further, they will
carry activities out in this direction. We should direct the work described above at changing
Polish legal regulations regarding the institution of the remote search for an indorsyestem.

The legislator must adjust the existing legal regulations to the dynamically changing reality, in
which digital information is becoming increasingly important. It is also worth considering
preparing a comparative analysis of the legal provssiohother countries that address the
institute of remote search.

¥ G. K i d zAKrgminglistgka w systemie nadkin Kryminalistyka. Wybrane zagadnienia technikia,
ed. GraUyna Khndzierska and WJjodzimierz Kndzierski
24,
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Annotation

The article discusses the current proldeshinvestigating serial using the work of the police in
Israel, Latvia and other countries, in particular, in solving property crimes using the method of
forensic intelligence. The work includes the collecting, processing and research of forensic dat:
obtained at crime scenes to identify the connection between them and their possible use in solvin
serial crimes. The article studies the matter of the expediency of using national databases in tr
process of operation, allowing to analyze and apply thenrdbon received by forensic specialists

at the places of oesite inspection, to identify the connection between similar crimes on the basis
of the available data obtained from the forensic departments of neighboring districts, cities anc
regions, and neby countries as well.
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Introduction

Legal forensics traditionally includes the detection, collection, analysis and interpretation
of fingerprints,shoeprintand DNA for the recovery and investigation of crimes, which assists in
revealing suspects and the exoneration of innocent people.

In mostcasesforensic experts collect this data during the crime scene and then enter it into
databases so thdte police, legal authorities, and security agencies can understand the nature of
the crime.

The data collected and studied by forensic experts is called forensic data and is usually
researched, analyzed and presented on an individual basis, both t@gtigating authorities and
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in criminal proceedings. The use of forensic data on an individual basis can lead to the loss o
strategic intelligence information, as well as the lack of detection of serial crimes.

It is known that about five percent of allrémsic data actually goes to court for review,
which means that there is a large amount of forensic data that is rarely used or not used by the pr
trial investigation authoritiés

Thus, on the one hand, the forensic units involved in the investigdtiomntes have a
large amount of forensic data (such as the amdplace of the crime, similar methods and traces
of hacking, similarshoeprintsidentical DNA profile, fingerprint or the use of the same weapon,
found in different crimes), collected froonime scenes (hereinafter referred to as C.S) and studies
of various objects, and on the other hand, investigative authorities that do not have the ability tc
process and analyze this data or use it to identify and investigate serial crimes.

The purpose dhis article is to review methods of using and applying the available forensic
data for intelligence andnalytical purposes to detect and prevent serial crimes, and also to
emphasize the importance of professional dialogue between related departmsetsiraf
agencies.

Property crimes have significant impact on society through their impact on the lives of
victims. Home burglaries, as well pavateproperty, drastically reduce personal security, affect
the peace of mind and welking of citizen§ The social costs of property crimes are often
underrepresented and valued only by the value of damaged and stolen property; however, tr
psychological and emotional costs of crime victims can be much Righer

It is a weltknown fact that most of the crimilsacommit illegal acts repeatedly. Relying
on the concept of criminal recidivism and supervision, it should be noted that a small minority of
offenders in certain areas commit the majority of criminal offénses

According to a study carried out by thkS Department of Justice, a "successful” burglar
commits an average of 38 crimes per year, without including other types of crimes committed
additionally. Thus,arrestingone criminal can significantly reduce burglaries and help prevent
other potential crires.

! Forensic intelligence for crime preventiomttps://www.uts.edu.au/researahdteaching/ouresearch/data
science/ouresearch/forensimtelligencecrime-prevention.

2Burr ows, J. and Tarling, R. (1987) Adhe Brnveshi da
Criminology, Vol. 27, pp.229-251.

3 Mauire, M. and Bennett, T. (1982) Burglary in a dwelling. London: Heinemann.

4 Ratcliffe, J. 2007.Integrated intelligence and crime analysis: enhanced information management for law
enforcement leader&dited by U.S. Department of Justice. 8iimgton, DC: Police Foundation.

5 Ashikhmin, S., S. Berdine, M. Morrissey, and G. LaBerge. 2008. Effectiveness and cost efficiency of DNA evidence
in volume crime Denver, Colorado, stiemmaryDenver, CODenver Di strict Attoeneydd
Department Laboratory Bureauhttps://www.denverda.org/wpontent/uploads/newslease/2008/Burglary
DNA-Projectlocatandnatirelease.pdf
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By targetingpolice actions to a specific task or group of individuals, it is possible to
dramatically reduce the number of offenses and significantly affect the overall crime rate.

According to the results of studies carried out in 43 police uniteituK, the removal of
footprints at crime scenes, in comparison with other seized objects, is inconsistent and ranges

from 1.8% to 19.1%, while the removal of handprints ranges from 9.3% to 3218
situation is similar in police in other countriesy £xample, in Russia, where in the total volume
of all inspections of crime scenesoeprintsare about 20%, and handprints are about’33%

Although footprints are one of the most common pieces of evidence left behind at crime
scenes, studies have shotlat they have a 30% chance of being found in burgfafzsed on
the above studies, we can make a conclusion about the unused potestiaémintsat crime
scenes as material evidence in afpiad investigation.

For the rational use of forensic data during thetpes investigation and the provision of
additional intelligenceinformation scientists, together with law enforcement agencies, have
recently begun to introduce the method of forensic intelligencehetowork. Its main principles
are the use of forensic data in order to identify the relationship between them (for example, ar
investigator can connect crime A to crime B based on a unique hacking method and additionally
connect crime B to crime C based a similar set of footprints). By recording and analyzing
forensic data, an investigator can get a full picture of these crimes, make the connection betwee
crimes and connect criminals with criries

Police departmentsn many countries, realizing thenportance of resolving the issue,
combating and countering crime, in particular serial crimes, such as the distribution of drugs,
violent and property crimes (for example, burglary, arson), began to approve at the legislative leve
and introduce into praice the concept of intelligence units. The tasks include not only providing
the immediate information, but also understanding the patterns and functioning of the criminal
environment.

Thus, in 2016, a conceptual model has been implemédytede state dace of Latvia,
which includes the development of a criminal intelligence nm8des defined in the concept, one

6 Zhang L., Allinson N. Automatic Shoeprint Retrieval System for use in Forensic Investigations, Proceedings of the
2005 UK Workshop on Computational Intelligence. 2005. P. 137.
https://lwww.researchgate.net/publication/290800764_Automatiepsim
retrieval_system_for_use_in_forensic_investigations.

TUIssydsj dedz’ 2 EtsHtsats?2 wlsyjls B AHj tjOdzdLOoydd d By, dzf j
GBBH, [ 11 t sipfpd d / figeatan@s@osprografGosprogrammatsilsgj IEtsSH ] 6] Odzd |
ftesetcOdgdsr 2019

8 Alexandre, G. (1996Comput eri zed classificati on . d&drensicBeience ho e
International, 82(1), 5865.d0i:10.1016/0379738(96)01967.

% Forensic Intelligence and Its Application in Public Safety,egal Desire Media 2020.
https://legaldesire.com/forensiatelligenceandits-applicationin-public-safety/

10 Ministru kabineta rgkojums Nr. 248 RogU 2016. g a
koncepcijuhttps://likumi.lv/ta/id/28139€arvalstspolicijas-attistibaskoncepciju
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of the goals of criminal intelligence isitoprovethe unified system of processing and exchanging
information for criminal intelligence andhe¢ development of infrastructure; strategic assessment
of the situation, which identifies and evaluates kergn problems, trends in the development of
crime; development of a target profile, in which early detection of individual criminals or criminal
groups is ensured, which serves as the basis for setting a further tactical goal. One of the mai
tasks of this model is a more effective and focused struggle against criminal activity (especially
with organized crime, transnational crime, as well as sedodsextremely serious crimes) both

in Latvia and abroad.

Thus, we can see that the approved development concept of the criminal intelligence in
Latvia, in its main characteristics, such as exchange of information, strategic assessment of th
situation, degelopment of a target profile, is in many ways similar to the principles of forensic
intelligence.

The US Department of Justice has also issued a recommendation for using forensic
intelligence to fight serial and organizeiblent crimes. This recommendat states, "Including
forensic evidence into the intelligence process is the next step in the evolution towards the
reduction, suppression and prevention of violent criftes"

The forensic intelligence approach combines isolated "storages" of informattbn a
forensic data into a single dataset from which repeating crimes can be early connected throug
forensic and other data associations such as situational information (location and time of the crime
etc.).

In the Israeli National Police, the main intediitce department is responsible for collecting
and processing intelligence information related to fighting crime and terrorist acts. By order of the
General Staff of the Israeli police, the main intelligence department must collect, analyze and pas
intelligence information to the police units, as well as cooperate with other departments anc
divisions of the polic¥.

Thus, the intelligence department and the forensic department of the Israeli police
exchange information to jointly fight against crime.

An experiment conducted in Swiss intelligence units using a common database to detect
serious crimes revealed that 38% of serial crimes are initially detected using forensic data (givel
the current state of the databases at the time of the study), mainly byioKla and footprints.

As a result of the study, it was revealed 8taieprintsand DNA profiles are more common when
detecting a series of burglary crimes, and situational information when detecting a series of robber
and fraudulent crimes.

11 Basia E. Lopez, Jonathan G. McGrath, Veronica G. Taylor Using Forensic Intelligence TatCemial and
Organized Violent Crimes, NIJ, October 202@&tps://nij.ojp.gov/topics/articles/usirfgrensicintelligence
combatseial-andorganizedviolent-crimes

12 6 S OL | dzOo dzse s ki tcOo dzj dzd v (-mdzdizd d off RUstE@§ &zt Of Is Hf jodf ¢
14.11.17 @EtHO 1 tsdzd y dhttps:Rwwslifemov.il/menitzd0l.e2e04& 1fl Il pdf
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It is worth noting that there is a direct connection between detecting coincidences with the
time elapsed since the crime was committed, so more than 63% of coincidences related t
situational information are recorded within the first week after the crime wasitiechiand 80%
within the first 3weeks For comparison, 96% of coincidences associated with DNA, 69% of
coincidences witlshoeprintsand 55% of coincidences connected with an image (identification
by photo and video data) are recorded more than 3 wetgkslad incident.

This result indicates that a significant part of crime connections discovered with DNA and
shoeprintswill not bedetectedising situational informatidi

One of the first steps in the use of forensic data for intelligence purposbe ksrael
police was the use of the automatic fingerprint identification system (AFIS) to solve serial property
crimes (burglaries). A connection was found between unsolved crimes committed during a yeal
by identifying hidden fingerprints and palm priftsm the same source, fingerprints left at crime
scenes were connected with more than 20 cases.

The data collected on the basis of the AFIS identification showed that we are talking about
the same person. Based on the data obtained, an analysis ofaWiebetthe offender was carried
out, and he was caught rednded in an attempt to break into an aparttient

Discussion and result

As an analysis of the specialized literature and police practice in many countries shows,
most burglary criminals useayles and masks in order not to leave their fingerprints and not to be
caught by security cameras. However, in many cases of C.S shoeprints can be found.

Shoeprints like otherforensic information, make it possible to identify and combine a
series of crimsg, especially in the case of theft, but unlike fingerprints and DNA, the likelihood of
finding shoeprintsat crime scenes is very high.

Thus, based on the practical experience of the Latvian police, footprints made it possible
to combine even rather diffemt crimes, for example, theft and violent robbery, which were
committed by the same people. As a result, it was possible to combine and solve several series
crimes, ranging from two or three episodes to more than a dozen. Moreover, such episodes we
scattered both over a fairly long period of timalmost a year, and geographicallgt a distance
of one hundred or more kilometers from one another. It is important to note that the Latvian police
do not have an automated program for recording and cigethke databases shoeprintsall
checks are carried out by employees of the expert sétvice

13 Rossy, Q., loset, S., Dessimoz, D., & Ribaux, O. (20h8grating forensic information in a crime intelligence
database. Forensic Science International, 230(137 146.d0i:10.1016/j.forsciint.2012.10.010

14 Hefetz, 1., Liptz, Y., Vaturi, S., & Attias, D. (2018)se of AFIS for linking scenes of crime. Forensic Science
International, 262, e2®27.doi:10.1016/j.forsciint.2016.03.003

151 0 joadym €., Il L sy detsMmisd dMY sdz L 5o ©uzlf v M) egts s tc A
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The shoeprintscan be used to connect not onlgecificcriminal with a specific crime
scene, but also, if a series stfioeprintsare found at several cringcenes, they can also be
connected together.

When processing and analyzing the receiméarmation as well as using modern tracking
tools, it is possible to identify the relationship in the behavior of the offender, which will help in
solving crimes andatching the criminal.

Realizing the importance of applying and using received information during the seizure of
shoeprints the Israeli police are developing a system rfatchingand comparing images of
shoeprintsreceived during C.S witlshoeprintsin a data collection in order to identify the
connection between crime scenes.

Each newshoeprintdmage received during C18ustbe entered into this data collection
and compared with all available images for matches, even in the absence of a specificlauspect
the case of match a forensic specialist conducts a preliminary analysis of data, such as the pla
and time of the crime, the method of committing the crime, after which the processed initial data
Is passed to the intelligence department for furthecgssing and analysis.

For example, while testing the system in practice, a series of 9 matches of images of
shoeprintseized during C.S connected with burglary was revealed. The places of the coincidence:
were identified both at close and long distarftesh each other, in a period of time up to three
months(Fig. 1).

Figure12: (Fig. 1) A map illustrating the area that the offender had strok

According to the analysis of the received forensic data, the criminatawaght by the
police at the place of another burglary.

173



Conclusions

Forensic data received during C.S, such as DNA, fingerprints, fireshosprintsspecial
hacking or incident methods, as well as geographic location, can provide the investigator with
information to identify and further investigate serial crimes.

For the effective implementation and application of the forensic intelligence mehtisd, t
study has identified and suggested:

1. The need to develop direct cooperation and dialogue between related departments and la
enforcement authorities.

2. Creation of an analytical unit, which is a part of the forensic department, for the processing
and analysis of forensic information, for its more effective use.

3. Using nationwide databases (fingerprints, DNgkoeprinty, as well as data from
neighboring ountries to detect and fight serial crimes, taking into account the
development of transnational crime in general and in the Baltics in particular.

In conclusion, we can say that the use of the forensic intelligence method for analyzing
forensic data whesolving serial crimes, in particular serial burglaries, can bring forensic science
to a new level of fighting crime, will make it possible to use most of the forensic data available in
the pretrial investigation bodies to understand the state of cringemeral and the fight against
it.
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SUMMARY

This case study is on an identification process of skeletal remains found in a forest. Forensic
pathology and anthropology were used along with data mining and classic police investigation
techniques, like inquiry and questioning. Only two days after the recovery of the remains, a

scientifically sound personal identification could be established without using the expensive

and timeconsuming DNA analysis. The human remains could be burigxdhig own name on

the gravestone.

KEYWORDS
anthropology, forensic pathology, identification, investigation, missing person, radiology, CT
scan.

1. Introduction

According to the Interpol DVI Guide, there are three primary methods to identify an
unknown lody: genetics (DNA analysis), ridgeology (fingerprints, palmprints, sole prints), and
odontology (dental records). Everything else is considered secondary identifiers, like
anthropologic features, medical findings, scars, and tattoos, beloAgBmsetims it is

! Interpol DVI Guide. URL:
https://www.interpol.int/content/download/589/file/18Y1344%20E%20DVI_Guide.pdf?inLanguag&®ng
(2021. 05. 27.)
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possible to establish identification based solely on secondary identifiers. In this study, such a
case is presented.

In 04. 16. 2013, at noon, a forestry worker reported to the police on the 112 emergency
phone number that he and hisworkers hadound bones in the forest, which seemed to be
human remains. The police headquarters of t
investigator team to the scene: an investigator, a crime scene analyst, and a forensic pathologist.

2. The Scene Recary

The scene wagrounda 508meter distance from a singl@ne asphalt road, in the forest,
with lush undergrowth. Bones and clothes were recovered from an approximately 200 x 200
meter square area with a karst sinkhole in the middle. In total, ongatarlum), one lower
jaw (mandibula), 5 cervical vertebrae, 11 dorsal vertebrae, 5 lumbar verteliraight and
left scapulae, -1 right and left clavicle, 9 right ribs, 10 left ribs, sacrum, both ilium, right femur,
right tibia, right and left fibulaand a long, untreated fingernail were found. A pair of blue jeans,
a blue and white striped sheateeved shirt, and a boot also were found. The boot was 39 size
(EU) and the shirt also was 39 size. itlehe 1 nni
with a permanent marker, and a 4x1 cm sticke
36712

According to the Hungarian Health Act (1997:CLIV. tv.), administrative proceedings
must be instituted for every unknown corpse, and the death calsigestiabted as an unnatural
death, which requires a police investigation. After the scene recovery and documentation, the
forensic pathologist had examined the skeletal remains.

3. The Findings of the Forensic Pathologist

The bones were almost completéige of soft tissue, with only the lumbar vertebrae 4
and 5 still to be found, which attached these vertebrae to the sacrum. Both the right scapula and
the right clavicle were still in contact with a few dried articular ligaments. Traces of animal
chews vere visible on the bones, with no vital signs, which indicates post mortem injuries.
Examination of these exposed bone surfaces did not yet show significamgrtstn bone
tissue rarification, and little weight loss was observed on the bones. There afsasion on
the surfaces, and in the medullary cavity of the long tubular bones had not yet been found soil.
In the cavity of the skull, there was a handful of briskly moving nymphs.

2 Angyal Miklos: Forensic Methods for Identifying Unidentified Bodi®.D. DissertationP ®c s, 2014. 75.
Hungari an. | sanzeorneot sl se8ng ¥6 zheom@ltye st ek kri minalisztikai
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The skull, based on its morphology, was masculine, with coarse musdbnaents,
pronounced protuberances, and rafed mastoid processes. The pelvic bone was also
distinctly masculine featured.

On the back of the skull, on the back of the right parietal, there were 2 pieces of bone
tissue with a diameter of 5 mm thabpuded a few mm. On the middle of the right zygomatic
bone, a crash fracture was found, which already showed bone consolidation. On the nasal bone,
and the right frontal process of the maxilla, a significant, rough crash of a few millimeters wide
was obseved, which may have caused a characteristic deformation of the nose. This crash also
seemed to be an outcome of a previous fracture. The nasal septum showed a pronounced left
obliqgue. On the right side of the jawbone, between the ramus and body, theserouah
malunion, the angle widened significantly, as a trace of a previous injury. On the opposite side,
at the jaw joint, both the condyle and the fossa also had significant deformation, with bone
tissue deposits and effects of joint degeneration. Tpeseous injuries to the skull raise the
possibility of severe, multiple skull trauma that occurred months, or even years earlier before
death. However, no trace of medical interventions was found.

Observing the long tubular bones, the relatively intefttHumerus was 32.1 cm long,
and the also relatively intact right femur was 42.7 cm long. Based on this, the person could have
a body length of 16467 cm (+ 3 cm). Based on the tendon connection surfaces on the tubular
bones, significant muscle massist likely.

The found bones may be from the same person, who was male, older than 45 years, 165
168 cm tall, thin in stature. He suffered multiple head injuries in his life, months or years before
his death. There was no Af r e sethecausepfdeath. S n t h
there was nothing on the bones to suggest violent death. There was not any bloodstain on the
shirt or the pair of jeans, and both seemed to be intact.

4. The Data Mining

After the scene investigation and the examination by the forensic pathologist, the

dat abases were checked. There was no missing
and also there was no other missing person with the estimated age, bodyhdigbtly stature

of the skeletal remai ns. It iI's worth noting
Hungary, the AF.0 is a common first name. Se

the name AT. F. o, any b od yhe candidate listAvas regdeeditos o | ¢
approximately 12 people and ranked by releva
or nearby towns or villages. Some of the candidates were called by phone, they were alive.

On the other hand, a second invedtiige hypothesis was also tested. The name mark
on the inner label of clothes is typical and common in many nursing homes, hospice houses,
and sanatori ums. So official i nquiries were
surrounding district. Onaursing home sent back the information of a former patient, named
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AT. F. o0, who was deceased one and half years
were taken away by his daughter.

5. The Questioning

The next day after the recovery of thelska remains, the investigator and the crime

scene analyst visited the daughter, a reside
the clothes of her father. She stated that her father died in the November of the previous year,

and the body was r e mat ed . His every c¢clothes were do
support foundation of P®c s . This i nformatio

skeletal remains belonged to a local homeless.

On the next day, the crime scene analyst andfdhensic pathologist visited the
AT8maszo foundati on, a n d-50, withg165167 e€rd bodylheightt a me
slim body, and expressed characteristic deformation of his noserdade. Slowly some
employees of the foundation started torememb a homel es s, named AK.

common first name, by the way). AK. F.0 had
drank, he often got an epileptic march, fell, and hit his face.

The empl oyees al so st aseerefalat ledsteatyearAR¢eviouBly, 6 h a
he visited the foundation at least once per month, to got monthly financial support. However,
his missing was not reported to the police or any other authority. In addition, the foundation has
no records of donated ¢hes.

6. The Medical Records

Knowing the personal data of AK. F. o, t h
anal yst visited the Clinic Centre of the Uni
medical records there, includingrdy and C¥scan images.

Comparing the found cranium and the €It an | mages of AK. F.
pathologist was able to establish personal identification. The several healed fractures on the
facial bones were extremely characteristic and unique.

3 Angyal, Miklos: Interdisciplinary Analysis of Databases of Missing Persons and Unidentified Bodies
Suggestions for I ncreasing the Person®/M 538 ¢mti ficat
Hungarian. Az eltTntk®nt k°r°z°tt szem®lyek ®s az a
el emz®swas!| atok a k®r d®sk®°rt ®rint szem®l yazonos2t §s
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7. Closing the Gase

No crime implied data were found during the questioning and data gathering at the
homeless shelter of the foundation. No suspicious marks or traces of a crime were found on any
of the bones, neither the clothes. Therefore the case was closed asrastedive case.

As the person's relatives could not be found during the administrative investigation, his
funeral was provided by the municipality of

8. Lessons We Learned

Without expensive and tirr@onsuming DNA analysis, an established identiftcawas
possible by anthropologic features only, made the skeletal remains to get back his name and
provide him a funeral with a gravestone, and his own name on that gravestone. Only on the
third day after the discovery and recovery.
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CeMEzH OMiso © MY teso Y HIOJ dg'der dgdj, IsdiExlz! & s dzjf ds@AssH) af dz'
wWodzj dagdW s, BHdddBd dL SCStlstster 7 WwWodzws Isfpw ddaW dzw yd-
tetsfils o Mskf dzsmisd o Is. H. , fts Mkh Mok btttdtslL
sftsB j dadets SOCdr bwyCdrL Elesw § stz B CBSE kg gk
MismMeseMmMisalzjls dzOtcOMIsOded® Msyd Odz! dzts?2 dzOf oW ¥y j dzdats
otsLded S detso j degdWY tOL dzdyde' » Wistcdz Stec OdzdL so Odedets?2

VECOL" 90O% dz0 dzj SBRBHJ®BEMIS! EMddi dzdMe jr e dzls
tdmMfzedzd S d sOLOAMISOdz 1. ¢.1 0L OtBOjoO SlsdzjIsddz: ¢
d LOhMdIsdlIs: LOCsdetsf sMdzzh dzr 7 O HOd Gl ftoj Misk
o d&zOMIsd d LOSCEdO ¢ Ikjdk Chkt tBjM{J yd o slszdhike j
fzlsjdke [1, M. 3].

1. t 4 OdzdL Oydw 11lsts? ZMmisOdzetse € d ZOf tow d3lz 8
ftcOostsnteOded Isj dz' dzr - stec Odzis o . 1tcOCIsdC O B j HJL
LWWiClkdodesmls! ftcOotstsntcOdedlsj dz! degts?2 HJjWIsj dz' desflsd
ftoj Mt detshipss dwdesesds L OadMmdls sls COyj Mise j dadets @ s
HiWlisj dz2 desfylsd, Mtse toj d34 dzdz" ~ oL i3y detsyls j 2 or weg
otststolzy § dzdzts s d stce Odzts 9 , smih j Mseodzw e h QA W lz dz€ y
fitse jteh jdedzj 4 +Isd Mmesufplso @ 3 ) Bisw N j2 dBjte]
sjrndtsdtecdd, Isjd {WW¥WjSClsdodzjd tjhOslsmw LOHOYd
]l st lssdsz sHdzdd3 L G dzOedz' » dzZOf cOo dzj dzg 2 HOdz! dgj 2 h
BiStg! B’ M (o Miskt detlirids'+ v " diaisjCHdzj | Isd friftftasfde’ de ts © © dzd |
sjrdzdyj MEtsets ftetsatcj MMO.

sOC YtsCOL" 90jls 00 fyds.d CO. L®H RPMHPHEzB dZdSj s C
WOCl MshtwOd ddY o' MsC et ktsodw tBh j2 € toddddss
HOdzdz" d3 Mtsyd B dztsffigffudejmetse Odzd 2 , ftsor Mddzts Etese j dz
ftoi Miskfdr &3 Qo sdzOtclzh j dzd Vv 3. Itsdzij 30% f§lsjtf
ftcOocsntcOdzdIsj dz' dgr | tstec Odg .

lsOlsdMmisdyj s ow cOMSter 9 O igtsfls dzj Cslstster n
Ctod B3 dzOdz! dzs?2 H szligiEOo d 016164 ftosyj dzsO, vyt
OdzOdzts ¢ d ydz 2 fjtodtsH ftosh dzsets GBSHO. Clsts ftotsd

ftojmMisky dzj degd?2 C0O¢ kftlstcj Bdzj ded j , ntlcOdzj dzedy d dzj
I sdzr hj MsOdzs kB d2Mls,e5 iy tdftsySlsiOdzd jWdP Cde@ o1l L O dzO+
Mtej HMiso OBd BJL yYJdzd ~dhjdzdw dzO 21,5 ftesyg dzlsO ¢
MisOls! d 25@0 yDU),lsqf fletsyj dzls O.

Il MmewirLd fm dOB&ZEHO] B2 o ftsfdzjHded] GtsHT Is j
HEC QuUOmIse, Is. j. ¢0L0dd?2 ofmMirmn COLjetsted? dzdvy,
Yofjlsr &3 sl OLtsd3 8 MEH|] s HOdzdzr = ©® ~"tsHj Mmdzj HMls
ojhifMmlseojdzdzr = HEBCOL O] dz flse . Clsts, C tsdz ydzts, dzJ
fesyj Mg HBECOL " 9 OdedW™ tetsdzd cdzgd 3" = ModHjlIsj dzj 2 &
dLodzj yj dedv BOSCMdBzBRBO MisHjtey O j2Mw o dades HESC OL
dzd h ¢ fted HOd dzgj2h jd3 ttOLoadlsdd dzOkzyder = thdsoe
sj rnded uj M § dzd2sMB OC BOL'T Mtse j eh j dziflse 59 Odzd v H
tcOMCter sds ftoj Miskzy dzj dzd 2 .

1 JtsBRrBHd @3sMIs! fsmistsw dzdetse s twOLoadIlsdw d Mmtse |
sBkMmdzse dzj dzdzOW L Of esMOdBBd Mdzj HMlse j dedzets?2 d fkHJjB
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sB) § CIstuds,j dzgh Wz Mtso toj d3j dzdz" n B ssHise dMmidzj H 59 O da
sjdzgH j dzydd Hdzv CSteddiBddzOdzd mMisd yd MEB2 1 EMYfjlsdLr 3

I'rweodzjddg, WdEMOydw Mmtsete] dgf dzdz™ B3 s ~ ded ud M
ftojMmiskzyd = Hi2Mbsod2, dnd JdufigfiPdiy Hits €O daPjz ydkd nts fiy cbred
dmf sdz! LseOdzedy Hodzkyjdzdzr = or etsHtse © ~AtSHJ HBC O
tcOmMMmMdzj Hso Odedw™ 5 EkZebdztseodz @3 HJj dZzOd3 L dzOydlsj dz' dats
Petsdzso dzsets MEHBsftesdL o sHMise O.

[H&ZOSC B8 Mo tojjdg dede O olrftdstsfovy € tod d3d d&zO dzd s d yJj ME B2
ojhjMmlse, CtedlIsj tod j o3, Coshtstesets WodzWw jlsfpw 1+ WW j QI
MdlszOydesdzdzr = L OH Oy, dzf MmMtsildzg Hifigle g Hzids?2 L P c@E is@
MisOlsdmisd yd M¢ d ~-2000@ dzdzc = f B < HQ DBz, yYlsts Ctsdzd yj Mlse ts
@BOIsjtcdOdzso d oM jMmlse M Ctsdzgj ydes2 yjdz & EMlsOdztsoe
9L OdBsHJ 2MIse dw2 In tsfidstOw jdzlg tlse ,2 20 Htsdzw 1 S M JtelsdL,
teJ hjdzr o CCOHYj oWmsirgidzyg dzj j 3 sy dzlstso .

gdzsy doh Ovfpw MdlskzOydw Bl Wijdgy j Isfw dzj 5B R SH
mMeh imMseks h jes  BfJqtedyj MEses BOjted OO o Yd
Wistcdsd totso Odzed W dztseo ' n sjtstejlsdyd MSdn, Bj stsatfyj m
ZOf tcQo dzj dedw 1+ S Jtoclsdesets dMmMmdzi Hise Odzed v .

lted tOmMMmMdzj Hiseo Odedd HJdz ©WOL dzd ydz' n COljestcd
ddzs stedzOydw, L OC dzispls@tr©Oro aftlz MBI, OCdr ¢0O0C d
o tsdzts € dzO, dzj Wisj ftcsHEzC IsT f sysedL zdz' 1s1Qds j, disjB ~e@d
oLOddBsHj2MIse d?2 tcOL dzd ydz' n sBi jCIstse 3 Y HE mtse
ftoj Miskzy dzj dzd v .

1.1.1 lihjMmsets MmdzjHO, co¢ 90O dzaj 20§ d d o
HEC OL OIsj dz Mlses, ftodtsBtejlsOjls dMm¢ dzs lsyd Islp &€ deh j ) dzgl
slstc Oy OW Lodzj d3d dals* BRBOIs j tcd Odz! dats 2 sBMisOdetso € d
L OC sdetsd3j todats yls d B rOdzdL BO o Misky dzj ded v . 1l 51 Ist
BOIsj tcd Odzts o d eoJjhjmle ftcj HMIsOQoadzw jIs MtsB B2 OCIs
LSMmdite d Stodd3ddzOdzdfmisd S d.

RMMdzj Hise Odad & tcOL dzd ydz' » Mbtstosd ttOMMdBzOIsted o O
Bzscdr Oolsstese, MiejHd Clstster i 90y desjy igj Mists,
dLe jflsdz" = dMmMmdzj His9e Olsg dzj55,] , ¢ @S r14],Md..d dasjj dESEHIsRE, R J
c. 12]d Htokzedj Oolstster .

Htse jteh j defiso tse Odzd ® sistedd d (B89 Eddd hq§ Mt
HsMisdy jded?2 o Ekotsdseodsd MEzutsf totsdL o slemdsded Wi MEdd]
Mtej HMmMlse My sMmMtseMmMlsotseo Odzd W Ekdzn Od3j dzld O dz'ndzr jd kzdBiph§ df jteH

[5,c. 411, w. Ac Ar2YyStsat? I[.6, Leddys ddets?2 t.[ 72l4d dzddy
Htclzce d dzd .
tdMddedyd osftesmise , sno Ol 90j &3 A 9 dz0 Iz y dzts 2

Codf dzj SMdesBe fsHEBSHE € dMidj HEo]AEEddEO dotf ks dtE g O dif
Mo te]j dj dzdz’ & H 5Tl & Mejsdaq I @ds ds®zs 2O S d, Isj o dzd
fcOClBdGd B dzOY 3SHEGESGHOOd dsj] Hj2Mlsodj, L OC dz
difmdzj Hso Oded™w ©BI jClstse S jtsOdd o , toas]dadd ;
dmec ezmmlse j, tod &34 Mdzd ) d HOYJ LOGCd&z* yjded¥w (90" 0t
HECOLT 00dzdY 5 kZetsdso dasdz Hj &z [ 9-fsipls 08 20V s wd

182



qdzmlsdlskls® MeHjBd & {SMijlsdL o bkc¢dsadkiEoy
Hiwljd dshls! Mfjydoddhsts, dOyj dj ddow do kflscCc
WOClkdujmMSdn HOdMd 7, shdse O0ddOw &0 Hsfsdyjd
kjrnddujmMSdn dzOkC, fwesyjmMhMkzod d' &7 dstekon, ©ft]

Cjpddv otftesmss, dqddsjtejMmkzshdn GtcOd tOfMdy |
LS jelsdLr fjumlsOodvsls Mses?2 ¢ &OMMdyuiMSdj ©O
fsdyjdd] HSSOLOK]d ds2 BOL' . stddddoddilsdyjf

W stc 3O tge j Bidz" - dmMmdzj Hise Odzd 2 , o fmdzj HMise d J Yd G s

By ssHdyj MEts?2 BOL B2, 9 Cdzt yoes h j2 C0OC IsteOHdYy(dtsdz
sfmizh j Mise dzj ded W c. O ddO/did.L O H @zO€ ts, dzi Md3sls oW z0 o
dmmdzj Hise Odzd v , §f EdRINEGH GiEcHs Mis? MY j tlsdzsets L OFC dz¢ yJ dz
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Summary

The article is devoted to the latest gienin Criminalistics in modern conditions and digital
Criminalistics as the new forensics direction. An important trend in Criminalistics is its
technologization, the development and implementation of information, digital
telecommunications and other teclogies. The doctrine of Criminalistics defines the role of
digital evidence (digital information). Digital evidence requires new approaches its collection,
storage, use and research in the course of proof in criminal proceedings. The article draws
attenton to the strategic tasks solution by Criminalistics, the technological progress impact on
its development, changes in legal mechanisms and the introduction of standards of proof.

Key words
criminalistics, digital criminalistics, trends of criminalistiosiminalistic strategy, digital
evidences, information technology, standards of proof.
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Summary

In this article, we not only present a general overview of the scientific articles published in the
publications of the sixteen international conferences (congresses) "Criminalistics and forensic
expertology science, studies, practice" on the issues r@fsic didactics, but also, in order to
create a common European forensic space, we invite the criminalists of other countries to
concentrate their efforts on the harmonization of the development of the criminalistics triad
(sciencedoctrinepractice), intuding in the area of its didactics. In this article, we present some
possible forms of international cooperation in the field of criminalistics didactics, some of
which we have already approved: preparation of textbooks and other didactic methodological
works (a 3volume textbook on criminalistics in English was planned to be published with the
participation of Ukrainian scientists and representatives of other European countries. The first
volume was published in 2016 (the second volume is being Bdifg@paration of joint
scientific articles on criminalistics didactics; carrying out joint international scientific projects;
organising specialised conferences, including student conferences; involving foreign teachers
in the study process, etc. In 2017¢ tRalanga Memorandum on the establishment of the
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European Federation of National Forensic Organisations was adopted. In authors' opinion, the
issue of criminalistics didactics, which is the link between science and pratioceéd notbe
overlooked. In tke draft Statutes of the future Federation, whose establishment and positive
contribution to the creation of a common European area of criminalistics is undoubtedly
important, criminalistics didactics is one of the Federation's main objectives, and thdce sh

also be room for units related to the training of law enforcement offinithe future structure.

Key words
The Lithuanian Society of Criminalists, criminalistics didactics, international congresses
(conferences) "Criminalistics and Forensyperblogy: science, studies, practice"

tdLedsd

J H O dzdats 2 fMisOls! | a3’ dzj stsdz? €5 Htoj HINlsOo dzw j
sfkzBdzdStsoOdzdzr 2 © dLHOAIWE hjMmisdOHyOlsd &BjyHE
"sted i3 dzOdzd Misd € © s dAy e 1o pAOHAOYOY JYREFPL Jstl€ 0" 5 o sy
Ctod i3 dzO dzd fyls  yj M¢S 52 HdHOGCIsdC d, dzs  d, ) Y4 dz
Ctod i3 dzOdzd lsd yj MS s s ff tots s telOezndsh ddO dzd s @ dzOd LO j
MistcOdz MtsMtcj HslsBYdIs! MW 2O cOtdsdzedL Oydd tOL 9
HeC s#fded2@ Isd € O) , o Issd3 ydmdzj o B d&OMmIsd jJ F
ftoej HMsOQodzw j i3 dgj MC sz S5 oL Bsyder 7 Wisteds d3j y HLE
Ctod i3 dz2Odzd s d yj MSts2 HJHOSIISCJ, dzj CStslstster j gL
fsHesks0 S0 kyjeddS sp MEdH g §BH AWHIPSHY ©O0B S
qLHOdzdj btojrlstsdiidesets EyjBsdzd SO s Cted dizd dzOdzd fyls d
) MslstelzH dzd yd Miso J M ESCttOoddmMSddd Ekyjd d&3d 1 to
jotsf j2MSdn MteOdz ) jteor 2 Itsd dadndsHA(UsH®dz oo fM2sC
tcj HOSCIdEsotPEHAFBlstso CO Mo dizj Misder = dOEzyder =7 fMilsO
HJHOCIsdC j; ey OdzdL Oydw MmMtseo dzd Misdzgr = d3d Y HzdzZOtetsH
M ydodzdL dtctse Odzdz" ~ CodaW Jj toj dzyd 2, ) Is 5 i3 ud
ddesistc@dzdzf BSH O Ols j dzj 2 € EkyjlBdB®RE7 { €snmfgl dzd
] OO NS d2 (B BswOdgHkzds & MLHOddd [otksy j21
Ctod B3 dzOdzd s d Yy M dr BteeOddL Oyd?2. 1t Bdej dzds ©Os
Ctod i3 dzOdzd lsd Yy MS 52 HIYBHIHOS YL E SfBcOY j s dgv d3
ftcOCIsds 2. l ftetsjSIlsj uvMmMlsOo O BERHENMNjJ2 WJiHJjtOY
odzdwdzdy dzO MBLHOd] JjHJdset Jjottsfj2MmMitets ¢
9" LM 90jIs Mtsdidzl dzd 2, € tod d3d dzO dzd fy IscLy J B dd o dardrH OGS As
d o ftojHfsdZOCOj Bs?2 MbtezClskzte] HESdydes BT Is! a3,
fsHOBIsso C 52 MsbtczHddCtso ftcOQoatssrntcOdzdlsj dz dz' 7 TS

szt yjordg Mmdzso O
[ dstsomME sy Bh jMisots Ctod &3d zOdzd Mistse , Ctod d3d dzO dzd f

Ctdzctej tpmi tof Gegd ) " s ted d3d @O Ezthlf) 5 kS © flafsiafaw jj dzdig
fOClds O .

200



Santrauka
Gi ame straipsnyje mes pateikiame ne tik bend

AKriminalistika ir t ei smo e k s piier tl eli ag inji ai:o
kriminalistinas didaktikos klausi mais paskel
bendros Europos kriminalistinds erdvas kIri
pastangas harmonizuojant kriminalistikos triados (neddidaktikap r a kt i k a) pl atr
tarpe, ir j 0s di dakti kos srityje, nuostat
bendradarbiavimo kriminalistinas didaktikos
aprobuota: vado®abi @Gakti ki OOdmeb&ddi angi mas (
dalyvaujant kitO Europos ¢gali O atstovams, b
vadoval DZangl O kalba. Pirmas tomas buvo igle
bendr O moksliniO straipsniO kriminalistini
tarptautini O mokslini O projekt,Oame yake yrma s ;

studenti gkO, rengi mas:; ugsienio gali O pedas
2017 m. buvo priimtas Palangos Memorandumas
organizacijO federaci jmesgaslitiemagipreol.e iAsuttiorii ¢ an
di dakti kos probl emati kos, Kuri yra jungti mi

kurios DxIlrimu ir pozityvia DZaka prisideda

kTrimo neabejrmjjaeka,e Ktratmitnmlp stind didaktikeé
ti ksl O, o numatomoje struktiroje turdtO at si
susijusiems padaliniams.

Raktiniai gdgodgi ai

Lietuvos kriminal i st &ikaltargtautmiai koagresak (konfenencij@s) i s t i
AKriminalistika ir teismo ekspertiza: moksl a
j vadas

1990 m. atklTrus Nepriklausomybfi Lietuvo
perorientavimas Avesternizacijosid link. Gie
institucines sritis, bet ir moksl| N,saugumme t ar
koncepcijos, nusi kal st amumo kontrol as nuost
Sovietmeliu Lietuvoje funkcionavo tradicinis
kaip moksle, taip ir taikomosiose srityse, 0 jos koordinacinis dyab centras buvo Maskvoje.
Tai buvo and 1 ai kO natiralus geopolitinis |
atsirado naujos galimybas ir poreikis pergve
mokslo pasiekimus, jos raidos tendenclige i gal i mybn tO gali O paga
Lietuvoj e. Bendrame ekonomi kos ir kitO soc.
prasidajo esminiai pokyliai ir teisasaugos s
nusi kal tilmu® iari gtkiirmniaaan]l i O institucijO funkci
specialistus, kuri O kompetencija turajo atit
plaliai suvokiamN teisdsaugos si stpmltiMigis pi r mi
sprendimais realiZpejrant i papgiiendiodBZr ni bsl Nv
pareiglndO rengimo, teisé&saugos institucijO v
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proceso pradgios prasi daj komOj BOrjmsnalii$itiOk:c

raidosvekto i aus nustat y mptimabu Bukoi mieg&loimat i ko s, k a
ir tai komosios vei kl os, modelio ir jo kIrimo
kriminalistikos mokyklos md e | DZ ar ikt prie tradicinas
mokykI|l os nuostat O, ar bandyt. kur ti savo k
anks|iau egzistavusios Lietuvoje mokykl os | :
patirt@®sKr ypptaismi ngos ir realiomis §giniomis

i gvedgiojimai) g¢giais klausimais reikalavo ar
ir kriminalistikos didaktikos srity. Lietuvos policijos akademijos kriminglisos katedros

mokslininkai aktyvitai PeDBi punmhBj NDZ tgaDZ ppg raad & 9
konferencijN, kuri 1992 m. buvo surengta Lie
pranegi mO DXZairiais kovos jgeudalywaves dakgapblisijpsa mu mu
pareiglndO ir mokslo atstovO ig Vokietijos, C
Ugmegzti kont akt ai | ei do per trumpN | ai kotar
ir praktikos pasiekimais Vokietijej , Lenkijoje, Gvedijoje, Ol an
met ais buvo ugmegzti dalykiniai kontaktai su
Pirmoji tokio masto tarptautina konferenciije
kriminali st i nes institucijas subrandino tam til
tendencijas ir kryptis Lietuvoje, apie kN me
moksl o gurnal o numer yPas kAT umiisprxiXiemci jdeigi
kriminalistikoje buvo siejamas ne tik su e:
reformomis, bet ir akade matstosasjamos Lietmmospalicijposs t i k o
akademijos mokslininkO, darbaiatkPeirmkeli st
policijos akademijoje susiformavo stipri Kri
i gkili O mokslininkO, kaip prof. dr. Eugeniij
prof . habi | . dr . G kad)] alyviai dendraGaublaeusicukkatesdros( me d |
kolektyvuprof.labi | . dr . Pi j auisr Knoennsatgaonst ignroutpBaosy njlanu@n C
nemenkN praktinio darbo patirtDZ Negali ma ne
kuris, dirbamas Vilniaus unives i t et o Tei sas fakultete, gl aud
universiteto mokslininkais. Lietuvos policijos akademijos (LPA) mokslininkai, aktyviai

dalyvaujant Kriminalistikos katedros atstovgmsur aj o per | abali t rumpN
nauj asprsagrdanma@ds. Apie taid mes ne vienN kartN

Tarp svar,pia®@pairngsanuis®OO kriminalistikos, t

buvo Lietuvos kriminalistO draugijos D&teigi
akademinéds skrimémalistiklspertini O bei kitO t
Lietuvos kriminalistO draugijos Statute ta
BT tina padblre&dutvios kaod i cijos akademija buvo ne tradici
mokykla. A A

2J u g k e \Jj Kuklidngki&S., KurapkaE., MalevskiH. , P 0Ag i, | nGausA. Krinsnaliati&kos
vystymosi Lietuvoje perspektyvBEPA mokslo darbai. T.1. V., 1993. P.6D.

5Gr ., p a MajewsikigHi. Naiiczanie kryminalistyki w Litewskiej akademii poligjiPolicyjny

biuletyn szkoleniavy. 7 Szczytno, 1996, Nr.-3. P. 80-82.
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akcentuojamas tarptautinis bendradarbiavi mas

suppsdavome, kad tik tokiu bildu galima ugti ki
specialistO rengimo |ygbDZ Nuo pat D&ateigim
organizavo mokslines konferencijas,tikusrui oksi thC
gal i O teisdsaugos institucijO veiklos aktual
mokslini O tyrimO tendencijomis ir numatyti n

Po dvidegimties 0s Vesiaklyas , m&ta@ me O g ails
r

gi
(ankskomfuerencij ©O) AKriminalistika ir teismo
rezultatai yra puiklis ir reikgmingi ne tik L
me t-13i pakankamas pedoa s, kad i stori gkai pagvel gti DZ
jo apimties, norime apgvelgti tik kriminalis
giuose moksliniuose renginiuose, parodyt. DX
kriminalistinds didaktikos klausimais, kitN
Pirmoji dalis i 20002 0 1 1 m. konferencijose AKriminali

mokslas, studapios, kpirmknmnalkiasiti ni di dakti kN

2000 m. VilniujeLi et uvos t e i* Krininalistikos katedrasdrganizavo
pirmNj N krimidpalaksgt inmn,kuwiojddalyva/m iGetuyodlir Lenkijos

universitetO ir teisdsaugos bei ekspentiniO
Nors konferencijos pagrindina tematika buvo
ekspertologijos klausi mai s, bet jau D&XZadini :
tei sds reformN Lietuvojefi atski,agdisi gwved ghé o
tei sdsaugos institucijO poreikius ir supr as
pradata kurt.i kriminalisti,gabi maudakpPt®s| syea

Bitina paminat i, uolsasdkgiferendjoa atspausdintiogestekstuode butvo
kalbbamapi e pl ali Bri mumaki atmNkos didaktidk®m. Kai p
Burdos irLi et uvos Vi daus reikal O ministe$ijos |

Liutkevili apegal ©t ganp®&®nbPzaASudoji mas tardytoj c
apiebl ti numN nuolat kelti tardytojO kvalifikse
probleminius ekspertiziO skyrimo ir specialdi

Ne Vvisi pi rcm@j@0 AkKornifneirneanl i sti ka ir teisrt
studi jofrepgiaami kpiRianegi mai buvo spausdi nami
straipsniams keliamus reikalavimus 17 kKuri e
priegmaneasi bs i ki konferencijos. Pradgioje s

universiteto mokslo gurnalo AJurisprudencij

41997 m. Lietuvos policijos akademija buvo pertval
teisds akademija tapo Lietuvos tei panwersitetas.ver sitetu, o
SKurapkaE., MalevskiH.Kr i mi nal i sti kos moks | as,Jwispkudeaciat LTW raokskod s r e f

darbai, Vilnius 2000, T. 18 (10), P. 10.

6l ki 2014 metO konferencijO pavadi nmonkassl asu,v os tAiKd iijnd sn,a
0O nuo 2015 turime jau patikslintN pavadini mN AKrim
praktikaid, kas buvo susieta su naujos mokslinas di s
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konferenci jtOeidlail g mO Omaokisd ii Inii WO ,s tbr aéngtipagaltOa r t a
mokslini O straipsni O reikalavimus pranegi ma
|l ei diniais, kas | eisdavo ne tik kiekvienam p
bet ir kitiems suinteriestuiotsempameokpbunkaokhta
bei kryptingai dalyvauti diskusijose. Toks f
visiems konferencijos dalyviams. Gis mlsO i
kolegO ig kitdO galiO.

l'tarptaut i-m@akmoiknsd i hé&nferencija AKri minal
moksl as, studijos, prakti kain buvo surengta 2
publ i kuot. kel straipsniai, ti esspe@i @i nassu
kompetencijos problemati ka. E. Kurapkos ir |
kriminalistikos stu'diejnd asitti sk tDZraa rii 1O djiad a IOt
tei sdsaugos darbuotoj O aphklgddsiors paoprieei KKDZ ibne |
|l iteratiros analize, patei kta vykstamliiope ki
konferencijoje dr. Moni ka B°hme (Vokietija)
tobulinimo sab¥BrofqharicKaae i @p gwal(dMtvija) prist:e
ruogimo ir sertifikavimo probl emos, eRsperti
Gi os konferencijos metu su Vroclavo univer s|]
Lietuvos tetisabBstumiLgtaiksliibst tveasas moksl o ir
svar st omi gingsni ai DfHyvendi nant gDZ proj ekt |
sutartis tarp Vroclavo universiteto puwenkiija
pasiragyt a. Galima paminati, k adDalliieat uTvaolsa Itie
(Lietuva) savoEpaXiusapkme pritdar aMal ews ki o t
DAt aigos neturi tinkamO sNIlyg®nkhs peritveemss i
akademinds studijos. Taip pat reikédtO pritar
teisinio igsilavinimo, mokymo programN biltoO

disciplin®d &nejsas. Gi Mokdyinsacsi pakademi ndse s
efektyvesnis.

NIt ar pt aut i-m@akmoiknsdl i m@nferencija AKri mina
moksl as, studijos, praktikafi buvo surengta 2
svar st omi Bkt nal | st ikrkusimad Vidinarkas iEdidijus Kurapka ir
Hendryk Malevski (Lietuva)n a g r i nnéoklsk niramojo projekto rezultatum e gal aj o

"Kurapka E., MalevskiHGi u ol ai k isntd kkorsi msitruadliij O Jsrispruddndijd: LTe) mokslo di d a k t
darbai, Vilnius 2000, T. 22 (14), P.1443.

8Atsigvel giant DZ mi ndto straipsnio igkel-ttas probl
dvi degi mt strapsnioMeimiflis.t.i kos mokslas vykdant tekwigas refo
priimtas spausdinti MRU Viegojo saugumo akademijos (¢

TVARKA (PUBLIC SECURITY AND PUBLIC ORDER) 2021, t. 23.

9B ° h mileTask andprofessionaltraining ofthe forensic experts at the C.1.D. of Mecklembumgpommern
Jurisprudencija: LTU mokslo darbAiJ u r i s p r, Vildies 2000, T. 220(14), 5 34.

“Tal aDiEkmsd@g ertinas veikl os pr o hlrigprndescijai LTU noksdo t ob u |
darbai, Vilnius 2000, T. 22 (14), R16.
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neakcentuoti problemini O specialistO, tame

AStraipsnioattor i O nuomone, vykdanbitienai ndbulsii st ien
rengimo struktlrN, ugti krinti aukgtos kvalif
i gsami O kriminalistikos ¢giniO beeéeksDmelrdtgiinfds
struktirose, rengimN teisdtvarkos ir teiséasa
DZ aukgtojo moksl o kvalifikacijos reikalavi mi
Reikia parengti atitinkamas kompensacines ir kvakfaci j os kal i mo progr a
neturintiems teisinio ir kriminalistinio

kriminalistikos ir teismo ekspertizas speci

atitinkan!|l i N ¢i uionlgaoisk iga luisO Esutreomdoasr tuNsj. J ¢
studijas &kt GinamkmstlTotootpBeg b® Lat auski end, Sni ec
Romas Raudys (Lietuva), kmdgrkiurddianmki tkO imo knsall
procesuakN rt aqjnO tDZk r O n u syiinmuia dnalizageonr@iminabstikksO r T ¢ i
studijO struktlros k!l a&usidmuss,t ujdd | Oa pir Y kybia sno
i kiteisminio tyri¥%no Spapeiapim8k symargtswkpv &l i f
kontrol A Lenkiirj ojG paesagdariNi,aoperof. habil . dr
Ci eSl a ' Lapie kSiajkas)oni j os aukgtosi os policiijo
bendradarbiavimN su RytO Europos ¢saldia® tkyotlog ge
Dieter Schulze ir Arnold Rapp (Vokietij&)

IVtarptaut i-mraa kmoiknsdl i m@nf erencija AKri mina

moksl as, studijos, praktikafi buvo surengta 2
Joje dalyvavo didelismo ksl i ni nkO ir specialistO bilrys.
pranegi mai apie kriminalistikos didakti kN ir
Tai buvo Latvijos, Ukrainos ir Lietuvios moks
kriminalistO prof. Anris Kavalieris nuogNst
perama Vokietijos patirtbDZ nusprnsdamas i ghbr

programos dastomO dal ykO stisininkoprofesijos standartai g & ,
nereikal auj a i g nbilnsailmos tti ekiossie bjé pnki odu K ri sgusrkaysr tuis

DZ ody mus . Jo manymu, toks spendi mas moksl ig
parodyti neigiamus priimto sprendimo jgaithiust®. Nepakankamai DX ertin
Avesternizacijosi procesai ir, ypal nekritig

2KyrapkaE., MalevskiH.Gi uol ai ki nd nusi kaltimd tyrimo koncepc
ugti krini mas. LPUmoksiodaybal Jruerziuslptrautdaeinci j aé88. 2003, t. 43

Blatauk i e a Mat 6)RaedysR. Kri minalistika kaip integralus
praktika, LTU mokslodarbaAJ ur i sprudenci j ad9. 2003, t. 43(35); 99

14 KegelZ.,Ci e B Rualification control of experts in Poland L T U mo k slurisprudkmcijap2803, t. A
43(35); P. 6065.
15 SchulzeD., RappA. Anforderung an die polizeiliche ausnd Fortbildung in einem vereinten Europa;

gemeinsame Projekte der FachhoclusandhWise efugo pPldltichein $4d
mokslodarbaAJ ur i sprudenci j afil82003, t. 43(35); P. 178

16 KavalierisA. Place of the criminalistics in the system of scienc®&s) mokslodarbaAJ ur i sprudenci j ah
t. 65(57); P. 2828.
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srityse, turajo tam tikrais @iplivag Ligtuvge. nei gi
Anal o gdipgrkatvigoe eksperi mentas keliais metais va
nor s ] au t ada pali oj e Vokietijoje pasigird
universitetini O teisiniO studijO yra klaida.
mokslininkas prof. Rolf Ackermann (Vokietija). Kitas Latvijos atstodasMakans savo

straipsnyje analizavo Latvijos policijos akademijos praktik r engi ant speci
kriminalistfikos vietN jame

V. E. Kurapkos ir H. Malevskio (Lietuva) straipsnypateikiami svarbiausi Mykolo
Romeri o universiteto vykdytos moksl o progr a

prognoza, kontrolas kryptys ir giuol ai ki na
AGiuol ai kind nusikaltim atlyirsitmom i kso rboed p cpirjoac ei
rezul tatai, tarp kuri O buvéd iVykdami ntaéii sit n &
reformN bitina tobulinti specialistO rengi
specialistOrkermsgiimN tteeiissddstawagos i nstitucijom
i gsami O kriminalistiniO gini O bei DT dgi O |
ekspertindse struktirose. Tai daryti bitina
rei kal avi mus, sudarant darni N, nuosek!| i N Kkri
rengimo ir jO kvalifikacijos kalimo sistemN,
standartus ir ugtikrinanl| iiNmN ablfatnegiisNg st aaucghonso |\
Dalis pamindtO DfvalgOd buvo realizuota. Tiks:
specializacijN ATeisa ir kriminalistikaf, ku
katedros atstovai H. Malevski, E.at aus ki ena ir S. Matuliena (L
magi stro kriminalistini . b&igi ambjabpdaibOaue
ti ksl N ne tik DXertinti magi strant O baigiam
tyriim@j obj ektus, dar bo met odus -taikomuksius mi nal
aspektus, bet ir nustatyt.:i probl eminius | auk
darbO kokybn. Ukrainos atstovai k wsiskows av o,
su nusi kal st amueniuspri eimogr@isngos, j ei gu j 0s
nepasirengusi o ¢gmogaus rankose, todal gi anc
efektyvumN, prioritetas tur.i bdrtdgitemak, akmad

17 MakansL. Several methods of training in criminalistics apalice intelligence for full time students,

LTU mokslodarbaA) ur i sprudenci j afijl3 005, t. 65(57); P. 135

18 Kurapka V.E., MalevskiH. G uol ai ki nd nusikaltimO tyrimo konce
procesi ni s i udgtartds rnoksinimRasi r bi s ir at,eLTUimokslo fdagbris pekt y v
AJurisprudencij afill22005, t. 65(57); P. 107

19 MalevskiH. , LatB.uskMahBlhgenéro baigiamdOj O darbO reng

universitete kriminal isTUiméksissdarbadAK silr o spradeosi kafteRSO:
139 150.
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svarbiausia ne ugversti rengiamN specialistN
savaranki gkai® Dhyti nauj O giniO

V konferencijoje (Vilnius, 2007 m. ) tra
mokslo, praktikos ir dl akt i kos pranegi mO ir jO pagrindu
Kriminalistinas akademinas bendruomenas ats
prioritetinirO.FiPlriopfp oVvAl (eRuwsanpa) gahagsi k& danma
teismoekperti zas pl &tr N, negal @&j o apeiti ir spe
po i1 g0 ir sudédtingO diskusijO pavyko DXest.i
ekspertizand, kurioje buvo i gsrkds teak snpeurjtai zjaos:
programos absolventai tapdavo diplomuotais e
teisininkBrafi plomilos Lelygevos ir prof. Star
AKriminalistika irikapr@ktekhkgampsonbjembsfias
probl emini ai tardytoj O rengimo Rusijos gvie
nepai sant didelio mokslini® darbO kiekio,
Mokslininkai kriminalistai ir krim nal i st ai prakti kai tnsi a di
pirmenybn rengeantntamdpéaoengi mui ar praktin
kai p organizuoti mokymo procesN. Tolesnio t
nuomone i kurtimo k s | i gk ai pagrD&atN pakopinn kvalifi
tardytoj O vertinimo sistemN, toliau pereinan

gvieti mo D&taigC¥Kiosnpd & k BEo uhdoes nmya® apnoNy i | r i s DZ
di sciplinN. Studentéas Ugnéa Adomaitytada ir Bal
(Lietuva) atliko empirinDZtyri mN, kuri o eigo
universitetO studentai apieeiaids kaupijioseve
praktin&j elgeiakllosj gra ne tik D#Homios, bet ir
t y r Ukrahos mokslininkaMichail Cymbal, Ella Simakoval e f r e mi an i r Dr . L
nagrinéadjo eks p ekaikudassusietas suntum Ukrainés|prdoblethos

VI konferencija 2009 m. kob&rgnkjosneiurtilavienas s e ( L
pranegi mas buvo tiesiogiai susietas su krin
saugumo akadermRiajivn HPpdakyt oTjdaksst opr i st ata mok

,0rddz 1. 1., sOtfsbsrctltsgl @ O0k@rstetsay . C QS Emdseo dJ
Btste! Br M { tejLfjlsrzokstizddmiadurisprudencija, 2005, t. 65(57); 122 127.
A d dzd fof.s@e.d B dz2Odzd s €O d MikHjBdOW 1+ CMYjtelsdL O o, [ 5MMdd:

V tarptautinas mokslinas praktinas konferencijos | «
studijos, prakti-Rkao 2007, Vilnius, P. 23

Zyjdhijaol., . drshgidosd z20dzdMisd¢ O d ©BteOLBs Odedj,V ftotsB dzj
tarptautindas mokslinds praktinadas konferencijos |leidi

praktikao 204, Vilnius, P. 29 o
2 Novi kolv.i ,en&doUnaKuzingt B. St udi j uojanl|i Oj O teisni VKkrimina

tarptautindas mokslinds praktinadas konferencijos |leidi
praktikaodo 200m9. Vilnius, P. 101

AT BBOAZ [ ., . -(uidiefORMsHEBo 6§ B3 dedzs] MEsmisswddd d dzgj Slsster |
L CMmY jtelsdz',n W OHaertspt aut i nas mokslinas praktinas konfe
ekspertiza: moksl as, studi9.os, praktikao 2007, Vilni
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kurios yra naudojamos akademijoj e?® Kituoscakcent
konferencijos pranegi muose neretai buvo tai
didaktikos klausimus,&| bant api e nusi kaltimO tyrimo tobi

2011 m. Vi konferencija vyko Giauliuose
kvieliant DZ gi N konferencij N, suseias smtesieginie i | & ¢
nusikatm® tyri mu (nebuvo numatytos sesijos, s k
speciali O pranegimO ¢gia tema nebuvo, nors,
tam tikrus klausimus, susietus su makiymbl @i
prof. Vaclavo Krajniko (Slovakija) pranegi ma

dal ykO programO DZedi mN. DZpolicijos pareigin

Lietuvos kriminalistO dr?hargd g misz ukoajratmo ss ut
tarptautid s mo kpsrlaikntdisnds konferencijos AKriminali :
studij os, praktikafi tapo ne tik pui ki a pl a
kontaktams, savo tyrimo rezultatObiet ab@pVv @lka(
bendraut.i ir diskutuoti. Jau prieg konferenc
dalyvi O pageidavi mai, k ad ti kslinga ne tik
kiekvienais metais, bet ir, turint omenyje, kad Lietuvos kramini st O dr augi j ai
konferencijas ki e kinga kas aniri smetaieeilinesikanferentijas@engtiu d &

kitose galyse. At si gvelgiant DAraygijesoTarybp age i d
nusprengari nioagi s medraé rsc i mlosO blusnfor gani zuoj

neporiniaisi Li et uvoj e. 2011 m. Giauliuose VII konf
dal yvi ams, buwd ehus psiktrd,mik¢gnfergpnicijg 2022 nd. hasu gi j o
organizuojama kartu su Sankt Peterburgo universiteto kriminalistais, kuriuos atstovavo doc. dr.
Svetl ana Kugnirenko (Rusija).

Antroji dalis 7 20122 021 m. tarptautinas konferencijos
t ei smo ekekhseperrzal ogija): moksl as, studijos

di dakti kN

VI1TI konferencija AKriminalistika ir teis
surengta 2012 m. Sankt Peterburge (Rusija). Nors pagrindiniais konferencijos tematikos
kl ausi mais buvo kriminalistikossikatetam® ek

BYpiRNusi kal t inmb itkyirtiemos mip mokymo programos, naudoj amo
ministerijoXrakadami pojka Ar teismo ekspertiza: mo k
monografija, Vilnius, 2009. 390393.

X502tz d B3 BO&AS MC OW d MkHjegeOSBSEC NY § tolsd dzP dsdz’ §
eslsdatsh j ded WKrifimgnlad 2 st i ka ir teismo ekspertiza: mo k s |

straipsni ©O rinkinys. | I praf. @rl Hesdryk Malevskn,i udso, ¢ .2 Odlrl.. -Goaubdraireylt
Granski e30.2.

272011 m. konferencijos organizavime dalyvavo Lietuvo
Anksliau, dagniausi ai tarp organizatori O rxijpvy o Myko
rengi mo buvo prisidajns ir Lietuvos policijos depar:H
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tyrimo bei inovatO vtiad keyknsop eprrttoidrl i emamdjtkcad e k o
tur &) ome kedpmitel ksrtirmii rpasiniijgdt o nmi i\iNapékzikpitavidastikok NN

pl dmorkky mo D&t ai gose XX jae Pusinjogjod ei rp uTsdrjyeb @ .
V.V.Jusupo®®( Rusij a) . Dr. Mareko Frygtako (Lekija)
apie pareiglm@cemksoj antmNj O kompetencij O Kk
nusikaltimus?®

| X konf er enicdtjiak aAKirri ntieniadmo ekspertizad8: m
organi zuota 2013 m. Vilniuje. Vienas 1g rei
kriminalistikos didaktikos problemas buvo parengtegidijaus Vidmanto Kurapkos,
Snieguol &s rMaEtgu laise nBiisl e v i | iréniiaats atliktdisi2@0B008 a ) . A
ir 20102012 m. tyrimaisanal i zavo situaci j N kriminalist:i
|l ygino jN su ugsienio gali O patirtimvadab.pa
Autoriai konstatavo, kad tyrimO rezultatai r

studijO programogeamréasbDii akkpambtsoll ivreemd ODZdan i
stipriai pabrdgdavo dal yviajag@ empgkhaiusoBevbeiks
jogndra suderinti specialistO rengimo %r O
EkspertO rengimo klausi mams buvo skirtas s
Gabriel aGlawmskiaema i r isGlaetuva). Bie akcertbeol kadriank

nusikalstamas veikad abai svarbi N vietN ugima speci al
atitinkamos bazinas srities bei kriminalisti
Dfyi dgi O. Stiraarapss neynjpei ramtiasr t yri mas, kurio ti
specialistO subjektyviN nuomoni apie jO re
perspektyvad. Galime konstatuoti, kadn e t nagri naj antolimus intiou s, a

kri mi nal aktkdsiklaugisus, dniokslinimo problematika tam tikroje apimtyje buvo
pristatoma.Pavyzdgi ui apireagiykdiamai smi ni o tyri mo or ¢

Lietuvoje dr. Ganeta Navickiena konstatavo,
tyrimoparé gi n ® fk kalci j os kADIm&kopraomiusik af da mimO v

Byfmkzflse tlIQLodld] dOESCd CtoddBdddOddmisdSd o BXXpEgEBOR L Osj
(9dej SUJ e HAOW) [ ] tiHiz@EOcdsw jdapt O W dzOWzdiits] t6 § dzyd ™ ¢ s to d d3d da
LOCMEIsdL ©: dzOkzS O, 5B & QbEfites HAtdwQ ¢-1840C1»e, . 158

2PF r y d t. Ehdeffectof police officer és professionakducationand experienceon the quality of investigation
of economic crime, 8 (odej syjtej HdzOW) [ iR rG E@Y Y tc jzdeg o dzts
Csted 3 dzOdzdMisd €O d MmkHjBdoOw +CMYfJj 6B dLy:tcdz@al3d,2 02l y it
140.

% KurapkaV.E, Mat ®.Bi ¢ e &E.Krilmidnal i sti kos didaktika Lietu

Kriminalistika ir teismo ekspertiza: moksl as, studij «
Vilnius-Charkovas, 2013. Sudarytojaip r o f . dr . Hendryk Malev&kanskioenadr .
87-107.

31 Malevski H., J u 0 d {Ga iat & 16 NedvackisG. Tei smo ekspertO ir specialis
privalumai ir problemosKr i mi nal i sti ka ir teismo ekspertiza: mo K s

straipsni O r i nkCharkosas, 2013. Baaytojais prof.\di. Hendryk $Malevski, doc. dr.
Gabriel &3Gdawms kiaes8.a.

2 Navi c Kilktaisainio tyrimo organizavimo optimizavimas Lietuvoje: nunc ar ad feliciora terffpora
Kriminalistika ir teismokaeksp&Xrti2z@al mOkmbas] osstudaj
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Mal evskio straipsnyje AKriminalistind strate
politikos stratengirjaa?plagyriandoa ¢ osnmaeakslo mjpos . kr i r

dadstomo (ddstomdO) kurso sistemO. Didaktikoj
procesuose) gal i ma kur ti DZ ai rius kri minal
rekomendacij O ,teatiskiigwel|l moade@lti uBZtadrieskittoi ploa
kriminalistikos ¢gini O pagrindas ir specializ
parengtasat si gvel gi ant DZ darbo speci fi kN, Kri mi
pareiglnams, prokurorem¥i ir teisdjams, ekspe

X konferencija AKriminalistikm@mradkt itkd s mou
planuotasurenge 014 m. Char kove, bet dal DZyki O Ryt
perkelta DZ Ukrainos Ugkar paN KosfereacijojetdddfavoNe §i T 1

nemagai mokslininkO ir teisdsaugos pareiglnt
dviejO tomO |l eidinyje turime beveik ¢gimtN s
straipsnyje apie gnaiod@s ktiemrede rkaii jma .1 arl @ ma § «io
ti k konceptualiems Kkl ausi mams, bet ir moksl o

be atitinkamo | ygi o s Rusidi20p3@n.prisjungusprie Boloaijosc e nt a v
proceso,estmdéilso piegt var kiyjt® siaktogmM.n blaazhiadii Ogr
kriminalistiniO bakalauro studijO programO a
kurios buvo atsaku DZprakti kos poreikius. At
doktorant¥#ros studijos

X1 konferencija AKriminalkstialka istutdej smg
DZ yx015 m. Vilniuje. Gi os konferencijos metu
tema. Ukrainos atstovaaleryj Shepitko ir Mikhail ®epitkon agr knajmo nal i st i ko

konsolidacijosklausimusg | obal i zaci j os ,saNlayl g oznuiosj,a ntt a nset utdd

kaip reikgmingiausi N priemonn i®mpglienmeimteu cejpaen

( Rusi j a)iuomatggée,nektaick ag dar nara reikiamai pripsé

nors yra mdatiaiarntai kaudpifenMsidadX adyjstbsna u

di sciipéi slNo igeriestiinkMkai ir kriminalistai ¢gDZz
Vilnius-Charkovas, 2013. Sudarytojap r of . dr . Hendryk Mal evGkanslkioena.dr
t. 307.

33 MalevskiH. Kr i mi nal i stind strategiija, s t rpalitikeg strategij@ k r i mi na
Kriminalistika ir teismo ekspertiza: mokslas, studi]j
Vilnius-Charkovas, 2013. Sudarytojap r of . dr . Hendryk Mal evGkanslkioena.dr
t. 25.

M tsdzyj yuQGintse j dedzsflsd teOL o dlsdw Mo tej d3j dzdats 2 telfte off dgd) da®@ afcfiiqls d
OS¢, Rmgmi nal i stika ir teismo ekspertiza: mokslas, st

| dalis, Vilnius, 2014. Sudarytojai prof. dr. Hendryk Malevski, prof. habil. dr. Valery Shepitko. -76.7

®zdfdl CE2jfdlsf CKsdhsd Oydw Ctod i3d dzOdzd isd yd MS dr L dzOdzc
ftcj 5BtcOL 8o Odzd?2 d ¢ dztss O dzilLK@mjrehliftikdnidenstag edpettogifsnoldgdstc ©, A
studijos, prakti kahtf. Moksl o striadpes.ni ©r ri Gabniysl & Vi
Granskie3fa, P. 21
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taikyti praktikoje®. |1 ri na Kozyreva (Rusija) analizavo t
jos reikgmn ir perspektyvas baudgkiaandjpl vbyyzlda

patei k& specializuotN Maskvosethsisthwdiojghj ps
ATeismo psichologifja: ekspertind praktikahm
XI'l konferencijN AKriminalistika ir teisn
organi zavome 2016 m. Var guvoj e kartu su Le
universitetu. Tradi i gk ai |, prieg konferencijN buvo igle
l ei di nys, kuriame turdjome keletN straipsni
Ol esya Vashchuk (Ukraina) nagrinajo krimine
ak ual i jas. Gie aspektai buvo nagrindjami n
programas, bet siekiant atskleisti probl emat
metodologija yra aptariama dviem lygmenimisg dast yt oj Oi ¢irj ®.g ¥p atdiet
damesys yra skiriamas probl emai, kaip tinka
kriminal i st i*kPoosJ Wraisjt yGaj mansvy ( Rusija), savo
kaip teisdds moksl O i r mo kninmoinicigtarisscringirhosin O p a
principoDkodieksgtnernkad kriminalistika, kaip

moksl O ir mokymo disciplinO paradigmO keit:i
pagvelgti DZ traditines ok sl nak s stiirkodksi dkakn
metodol ogi j N bei vadovali O i% PropdasdMeierkkam s v ad
(Sl ovakija) krnmgnahadamases taktikos K, ausi m
negal d4j o nepadi @akti kd%VidmamadtHgidijms@urapka, Henryk

Mal ewski, Snieguol a Mat ul iprstatganiisra viog D& vRil lgea\s|
Europos teismo ekspertizas 2020 vizija prior
taippatpakt & kai kurias mokslinimdlir kompetenci
%) jtoj f RUGEERSIH ] dElsd¥ S OYydY S OC daso OW wmleOfdr ¢ tod dd dzO dzg

uq

¢ tafgld dzO dzd s d yj MS, BRI .H JirGCnisidrCadl i sti ka ir teismo ekspert .
Moksl o straipsni O rinkidocs., dvri.l nGalsr iRedlddsi, &uBSRdka® iy B 4

%7 Kozyreval. Y. Forensic psychological examation in the criminal procedure: stages of formation and
development trends X1 . Kriminalistika ir tei smo ekspertol oc
straipsni O rinkinysi,do\il mirus GaQGi 5o Is%u deanBigltk abji. a4 i3 1 3

%] oS MtOCljtedmMisdeO WOCktsteses d HtodL z0Stss MOBSSEsH
ftesdL o MmisaKri mi nal i stika ir teismo ekspertologija:
rinkinys, Vilnius 2015, Sudarytojgid oc . dr . Gad6riaels & 22w283 k #£i. t a

¥L0BOj o Ked B dz0Odzd Misd S © S OC dded yd Ols tstg M f dets ade@jlzd@d Wd ff EOUgIC
HdMydfdzdd M kEuyd stsd {§ tcd ddyKfithialistiké intsismo @Ksperalogizs dksfas,
studijos, prakti kaht. Moksl o striadps.ni ®r ri Gabniysl & Vi
Granskienz&q. P. 189

40 Met e RIk@iminalistics tactics as basis for criminal investigation in Slovakih Kriminalistika ir teismo
ekspertologija: moksl as, studijos, pr akt i ¢oa. dr. Mo k s |
Gabriel aGdaondkial&di®, P. 9

“IKurapkaV. E., MalewskiH., Mat ®.,Bi ¢ e&8EFEurfdd@os teismo ekspertizas 2C
tikslai ir gali mosA1j20 D&yivnemdailnismo klal iilrt ytsgi s mo ek s
prakti kan. vdi | RiOWs, Waorkgd i ni ai redat anskiendocpr df
Henryk Malewski, dr. Magdalena Tomaszewska. P660
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XI'l'l korfKern emmiajl Nsti ka ir teismo ekspertoa
organizavome 2017 m. Palangoje (Lietuva). Konferencijos prodfdmao labai turininga,
nors ne visi auto i a i pateika savo tekstus spaudai . T
Universitetej au r eahiazjg ®j amaNyi stro studij O program
moksl ai 0 (pr el egent AomaspewsgifProgramashspecifika ydartame, T a d e L
kadj os ugti krinime dalyvauja keliO universit
habil. dr.Yuliya Chornous improf. habil. dr.Serhii Cherniavsky{ Uk r ai na) par oda
nacionalinéds vidaus reikal O akadmworkiyjkdsO, s [ ec
pagrindines progammapoliircirjed dstjgijase krimeigalgtka s . G

ugima igskirtinn vietN. StudijO procesui ak
technologijos, veikia specializuotos katedros ir mokskén t i r i amos foPsof. | abor
habil. dr.Igor Komarov(Rusija) savo straipsny@ Kr i mi nal i sti kos di dakt.i
vystymosi “*asalizae pagringirous jos formavimosi ir raidos etapus Rusijoje.

Autor i us p atkemind d snte ntiiok moksl i ni mo aukgtosi ose

bet ir savoDf v al gas d &l pefspek ynv @ a lkias tpi kopsecioml i zuot
mokyklose, taip ir klasikiniuosaniversitetuoseProf. habil. dr.Stanislav YalysheyRusija)

analizuodamasa uk gt os kval i fikacijos specialistO tei
akcentavo, kad tai yraTaapsfiybs npsel popi kos koe
autorius daug damesio skyra kr itencijpfaboc.drt i kos
Ganeta N@lviietkiva)d analizavo pareiginO profesi
reglamentuotupp o DAt at ymi ni uose aktuose. Ji t ai pat
Mykol o Romerio universitetoleVisagoijia s akuguenmc
student ® pogilrDZ DZ°DA&Kellairbs hi mbp priraipektywva
ekspertO rengi mui . ErikaKtutovajmmsV iattas tZouvkausDZdyokca. g rdirn

2 X111 konferencija AKriminalistika ir tei smo ekspe
file:///C:/Users/PC/AppData/Local/Temp/PROGRAMA Palanga_2017%20(1f.mglfi I r ata 2021 m. (
23d.).

By jtod ot dasiodetdlzf). sted B35 2Odzd lsd yi MCOY (EHEBEBBE B do 1 ¢
odzzIstej deded » HJ ZAXIHPgemi DEkOgUzOka ir teismo ekspertol

2 dali O moksl o st WVimiusp20t7jPO43@46.nki nys, | dalis,
s sdBOREBe Jod &3 dzZOdzd Misd wd MSC O HAHOCIKGS Af fhjtomdjidgilcdddes j tdPs
AXIKrli.minal istika ir teismo eks2pedratloilQGo gmojkas:| omosktsrlaai sp,

| dalis, Vilnius, 2017, P420-435.
B eodzrh po Pz Stsbister n fosBdzy BOR Htojf sHOs Oded v ts fiffriedddizd dz0 dz
(eOMmMmEzy Hj ddWw A ItHEH.@d @la) dzs) i ka ir teismo ekspertol o

dali © moksl o st r alnus 20L70P447i4%8k i ny s , I dali s,
% NaviclGi.kamia kurie ikiteismini o probjeminiah@spektai (péglaimos pr of es
kvalifikacini O (AXilKdi.avinmOi pergnaliirai feismo ekspertolc
2 dali O moks!l o st Vimiusp20t7jPO4s466.nki nys, | dali s,
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vietos apgil rimsklasspne® i aBailsttadd ursérjgps atstovas
giuolai kinin teismo ekspertO rengi“mo Baltarus

XI'V tarptautinis kongr-IbsiansmisvOgddsag@kbaidal 8 m. r
Nacionaliniame universite@ Od esos t ei sas akademiV.Kivaov kur i o

ir pradedantk o n g,riers Nj o l ei dinio D angi ni ame godyj
ekspertologijos studij O *“SKkermmredn Kokslieiame leidinyje k O r €
kriminalistikosi r ekspertol ogijos didaktikali buvo pas
kriminalistinaje ir teismo ekspertinaje did
skyrius nebuvo | abai di del i s. Gal i ma i gski
kriminalistikos katedros profesorialsKomarovo(Rusija)st r ai psnDZ i Kel et as
kurias kriminalistikos ir kriminalistikos mc
autorius nagrinajo aktuali as k tose nprobleamias. st i k o
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(Lietuva)st r ai psni s ATeisas ir i kiteisminio proc
karjeros peiawmgpektsytvad oama kKwyrk ol o Ri omeri o wuni
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patraukliausi O bakalauro programO degi mtuke,
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ri mtos probl élmoest uwWojemanarga jWi eni ngos kri min
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(Kazachstanas) aptard naujausi O metodO ir t
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S4KurapkaV. E.,MalewskiH. Ko mp | eksi nda kriminalistikos mokymo ir ko
justicijos pareiglinams moksl i naAXV&niminealigtikaiifj teismd r j 0s

ekspertologija: moxstl@am® mdldlig ost rpakapnas) 20,/ 57nki ny s,
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%8 Textbookof Criminalistics Volume 1: General Theory, ed. H. Malevski, V. Shepitko, Apostille Publishing
House LLC, Kharkiv 2016
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Vokietijos ir Ukrainos mksl ininkO straipsnis, kuri ame t
kriminalistine didaktika, klausim&. Kartu su kol egomis i g Ukrair
mokslinis straipsnis api¢ai, kaiptr i | O gal i O uni v e rkeéninaliettd® st ud
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VYUGI TE POLCTALOVE SI MULACE VE FORENZN
Prof. PhDr. Ji$S$2 Straus, Dr Sc.

Katedra kriminalistiky a forenzn?zc
Vysok8 gkola finanln2 a spr8vn?2 F
00420 723520686, straus@email.cz

Anotace

LI 8nek se mzablivgtikrkiim experimentem a mo ¢
model ows2s.pND¥Vku jsou pops8&ny soulasn® mogn
uvedena mognost vyugitp’S2p8dNDokpakRAOVEBEARO VE
Perspektivn2ameVYodauale @Gmragh. Jedn8 se o0 ce
vyvinut pro soudnPD ingenlrsk® a biomechanick
situace, kter® nelze praktickygueahoaowabos
| l ovDkemov®o$Pmal ace pohybu |l ovhRDka mTge vel
jednotlivich verz2 p®$igbpysuzovgn2 p8§du | lovD

KI'2] ov8 sl ova
Kriminalistika, forehghy, bpolmechlhov&asi mgldgc

Annotation

The article deals withcriminological experiment and the possibility of using computer
modeling. The paper describes the current possibilities of using computer simulation and the
possibility to use it for clarifying the versions in the case of a specific crime. TheecPeve
Method is Virtual CrashThis is a certified software that has been developed for forensic
engineering and biomechanical applications. With this method, it is possible to simulate
situations that can not be practiced by a real experiment with a manoeguiiving person.

A computer simulation of human movement can very accurately illustrate the likelihood of
individual versions when assessing a person's fall from a height.

Keywords
Criminalistics, Forensic biomechanics, height falls, computer simalatio

1. bvod

Studium p8&§du lidsk®ho tRla z vigky je viz
|l idsk®ho tNhRla z vigky vych8z2 principiglnh :
tNlesa. Jde o slogenl pohyb, s k@h&d $ 8sdeu .z Kpoonh
t Dl eso, kter®mu udnDIlI 2me pol 8teln?2 rychlost

paraboly s vrcholem v m2stD hodu. D®l ka vr hu
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kter® bylo tRleso vrgendnodem2S2p&dATN Diwinelki a
vych8zet ze z8konT fyziky. Pro objektivn2z po
dopadovou polohu je nutn® br8t v Ywahu podm?2
pol 8teln2zm bodmMi.nd88n tWI| ak g mg idlewp eatl rdtkyo uk on't

P8§dyT gky jsou | asto kr itndicrha lpiSstpiacdkeicnh ,p rkodby
sviDdci p8du nebo videoz8znam pohybu tDI a, k t
PS2pady, v kXtlrdeRkasopop&W! i vl objasnhDny pr

dokumentovs8§ny videoz8znamem, mo hou bTt dob
zkoum®m2t.at\h2ch pS2padech je tSeba odpovnRdDNDt
sebevragdgynebedwalagg se o n8&8hlou situaci, k
pSevg&gila se, YmyslnhD skolila nebo byla obnhRS

PSi biomechani ck®m poswizipkwyg n®kv epEujTe md dpkmd
o p&duwpStiNloayexn ouT evrn®prig R o §léephBsuskP20@?n ad 2ulja@ s2 | u,
pTsob?2 naolkiadnggik ® ut MId@ ow tngThg?e ojdi pvoydvl ionjokuyt, sa8 m
padg§8, svim pohybem, nebo jing§ osoba, kter§ n
pSedpphme§dge tNlo se pSi p&du chov§ jako ot ¢
pSi p8du pohybuje po parabol e. Z polohy st
horizont 8l n2 poloha) se tDlIlo pohybujlvpo kr
okamgi ku odrazu. P8d tRla je z relativnhD mal

2. Pol 2talov8 dmmghasteipdugit?

Vel mi pozi tkivan3d t Pokun mvinal i sticklch expe
pSines|l rozwoj kyl p&Krétmanhat ést ® zalali vyug?2yv
ztrojrozmRrnlch dimenz2 a to zejm®na u Vrag:
zoken, sebevr aogkeedn Tl ch nsekjoSkdTgfkzy T ch p&§dT z

Vedl e klasickT &h ilrkil mihn anleit ©tdi, c § @ ktoa j e Kr i
z2sk8vs8 na viznamupophlédal ooBesz mul aiceme Zhan
kinematicklch a dynamicklch parametddl gdmi su

objekty na ri2os tsdldadl Shols t up n T mi dTkazy a vip
pogkozenTch, pS2padnh podezSellch osob.

Typickl postup rekonstrukce je retrosp
dostupnich dTkazT se snag2me zjnSmitzwgmhogt

ISTRAUS, Bii92nea hlkanlv k gkaps§RPAURZz 2004. STRAUS, JeoBe a Vi k.
forenzn? bi ®PmablaniVgpyok8 gkola finanln2 a spr8vn?z,
97880-74081408.

2VALERI AN, Vylubam® kriminalistick® metohly%mpiSD? ndrj tas|Ro2v
pr8ce, Bratislava: ABpnd®mshaPlOl 20a6n®h692z8pru v
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U p8dlLgky neexistuje obecnl jednoznalnl vzt e
konelnou polohou pogkozen®hPzal Ehngsnelppdtbh

Pol2talov® model ov&§nBch ep Pop Hakeb@h yzterd @ @mnaj
mogn® | i nemogn® varianty pohybov® | innosti
kot 8zce, zda dan8 pohybov8 |innost je biomec
se tak® vyj§dSit cestoukpev@&@8trhov®he wddel p:

VliiterapoSetede2oh | etech prezentuj 2 mo g n «
aut oSi vyug2vaj? mod e iCrath@ebeVira Grash YWpYsM G, d nPA M
dobnD se vyug2vsg siamul aln2 program Virthum

Vzhledemk ozvoji vRdy a techniky se pro pot$S
zpSesnhNn2 poug2vanich model T metoda konel nT ¢
konelnTch prvkT umogRuje Segit biomechani ck:¢
jednotlivich tRDles. Metodu Kkon-<lashiMADYMDr vk T v
nebo Virthuman. Finanln2 n8rolnost poS2zen?
nN8rol nost vipoltu j e stav? do pozice pr og
specializovanPchPrpor acRyn®tecpmol ty pro pot Seby
jejich praktick® vyugit2z mysliteln®.

V2cet Nl esovl syst®m je definov8n pouze n
kl oubn2mi vazbami, tentdepSGemace, nephbskpSeqd
krg§tkl Jas vipoltu a vysok8 pSesnost a nS§zor

Vhodn® | e apli kovat Virtual Crash a PC
biomechaniky. Vz 8§ k | adn2ch i nformac2ch o vyugin® pol 2
nal ®zt pS2klad Segen?2 pohyb @wa@ kd iatdieacche spe§d w s
ge Virtual Crash je velmi vhodnl softwarovl
dopady j2zdn2ch kol a dal g2 biomechanick® r e

VI

eratuSe byl pops&n pS2pad pSepadnu
kask8&dovitl

t
t p&§d ze tSet2ho podlag?2 na podl al

SADAMEC, JForric liomechahical analysis of falls from height using numerical human body models.
Journal of Forensic Scien®10; 55(6), s.16133.

*“ADAMEC, Ji Sz ., GRAW, Matthias, PRAXL, NAFokessc.t . N u
Acta Univ. PalackiOlomuc., Gymn. 2006, vol. 36, no. 8 3

5 https://www.youtube.com/watch?v=894peo9Wpuo

VE£MOLA, KAImpgexn2 hodnocen2 podpory anal T.zyHasbiillniitlanl2nc
pr8ce, HSI VUT-18rno, 2008, s. 12

TPAVLATA, P., VYCHYTI L, J. Si mulace dopravn2 nehody k
bi omechanick® SBohRgekcpStephRukfFhkonferenceVUExpert F

USI Brno, 2018, ISBN 9780-21456006, s. 194206.

8VEMOLA, KAImpgexn2 hodnocen?2 podpory anal T.zyHasbiillniitlanl2nc
pr8&8ce, HBSI VUT Brno, 2008, S . 18.

9 http://www.vcrashusa.com/demobiomechanics2
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svyugit2m pol 2tal d% @Pesmmuil aP€ €Cashabhl a pro
cog umognilo stanovit hranil|ln2 podm2nky. Byl
informace pro odhalen? mechanismu p8du a ovD

Vned8vn® dobhN se objevil nloVithunsanjemdde | n2 p
| i dsk @lad otglelnd na pS2stupu MBS (Multi Body St
tuhTch segment T, kter® pSedstavuj 2 Sprsg8vnol
vyhodnot it krit®ria pogkozen? popisuj 2c? be.
Vithuman byl vyvinutl pro posouzen? bezpel nost
sc®n8§S2ch vlietnD n¥%¥rakednotrl Tavr® cshe gsmeMrteyc h k t
z8kl adn?2 kostSe pomoc?2 neline8&rn2ckh cphr wgigm 2r
' idsk®ho t DI a. Chovgn2 jednotlivich segment T
validov8no pomoc? obecnhN uzn8vanlch postupT

modul 8rnhD tak, aby byl jednodugedsnko&hiof itk va§ n
j sou pohi7rdv A ety NKIG EnE khanotrfodt.0 5

Pro forenznlD biomechanick® aplikace je ve
a simulace programu Virtual CrasheJdn§8 se o rychl T, cenrgvhD dos
pro rekonstrukci nehod a tSrgogpeogrému lzé amatyeovat ani c |
sr8gky motorovich vozidel, dopady chodcT, d «

prov§8§dnNt biomechanickou anall zrRS2klbaw ng Edo p
| i dsk®mpodpBIr@aus si mul aln2ho programu dokumen
parametrech lzegomoc?2 v2cetDlesov®ho syst®mu vel mi
jsou pohyby pSi ahallze silniln2ch nehod

Simul al n2 proxgshamj /i ptagtanmrnov® gener ac
technick® analTlzy zsddkdnaluigd nrt vl jnge?h owder sd §d iemsle:
je mogn® | ej YaspRgnNND vyug?2t i pro Segen2 bi
programov®ho vybaven2 umogRuje | 2rm8d&l®nmv I ae ¢
Simul al n?2 program luemokjyRuye IDbpahl ededls a \
prezentovsgny mn o h a Koagramyg i a k rtiarbiud &laimi t.i c |
spol 2talovou simulac? exepeuimegbgdhko®t n2 sim

10 WACH, Wojciech UNARSKI, Jan. Fall from Height in a steirwéll mechanicsand simulation analysis.
Forensic Science Internation#244, 2014, s. 13651.

UMA®AS Jaroslav, KOVCF LudRk, PETF &K JanvaldditheoHOVC Ha
Human Body Model VIRTHUMAN and its Implementation in Crash Scendrio&eran J, Bzl ek M.,
Hejnova M., Zabka P. (eds) Advances in Mechanisms Design. Mechanisms and Machine Science, vol 8.
Springer, Dordrecht.

ZPAVLATA, Petr, VYCHYTI L, Jan, Si mul ace dopravn2 ne
ohodnocen2 bi omesthwj®bok®?.k §pS§gepvkT konference Exp
2018. VUT USI Brno, 2018, ISBN 9780-21456006, s. 194206.

13 http://www.vcrashusa.com/demobiomechanics?2

“VEMOLA, KAlmpy exn2 hodnocen?2 pod
pr8§ce, BHSI VUT Brno, 2008, s

p or ym progamemz yH asbii Il riitlar 2nc
64.
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Vyugit?2 pol2talov® simulace se vel mi vhod
p&8§dVyT gky, ale tak® pSi hodnocen? p&du se sch
osoby na schodi gt b yfl iygazr@boi s ¢ I®r onvao | enx keyr. i nile
experimenty jsoawbeggde!| smpojsen®»u.s Pol 2t al ov§
variovsgn2 rTznlch pohybovich situac2, vicho:
rozs8hl ® experimentovg8n2atiNaklobugedeohn daDlat
experimentT.

Figurel4:Obr.1iZn§zor nNn?2 p§d
experi méem¥, dotbr ovol n2

Figurel3: Obr.2i Zn8zl@Bm2 p8§du tNla ze sc
experimentT, strlen2 dobrovol n?2

226



Mognost.i vyugit?2 pol2talov® simulace pSi
Pogkozenl poddchodweaale z 6w | pSevez®r ado see rdd&d rei cs
jedin®m hmt et D kimdom®t ore@m? 8no bezpel nostn? mi
zkoumg&n2zm mnhl o wihtl 2j8idg tzlen os,c hzodda] mpr obNhnout
pops al , a ptSoi tvaskt autpud inggt D mu uj el a |l ev§ noha
kousku korundu pr v®h o schodu. Zavr 8vor al a jako 1| e

z8bradl2. To se mhonepPatasli ¢ vnzidaomov® kpsSav ®§
hlavou.

Figurel5:Obr.3iP8d pogk
podle simulace ve Virtual Crash 4. . ) )
Zhl edi ska forenzn2 biompob&oezkpnljepp8ijpt
schodi gtn lteakl,ewWw® mulfayed!| kap2 piwodDgopdobnn

korunduzpr v®ho schodu. Zavr 8voral a jako | evs8k s
mu nepodaSidho piSejtlol ekn?2 Var p8duanpessmmlacddoghnh
Virtual Crash 4¢br.3-5) . N8sl|l eduj 2c?2 obr8zky ukazuji bi c

Figurel6:Obr.4-Fi n81 n2 pol oha pog
poloha pogkozen®ho podle p
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pol 2

Dal
dojvNri

Figurel7:Obr.5-Fi n81 n2 pol oha pogkozen®ho podle v

talov® simulace (vpravo)

g2 pS2pad, ve kter®m rozSegen?2 pSines]|
ubl 2 glenna2p andae nz2 d roat veRef yszvi Tcrk ®smyum f@rinaop addoej e 2t

t ak,yngemhd shodit ze schTdkT ke st@vebgPobukF

pogkoz
trvall
j ejich
odl i gn

Pog
schod,
podest
asi pr
pot ® |
dr gel
z8mkov
levl |
n8raz.

Obv
buRKYy,
odej de
t en Yd
pot ® t
bl 2ge
skl ouz

enGkpor @aaoflaeé) r amene, kter ® sinogrylgnBidal c
mi Skitsk edkyl.y pS2tomny celkem 3 svhDdci
syn (vnuk otce). SvhDdeck®&dvametw N8l nl
Tm svhDdectv2m.

kozenl (otec) uvedbuRge,vyysoopapll ppse
v&8hu tnal apojdseesmt Dug jmelinae nSkedd hpsesmh.
u, kdyg syn p%i lpPhlesdeastai Islkesthoza mDhen
avou rukou, ze shora dolT pod schody,
sem se silou n8razu jegth pSekruce il po
kufr,e ktodrv®@®do mPDs em gel é. %t ok jsem napr
ou dlagbu jsem rychle vsttal ,c hwelddS nmis &
oket, bolest jsem si d2ky goku zprvu n

i nNDnT naopak uvedlIstjailn@w wed Diu, doppo VR
na slova otce jsem nijak nereagoval,
. T pSidblsdikej sem poznal paakpogehzesi
er do ramene. Abych to upSesnil, tak |
ah za to rameno ven. Jako kdyg mbD chce
futer. Tak | sem rzaztogdiilt 1eoveo,u paukodi l
| a Tak jsem se otol il kolem |l evich fu

PS2 tom toleni jsem poc2til, ge to sevSen2 z

Kdy g |

semoveal zotia&nj sem vidhRDlI otce, jak jde

NevidhDl otce spadnout, byl jsem k nPDmu z8dy.

228



Vuvedem®npbaydd proveden znaleckl experi men
znal eckl oposwdédlorenzn2 biomechanika, vIisledr
na obr. 7.

T qf ,:',., e ""s‘ : S8 ‘. £
Figure18: Obr.6i Konel n§8 poloha figur2ny pSi znaleck®m

ZdTvodu zjigtnDn?2 bi omechanick® pSijateln
pol2tal ovs simul ace S podpor ou simul al nzhc
Vpol 2talov® simul aci byly zohlednhDny vgechny

dok ument ace, t Nl esng vigka a hmotnost obou o
vgechny mMedgh® aSwvch8§zej2c?2 vari amtewariandha n §s |
strlen2 do hrudn2ku podle vIipovDnDdi pogkozen®

Podle biomechanisow®he®eohedneakgnmogn® obhnD d
pogkozen®ho na z8da a jednak pohyb se schodT
P8d se ismihoiddc2s druh® osobgt bg !l ( podpl &ne np®hdol
pS2tel Pynh§ degopissiyn@a gobvinhDn®hboy)l aa p oephso§ nmaa r
dopadu na zem, pogkoz@mipagou®e m3ebdhlj es zma
svyln2vaj2c2mi okraji a pSi eventu8ln2m dopa
pogkozenlT utnahNk&§deahDnPodle | ®kaSsk® dokume
z8dech. Absence poranBDn2 zad svDd|?2 pro vari
k“aderu do hrudn2ku pogkozen®ho a | ehvelkon 8sl edr
pr apradlo b nbssp&duk na m2sto tvs8rnic (osetkeu® hr an
pravdhRDpodobnost?2 by se dala pSedpok!| §dat vi d
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Vyhodnocen2m vstupn?2ch i nf ormaci a cel k
pravdhDpodobnopr TBh@anit n¢i mEhivup ogkdoge m®ko ot
Rozhodnut 2, zda pohyb otce byl vyvol §n pS2mi
nebo sklouznut 2 nr amekrnye pjoejrkm pseyindei)d kzt ea o e ot
ug ¥Yamys | chPsen&lwo twho Ychopu) nelze jednoznalr
varianta se | evp?§ dtua kpoovgik opzrenb®hho, ngae zk§da do m?

Figurel9: Obr.7-Var i anta strlen2 dpolgkwdrrnk®h

3. Diskuse

Vyugit2 pol2talov®ho modelu je vihodn§ pr
trestn® | i nnboiscnme cvheaandilwirkdacdtdh. Met oda pSi n§g
pokusn® Jargiuo\’Bod2# .tsaV i je mogn® simulovat Ve
vpr axi nel ze realizovat. PSesnost visledku
dokonal osti pel 2tal ov® simul a
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Vyugit2 pol2talov® simulace poskytuje nhk

vpbomNRrnN rychl ®m Segen? % ohy, simulovang si i
rekonstruovat podm2nky na m2stDD leobdokonaleModel \
tuhg§8 tRNlesa. Obecnim probl ®mem je fakt, ¢ge d
jsou naps§s. aktivity svalT. To je ovgem prob
Hl avn2 vihodowpotpaol tpw| 8t al ob e ksti imuil taacc,e K \wa
charakter anal Tzy, kvalitn?2 vizuali zace umo
vheposl edn? SadhR i mognost vytvg§Set nepSeber

D2ky mognostem jak vipoletn?2m, talruvi zual
bi omechani ky poskytnou jasnou pSedstavu o
okolnostem pS2padu. RovnhRg | ze | ehce mbDnit |
pak objektivn2 v tom smysl u, ge pohtdy a i nt
nez8visl® na osobn2ch zkugenostech nebo n8§z
schopnost poskytnout kvantitativn? data | as
dovoluje, ™ dynamick§

Met ody forenzn? bi omechanekynofodeu
ol2talov® simulace a ukazuje se, ge jsou Vv
plikace (zej m®na Virtual Crash 4). Jsou to
asnhD girg2 mognosti exp@ohiecmembd®divethyRpp &zt alf

T

[S—

simulace bude vhodn® komparovat wilsslleeddkkyy k
pol2tal ov®ho model ovgn2,

4. Z8v Dr

Experiment je v kriminalistice praxi vihDde
ovNDSen§ me2 ojdako | puggtcSedek k pozn&n2 a dok
nNDkter® specifick® prvky dan® specifickim p:

N
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Objektem experimentu jsou jednotliv® okolno
trestn®ho | inu).
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Abstract

The spatial display of crime is now almost exclusively in digital form. The former socialist
countries were far behind in this area. Crime maps have been used in largersiin the

United States for decades. The last decade and a half has brought a significant change in
Hungary. The backlog could not be closed, but the Hungarian police achieved substantial
results. The poster presents the B#sed systems used in Hungéused by the police) that

are suitable for creating crime maps.

Keywords
GIS, criminal geography, spatial dispJayime, crime mapping, map

1. Introduction

There are only few disciplines in Hungary which have gone through such development
as the fieldof law enforcement science. One of the reasons is that the administration realised
that you can only compete against criminals successfully if the law enforcement forces keep up
the pace both in knowledge and technical developiEwen if we only look athe progresses
of the last few years we must point out the developments of the Law Enforcement Faculty of
the University of Public Service (significant personal development, constructing a building
satisfying all the needs of the ®2kentury), the foundmn of Counter Terrorist Unit,
establishing the Doctoral School of Law Enforcement, giving a pay rise to workers of law
enforcement and starting the MA course in criminalistics. Practically in every field there is a
positive shift compared to previous ygalhough contradicting myself, there is one area where
in my opinion we lag behind and that is GIS.

We must also mention that as it was noted above several subjects were introduced within
the MA course which deal with the question of GIS (e.g. Predipbtlieing, Geography of law
enforcement.) Also students can apply to subjects within the Law Enforcement and Policing
Doctoral School from the 2017/18 academic year which especially focuses on the applicability
of GIS in law enforcement.

1 Krasnova 2021: 98
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I am convinced thawithin the next few years, students of law enforcement higher
education will take new impulses to the field of every day police work and they will serve as
an impetus for the law enforcement work and more and more expert in the field of law
enforcement vil use the GIS softwares.

2. About GIS in a nutshell

Partly regarding the things above | feel it necessary to show what GIS is and where the
connection points between GIS and law enforcement discipline can be. | deem it necessary
since even in the field of law enforcement still there are quite a few pebpléwok upon GIS
with doubts.

First of all, it is important to make it clear what GIS can give for law enforcement. If we
want to put it simply we can say that primarily such special maps (digital maps) which can
provide extra information compared to titewhal maps.

We should look upon GIS as a tool with which we can get information about the world
which we can use to support decision making. The aim of the discipline is to help decision
making by providing spatial and field information. As Keith Har{le899) put it, GIS is such
an ideal tool which unites the different databases and with the help of geography new results
can come up. We must not forget the connection between law enforcement, forensics and GIS
either. In the field of forensics GIS carsalprovide great opportunities. (Further reading:
Elmes, G- Roed|, G.i Conley, J.: Forensic GIS).

2.1. The digital maps

Maps can be divided into two groups according to their contents. There are general and
thematic maps. The majority of the mapsdilsg GIS are thematic mapJ he crime maps used
in the law enforcement can also be classified as thematic fagp#iematic map can be paper
based (Atraditional o /analogue/) and digital
we must not forgethat if a digital map gets printed then it will become a traditional, analogue
map as well.

What great differences can we discover between the digital and traditional maps? Digital
maps can be displayed on the computer they can be edited and modifigdiate etc. Digital
maps can be of raster or vector substance. One of its biggest advantages is the independence of
scale, the scale can be freely chosen. If we want to summarize the differences between the
traditional and digital maps we can say thagitdl maps overall give a much wider service.

2ACri me mapping can play an important role in the pol
data collection through tothe monitoring and evaluation of any targeted response. It can also act as an important
mechanismn a more pivotal preliminary stage, that of preventing crime by helping in the design of initatives
that are successful i n tRatliéfd)i ng a crime problem. o (
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2.2. Historical background

Displaying crime on a map has been going on for hundreds of years but displaying it
with GIS devices have become possible with the spread of IT so it only has a history of a couple
of decades, about 30 years. The condition for the widespread use of GIS was the birth of
databases. The first system of this kind was created by the Canadian Agricultural Authority
(1964) which examined several factors (e.g. land use, soil suitability ®f€he rapid
development of GIS was made possible by the spread of personal computers since now
everyone can have access to GIS software. The GIS applications connected to law enforcement
first appeared in the USA. Hised m law énforeeandny. i n t
It was not only researchers who dealt with this area but also it became part of the daily law
enforcement. This is proven by a survey conducted in 1998based on which it was assessed that
13% of the American police units used crimapping in their everyday wofkBesides the
USA the law enforcement application of GIS is also common in Germany and the United
Kingdom where they have conducted outstanding GIS researches that can be used in practice
as well.

3. Connection points ofGIS and law enforcement

It would be a justifiable question to ask why people in the law enforcement discipline
would find the application of GIS useful. In the case of people working in the scientific field of
|l aw enforcement it wheanioodntobdataand iofbrmatiam @sedirothes a y
daily work have increased significantly and it is more and more difficult to handle them in the
traditional way. GIS provides a more efficient interpretation of the data (spatial analysis). By
using GIS baseprograms (e.g. ArcGIS, CrimeStat, AutoCAD Map 3D, ESRI ArcView, QGIS)
we can practically display and model any social process and it makes it possible to do spatial
operations (e.g. spatial data collection, handling, process, analysis, modelling, diSpay)
can be a tool in our hands to understand the processes and phenomena of the environment and
also to use spatial information in the most efficient way.

I n todaydés fast changing and gl obalized v
and preventrime we need to apply new types of methods besides the traditional investigative
work.® Naturally, GIS cannot oust the traditional investigative tools from the repertoire of law
enforcement. Obviously this is not the aim but to help in law enforcementliaky science
can be interpreted word by word in this case
as mother science. It adds to it and offers efficient novel solutions besides the tools used in law
enforcement. More and more people realizé évan in the field of crime several, previously
not assumed regularities can be observed. Observing, analysing and displaying spatially these
regularities would be an efficient tool in several fields of law enforcement. During the police
work the leadersiave to make several spatial decisions day by day which can be efficiently
supported by GIS. We must also take into account the making of strategical decisions which

3 ChaineyRatcliffe 2005
4T-th 2007: 2 4
SM8r kus 2002

5 Kobets, Krasnova 20183
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would last for years, sometimes decades (e.g. the location of law enforcement prajdatg, bu

of penal institutions. In the cases of these decisions it is also worth modelling the situation and
with the help of GIS predicts the expected tendencies. In the daily work GIS gives the biggest
help during the police investigative work. Think oftBolving of seriatype crimes or the
examination of hotspot5But naturally we cannot limit the possibilities offered by GIS only to

the investigative work. As the authors of GIS in Law Enforcement point out GIS is a special
tool the possibilities of Wich to use are endless, the scope of use of spatial information is wide
since police leaders, detectives and patrols can make use of it, too (2003).

4. GIS based crime maps in Hungary

4.1. The RobotZsaru system

Robotzsaru (RoboCop system) is a nationwide computer system that helps police
officers with their dayto-day case processing. Only law enforcement personnel have access to
the system. The RobotZsaru system is also daifab generating maps. It generates ariaip
date map based on recordebedata. Serious crimes can be displayed on the map. Maps can
be zoomed in and out without distortion. They are a bit incomplete from a cartographic point
of view, as some contenteeents are missing from the maps (e.g., nedith direction,
measure, title, creator). Nevertheless, the maps have a wide range of applications, especially in
the field of criminal actions and traffic policing (Figure 1.).
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4.2. The PRESTAT system

In 2018, the PRESTAT system (Prevention Crime Statistics Database) was completed
in cooperation with the Ministry of the Interior and other organizations. The application, which
is uniquein the international context, can alsousedby the public. The application provides
analysis at five territorial levels: municipal, district, county, regional, national. Criminal
statistical data have been in the system since 2010. In addition, bersdesliata, social and
economic data can be displayed on the map, as well. Thus other contexts of crime can also be
explored. The latest crime data is entered into the system on a monthly basis. The generated
statistical data can also be downloaded indExsn they can be easily used later. In addition to
thematic maps, diagrams can also be edited. Charts and maps can also be downloaded in various
file formats (Figure 2.).
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Figure21: Figure 2. Map created by PRETAT

4.3. Police website

Since 2012 two types of point maps have been available arffibial website of the
police (www.police.hu). 1. Crime map (e.g., theft, burglary, car theft, robbery), 2. Accident
map. With regard to both maps, it can be said that certain spatially relevant crimes and types of
accidents are displayed with a-8@y celay. Both the crime and accident maps can be said to
be a unique development for thieingarianpolice. Both types of maps are designed for the
citizens and have a widange of usage (e.g., choosing the route to work and school, choosing
the property's lcation, avoiding dangerous road sections). Unfortunately, public usage falls
short of the possibilities.

When creating the map, you can select the background of the map (color, topographic
map, road network map), type (point map, heat map), and periofq3080, and 365 days).
The map can be zoomed in and out so that even hot spots can be studied on it. The map allows
streetlevel analysis. By clicking on the pictograms on the map, information about the type of
crime and the time of the crime is displdy@&igure 3.).
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Figure22: Figure 3. Map created by police website

5. Summary

The study showed the connection points of GIS and law enforcement science. During
which the author made it obvious for the reader that none of the law enforcement areas can
neglect the use of GIS softwares. The Weskuropean and NortAmerican examples
showed that the use GflS helps the successful detection in every area of law enforcement as
well as helping crime prevention. Much to th
GIS in the field of law enforcement is still in its infancy imgary despite the fact that the
cartographic subdivision of Robotzsaru NEO program makes the use of GIS software possible.
The author looks to the future with confidence since in his opinion the number of law
enforcement personnel who will show interestit hi s area and wil |l h a
knowledge of this field will grow in the coming years
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Annotation

Password guessing is an essential part of a forensic encrypted data examinatite ditee

must be decrypted first. The analysis of leakedwasd databases shows that users tend to use
easyto-remember passwords. It means that the passwords usually exhibit a logical structure
they are not just random character sets. IT forensic experts investigating the encrypted
information try to exploit tis tendencyThis papernalyzed.ithuanian social website leaked

data and lookinto how different users (classified by gender, ag@ationality) construct their
passwords. Wexamine thenost common patterns of the passwords typical for users from the
Baltic States and compare the results with global trends characteristic to password creation.

Keywords
password guessing, forensic examination, leaked database
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Introduction

The information technology (IT) forensic examinations in Forensic Science Centre of
Lithuania (FSCL) have been carried out since 1995. In most cases, forensic IT experts research
digital information stored on various digl information storage devices (hard disk and solid
state drives, memory cards, USB memory sticks, mobile devices, Ete.)main task®f

forensi c I T t o

document so

experts ar e

fi

nd

i nfor mat i

tiohg, enfallsscontaets; etojuidentify and explain (for the case

investigators) the kind of information stordd, determine wheit was created or modified.
Basedon recent yearstatisticsof the Digital Information Examination Department of FSCL

(see Figure 1), we can assume that the rapid development of new technologies leads to a
constant increase in the number of digital information examinations. As a result, more IT
research was completed during the last three years, and forensic IT exawlvesisnsore

guestions and analyzed more information.

Conducted examinations Number of questions

1800000
2632

2018

nnnnnn

1200000
1000000

600000

2019 2019
2020 2020

Examined information amount

1172808

2018

1262876

2019

1716719

2020

Figure23: Figure 1: Digital InformatiorExamination Department statistics.

However, not all digital information acquired from evidence can be examined by
forensic IT expertd-or examplewhen user information submitted for research is protected by
a password and user dasencrypted. The problem of encrypted digital information directly
affects the timing and quality of IT examinations. Without a correct password, the suspect
user's digital information cénbe decrypted, which means that no IT examination of such
information will be performed. In termsf encrypted dataxamiration the most important are
the technical characteristics of the hardware used by laboratories for password guessing and
the strategies of password guessing attack selected by forensic eXpmtsword guessing

attack is an attack that

attempt s

to discl

passwords. The most common password guessing attacks are dictionary affidrceut&

brute force attack is an attaaken all possible passwas from a defined set of characters are
tested until the correct one is found. A dictionary attack is based on trying all the words in a
pre-arranged dictionary.fle main drawback of the bruterce attack is the size of a set of all
possible passwordardidates, which grows exponentially with the length of the password.
Table 1 shows the numbers of all possible password candidates according to different character

sets and password lengths.
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Table5: Table 1: Statistics for possébbruteforce attacks.

Password length Character set Number of passwords
1-8 Numbers 111111110

1-8 Numbers, lowercase ASCI! letters 2901 %0

1-8 Numbers, lowercase and uppercase ASCII letters 2221 40

1-8 Numbers, lowercase and uppercadetters, special ASCIl symbols 6.161 %0

1-10 Numbers 11111111110

1-10 Numbers, lowercase ASCII letters 3761 %0

1-10 Numbers, lowercase and uppercase ASCII letters 8531 40

1-10 Numbers, lowercase and uppercase letters, special ASGYymbols 1751 40

We can see that the ability of laboratories to rely on brute force siti@gends on
available hardware resources (how many guesses attempts damdyger second) and is
limited. On the other hand, the dictionary attack usuatlgcks a limited number of passwords,
which can be selected from different language dictionaries (commonly used words) or different
leaked databases. Studies of leaked databases have shown that many users tend to choose weak
passwords® that are easy toemember, which means that the passwords have a logical
structure and are not random character $&tglern automated password guessing strategies
relying on machine learning and natural language processing try to exploit this‘tfefBots,
we can conlade that leaked password databases are an important source of data that can help
forensic IT expertdo determine users' preferences while creating passwords and use this
knowledge for password guessing. There is much literature analyzingtrtieture ad
semantic content of passwords from leaked databaddswever, theselatabase typically
lack information about the users creating the passwordsisipaper, we perform an analysis
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Dat e sACM International Conference Proceeding Seriesno. 1 (2012): 8g95,
https://doi.org/10.1145/2379690.2379702.
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2019, https://doi.org/10.1007/97030-224790_3.
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of data leaked from Lithuanian social service provider. The leakddbases include
usernames, emails, and passwords and the information about the users themselves: names,
surnames, nationality, age, education, gender, etc. This is the first stildynadst common
passwords used in the Baltic States, revealing the lyimdgeipatterns and complexity. The
researchs based owvarious types ofiserclassificatiors. The results are compared with global

trends in password creation and provide input in forensic examination of encrypted information
strategy and password guesggprocedures.

1. Methodology

The study wagerformedfollowing these basisteps preparation of research data
common passwordglassificationby di f f er ent u;sanalysi® anc strengtg or i e S
estimation of password patterns; conclusions of the obtagsedts.

1.1. Data of research

The database dump files profiles.csv and users.csv (leaked from one of the Lithuanian
social websites) were downloaded from the Raid Fofuvepage. File users.csv consists of
221445 rows and 80 columns. File profiles.csv coasit223852 rows and 73 columSsnce
the mainobjects of this research are users and their passwords, the information from two files
was merged (by id key) in one database file, using Python 3.7 script. All rows without the
passwords were removed, only columns relevant to the study were seledteek. statistical
research was done with a modified database file consisting of 15761 amdwis! columns
(id, username, passwordn@il, name, surname, gender, language, birth date, age, nationality,
occupation, education, community). The auttuans notvalidate data from the leaked database
and answewhether it contaisreal usernames and valid password informatitmwever, the
fact of the data leak in the public space was confirmed.

1.2. Ethics
The study was conducted following the European Code of Cofalugesearch Ethics

prepared byALLEA (the European Federation of Academies of Sciences and Humanities).
Sincet he | eaked databases consist of possible u
emalil), all the information was securely stored amahaged Personal data exposure was
prevented by implementing stringessicurity measureand the passwords were not tested with
real account servicesThe paper reveals only the most common passwords divided into
different classes and determines theimptexity and structure. The passwords that could
potentially identify users were not disclosed. No personal information is provided.

1.3. Statistical analysis of leaked database
All passwords stored in the leakddtabasevere grouped by length using Python 3.7
script. First of all, the frequency of password lengths was estinfdéed,. the histogram, the

8 Raid Forumds a database sharing and marketplace forum. There are exclusive database breaches and leaks
plus an active marketplacehttps://raidforums.com/>.
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percentage distribution grajgmd the table with the 50 most common passwords are presented
in Section 2.1. Next, weedt er mi ne t he most common passwords

Users grouped by gender (male, female, not defined);
Users grouped by age (user age up to 25 years, user age from 25 up to 35, user age from
35 up to 50 years, user age from 50 years);

f Useas grouped by nationality (Lithuanian, Latvian, Sl8yither);

All results related to the most common passwords of different user classes are presented
in Sections 2.22.4. Additionally, one hundred most common Lithuanian passwords were
categorized by ifferent character compositions, regarding their structure and meaning (see
Section 2.5).

1.4.The analysis of password structure
All passwords (total 157617 rows) of tldatabasewere grouped by frequency.
Duplicated passwords were removed using Python 3igtsAs a result, e databasdile
contained 114893 different passwords. To distinguish the most typical patterns, we have used
the String library of Python 3,And encoded the patterns as follows

9 All lowercase Latin letters ‘abcdefghijkimnopqgrstuvwxyz'were defined
using module string.  ascii_lowercase (identifier -0l 06) ;
1 Al uppercase Latin lette A BCDEFGHIJKLMNOPQRSTUVWXY Zwere defined
using module string.  ascii_uppercase (identifier - 6Ub) ;
T Al di gits 0 0 Iwerd 4 5 6défded d using module
string.digits (identifier -6dg)
T Special characters OI"#P%&' () +,-.[;<=>?@f" _{}-6 were defined usi ng
module string.  punctuation (identifier - 6cb) .
9 Additionally, the space character was defined (identifier - 6s0)

Seeking to reveal the underlying structures of the passwords, we replace every character
(depending on the character set it belongswith) a special identifier of the character set. It
means thatIalowercase Latin letters weneplacedby thes y mb 6 | al | uppercas
letters were replaced ijes peci al sy mbol 6 UG, theslylmbdoil g iotdsd , we

9 In this papeterm, Slavic islefined as a group of peoples whose nationality is Russian, Polish, or Ukrainian.
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special characters were replacediws y mb o | 6cd and all space cha
were replaced bthes y mb o | 6s6 (cf. Figure 2)

Primary passwords
shdjVWBV37 gpusAZGNGS nuostabus protas laukineor hideja Slaptas!1991 Dfkthbz 2009

Character Set ] Character Set
0123456789 |
Identifier | Identifier
d |

Character Set Character Set [ Character Set

abedefghijklmnopqrstuvywxyz | "ABCDEFGHIJKLMNOPQRSTUVWXYZ [ resn&0r+ - al
Tdentifier [ Tdentifier

1

|

Passwords after transformation
muvvvdd ] murovdd [ THmsum ] lnnmsnm Ullllllcdddd Ullilicdddd

Identifier

Figure24: Figure 2: Transformation of passwords.

We can see that such password transformation makes it easier for forensic IT
researchers to identify patterns and structures of passwords and preparing the password
guessing attack. In this paper, we have estimated the frequency of all transformed passwords.
All results related to the most common patterns are presented in SectiNiex,6ve classify
all transformed passwords according to the possibility of appthi@dprute force attack. The
classification table (Table 2) is based on the technical capabilities of the FSCL laboratory to
guess the passwdftof encryptedrileVault/APFSvolumeusing thePassware Kit Forensic
software Finally, themaximum time of thetéack we calculate using the formula beldMhere
A’ the alphabet siz&/7 p a s s wo r dNispaskwonl guedstampts per second

0D WY Qa &— (1)

Table6: Table 2: Different lengths of password sequenclessified by duration of the brute force attack.

Duration Digits only Lowercase Lowercase letters Upper and Digits, upper and  Digits, special chas,
(10 chars) letters and digits lowercase letters lowercase letters  upper anddwercase
(26 chars) (36 chars) (52 chars) (62 chars) letters(95 chars)
Day 1-9 1-6 1-6 1-5 1-5 1-4
Month 1011 7 7 6 6 5
Year 12 8 7 6
More from 13 from 9 from 8 from 8 from 7 from 7

10 The speed of password selection is~ 60000 password attempts per second.
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All transformed passwords from the leaked database were classified by the possibility
to apply the brute force attack according to the data in the table above. The results are presented
in the results section of this paper (see section 2.7.).

1.5. Password strength estimator
In this researchwe usezxcvbr'2 password strength estimator. This estion is noR
probabilistic, heuristically estimating a guessing attack. It models passwords as consisting of
one or more concatenated pattétnhe password estimation process undergoes three stages:
match, estimation, and search. The matching phasetfiedsllowing patterns:

Tokeni password exampléomasstoken =tomas
Reversed password examplennbvcxzmatched reversed worekcvbnm;
Repeat password exampla@sasastoken =as repeat count 3;

Sequencé password exampléabas123 token =labas sequence %23;

Keyboardi password examplegwerty, qwertyuiop;

=4 =4 =4 4 A

Datel password exampld:9790521password pattern = date, toked$790521,
year: 1979, month: 5, day: 21,

71 Brute forcei password examplgH13R1nppassword pattern = brute foréeken
=gH13R1np

During the estimation phase, the algorithm estimates possible guess attempts for all
defined patterns. Thexcvbnestimator assumébatthe attacker knows the patterns that make
up a password, but not necessarily how many or in whiatr ofthe last phase is to search for
the nonoverlapping adjacent match of patterns that covers our passSartimesthe same
pattern will be classified to two different classes. Faxample,1111would be matched in
repeat and date classes. In thésea;, the search phase will retdrhll as a repeat pattern,
discarding the date pattenvhich covers the same substring but requires more guesses than
the repeat. The results of processing of all 114861 different passwords are presented in Section
2.8.

' Matteo Dell 6Amico and Maurizio Filippone, f@dMonte Ca
Checking ®roceedings of the ACM Conference on Computer and Communications S2oast@ctob
(2015): 15869, https://doi.org/10.1145/2810103.2813631.

12 <http://github.com/dropbox/zxcvbn>.

B Dani el Lowe Wheel-BudgetiZR&YBWMo r d o &tProecadingstof tHe LBtH mat i or
USENIX Security Symposiy2016, 15773.
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2. Examination results

This section presents the results of the leakedédatsesearch process.

2.1. Password frequency estimation by length
All passwords (totahumber 157617) stored in the lealdatabas&vere grouped using
Python 3.7 script. First of all, we calcul at
length histogram and percentagstdbution show us (see Figurg that most users have
passverds from 6 to 10 characters in length. Table 3 preskee&) most common passwords.
One password was excluded to avoid disclose of information identifyingséis or a service
provider

The password lengths The percentage distribution
Ten

Nine

35000

Eleven
30000

25000 4 Twelve

20000 Others

Passwords

15000

10000

5000

Seven

Length

Figure25: Figure 3: Password length statistics.

Table7: Table 3: Fifty most commonggswords.

Password Freq. | Password | Freq. | Password Freq. Password Freq. Password Freq.
123456 661 12345678 | 107 gwertyuiop 75 nesamone 64 martynas 49
aaaaaa 363 111111 100 gyvenimas 74 drugelis 62 draugyste 49
123456789 313 mamyte 88 zxcvbnm 73 maziukas 61 pazintis 48
<removed1® | 298 nesakysiu | 86 gegute 73 meskiukas 58 kaciukas 48
qwerty 187 lietuva 86 1234567890 69 paslaptis 57 katyte 47
vasara 125 saulute 82 zygysmundas 67 mindaugas 56 klaipeda 47
pavasaris 122 1234567 | 77 kaunas 66 angelas 53 drakonas 46
kaktusas 122 samsung | 76 123123 65 laiminga 51 oginskis 46
slaptazodis 119 viktorija 76 karolina 64 asilas 50 mazute 45
katinas 116 saulyte 75 angeliukas 64 mnbvcxz 50 nezinau 45

¥ The passwords that match the name of the service provider were replacechbyed1>The passwords that
consist of information related to service pisti name were replaced kyemoved2> The passwords that
match the possible user surnames were replacedenyoved3>The passwords that match the possible user
phone numbers were replaceddrgmoved4>
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2.2.Most common passwords by gender
During the analysis of the leakddtabasgall users (157617) were grouped by gender:
male (76258), female (81091), not defined (268), see Figuiieables 45 show the most
common passwords for maland femags (passwords specific for both are marked).

The classification by gender

The percentage distribution
80000 Female

70000
60000

50000

Users

40000 Not defined

30000

20000

10000

Male

0
Not defined Male Female
Gender

Figure26: Figure 4: Distribution of users by gender.

Table8: Table 4: Fifty most common male passwords.

Password Freq. Password Freq. Password Freq. Password Freq. | Password Freq.
123456 379 qwertyuiop 53 nesakysiu 40 zalgiris 31 labas123 23
123456789 181 zxcvbnm 50 asilas 36 asasas 28 mantas 23
aaaaaa 167 1234567 48 lopas123 35 <removed2> | 28 meskiukas 23
gwerty 105 lietuva 48 pazintis 34 kompas 28 naujas 23
<removedl> | 87 mnbvexz 46 666666 32 kaktusas 25 gwerty123 23
12345678 60 1234567890 | 45 19790521 32 nezinau 25 vebdis81 23
gegute 59 oginskis 42 citrina 32 andrius 24 987654321 22
samsung 59 123123 41 katinas 32 povilas 24 asdfgh 22
111111 58 kaunas 41 123321 31 777777 23 darius 22
zygysmundas | 54 slaptazodis | 41 mindaugas 31 drakonas 23 gwel23 21

Table9: Table 5: Fifty most common female passwords.

Password Freq. | Password Freq. | Password Freq. Password Freq. Password Freq.
123456 277 saulute 75 12345678 47 gabuse 38 pasaulis 58
<removed® 211 mamyte 75 paslaptis 46 katinelis 37 monika 32
aaaaaa 196 saulyte 72 nesakysiu 46 kaciukas 37 martynas 32
123456789 132 gyvenimas | 64 maziukas 45 angelas 35 klaipeda 32
pavasaris 107 drugelis 57 katyte 42 sokoladas 35 gabija 29
vasara 103 viktorija 55 111111 42 kristina 35 gabriele 29
kaktusas 97 angeliukas | 53 draugyste 42 kamile 34 karamele 29
katinas 84 karolina 51 ragana 38 mamukas 34 gyvaciuke 29
qwerty 81 laiminga 50 lietuva 38 meskiukas 34 viltis 28
slaptazodis 78 nesamone | 47 ramune 38 mazute 33 zuikis 28

2.3.Most common passwords by age

All users (157617) of leakethtabaseavere grouped by age (see Figbjen ten categories:
20-24 (24351), 2229 (37116), 3684 (27828), 3539 (18862), 4a14 (14785), 4519 (12159),
50-54 (9127), 559 (5639), 6664 (2090), other (5660).
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The age of users
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Age 3539
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4

Age 50-54

Age 55-59
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Other

Age 30-34

Age 20-24

Age 25-29

Figure27: Figure 5: Distribution of users by age.

Tables 69 present the mostommon passwords for different agetegories (the
passwords specific for different categories are marked). Some passveoedsot included in

the tables belowo not disclose information identifying the users or service provider

TablelQ: Table 6: Fift

most comnopasswords of users age up to25 years.

Password Freq. Password Freq. Password Freq. Password Freq. Password Freq.
123456 137 uralas123 24 labas123 15 zalgiris 14 myliutave 12
123456789 97 zxcvbnm 23 ilgasil 15 saulyte 14 katinelis 12
aaaaaa 80 lietuva 23 karolina 15 mazute 13 zliegson 12
qwerty 69 111111 22 mindaugas 15 laiminga 13 telefonas 12
<removedl> | 44 kaktusas 21 trintukas 15 samsungas | 13 adgjmptw 12
slaptazodis 34 maziukas 21 123123 15 vasara 13 angeliukas 12
prestizas 34 1234567890 | 19 mamyte 14 1234567 13 oginskis 12
lopas123 30 samsung 18 sausainis 14 gwertyuiop | 13 suniukas 11
<removed2> 25 nesakysiu 17 karamele 14 mantiruote | 13 asilas 11
12345678 24 gabuse 17 kaciukas 14 nezinau 12 kamile 11
Tablel11: Table 7: Fifty most common passwords of users age from 25 up to 35 years.
Password Freq. Password Freq. Password Freq. Password Freq. Password Freq.
123456 286 katinas 49 drugelis 34 kompas 29 viktorija 25
aaaaaa 240 samsung 49 mamyte 33 zxcvbnm 29 asdfgh 25
<removedl> | 151 kaktusas 48 kaunas 32 1234567890| 29 123123 25
123456789 120 gegute 47 maziukas 32 oginskis 29 pazintis 25
qwerty 79 12345678 44 angelas 31 paslaptis 28 katyte 24
slaptazodis 65 lietuva 40 saulyte 31 asilas 27 mindaugas 24
zygysmundas | 63 mnbvexz 39 meskiukas 31 draugyste 27 balandis 24
gwertyuiop 56 vasara 38 1234567 31 gyvaciuke 27 laiminga 24
nesakysiu 53 saulute 38 naujas 30 kaciukas 26 nezinau 24
pavasaris 50 nesamone 38 111111 30 987654321 | 26 sokoladas 23
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Tablel12 Table 8:Fifty most common passwords of users age from 35 up to 50 years.

Password Freq. | Password Freq. Password Freq. Password Freq. Password Freq.
123456 159 viktorija 32 1234567 21 drugelis 17 tetukas? 15
<removedl> | 92 saulute 31 zuikis 20 paslaptis 16 drakonas 14
123456789 57 gyvenimas 30 kaunas 20 nesamone 16 zxcvbnm 14
vasara 51 martynas 29 lietuva 19 burundukas 16 arunas 14
katinas 48 19790521 29 klaipeda 19 karolis 15 saulius 14
pavasaris 44 angeliukas 27 ragana 18 nesakysiu 15 asasas 14
kaktusas 39 12345678 25 menulis 18 mamyte 15 dovydas 14
aaaaaa 38 karolina 23 pazintis 18 666666 15 marius 14
111111 37 saulyte 22 123123 17 kulverstukas 15 draugyste 14
qwerty 35 aglagl 21 gintaras 17 gegute 15 viltis7 14

Table13: Table 9: Fifty most common passwords of user age from 50 years.

Password Freq. | Password Freq. | Password Freq. | Password Freq. Password Freq.
123456 79 diabilas 13 kristina 10 padoline 9 slaptazodis 8
123456789 39 martynas 12 vanessal23 10 <removed4> 9 123123 8
mamyte 26 1234567 12 bimbalas3 10 417465 9 kaunas 8
vasara 23 321suopis4 | 12 monika 9 vakaras 8 birute 8
pavasaris 21 viltis 11 viktorija 9 skorpionas 8 mamukas 8
gyvenimas 17 111111 11 paulina 9 liutas 8 citrina 8
ramune 15 <removedl> | 11 katinas 9 mergele 8 vandenis 8
nikerat 15 saulute 10 ramunele 9 saulyte 8 goodman 8
kaktusas 14 svajone 10 nanaanddos | 9 marija 8 1234567890 8
12345678 14 mociute 10 angeliukas 9 vytautas 8 iloveyou 8

2.4.Most common passwords byationality
During statisticabnalysis all users (157617) of the leakddtabasavere groped by
nationality (see Figure)én thirteen categories: Lithuanighl2390), Latvian (12930), Russian
(10900), Polish (1946), Ukrainian (737), British (1206), French (134), German (492), Italian
(202), Spanish (194), Turkish (184), other (10315), not defined (5987).

The classification by nationality The percentagsidistribution by nationality
Vial
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g Not Defined

40000
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Rralian
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Other

Not defined
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Figure28: Figure 6: Distribution of users by nationality.

We have separated Lithuanian passwords (71.31 % pesswf thedatabaseare
Lithuanian) from other nationality user passwords. The analysis of the most common
Lithuanian passwords is presented in the next section. TablE g@sent thenost common
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passwords for different nationalities such as Latviare (@ the large number of users singled

out from others), Slavic (includes three nationalities: Russian, Polish, Ukrainian), and other
(includes German, French, British, Turkish, Spanish, Italian and other nationalities). The same
passwords used by differenationality users are marked. Some passwords were not included
in Tables 1612 tonot disclosenformation identifying the users or service provider.

Tablel4: Table 10: Fifty most common Latvian users passwords.
Password Freq. | Password Freq. Password Freq. | Password Freq. Password Freq.
saulite 21 saulespuke | 8 susurins 5 qwerty123 5 laimiga 4
123456 15 pavasaris 8 sirsnina 5 dinamoriga 4 kastanis 4
parole 12 edgars 7 princese 5 Zirnitis 4 jelgava 4
milestiba 12 japel974 7 parolel123 5 televizors 4 normunds 4
milumins 11 roberts 6 patricija 5 galdnieks 4 ingars 4
samsung 10 zemene 6 karlis 5 rudolfslinda 4 mazulitis 4
latvija 10 barselona | 6 zvaigzne 5 12345678 4 rupucitis 4
qwerty 9 saule123 6 zxcvbnm 5 nikola 4 elizabete 4
parislv 9 tomass 6 1234567 5 veiksme 4 orhideja 4
123456789 8 sikais 5 <removed3> 5 skorpions 4 agnese 4

Tablel5: Table 11: Fifty most common Slavic users passwords.
Password Freg. | Password Freq. | Password Freq. Password Freq. Password Freq.
123456 103 viktorija 10 karolina 7 12345qwert o) antanas 4
123456789 58 666666 10 159753 6 1111111111 5 121212 4
1234567890 | 25 123123 10 gwerty123 6 9379992 5) drugelis 4
111111 23 gwertyuiop 10 123gwe 6 1g92w3e4r5t o) 222222 4
qwerty 21 123321 9 08aliko4 6 1234554321 5 789456123 4
1234567 18 3061989 9 Volski 6 1234qwer 5) 123456a 4
12345678 17 asdfgh 8 zxczxcl23 6 gwerty123456 | 5 danilka 4
zxcvbnm 14 777777 8 7192336 6 js2010 5 1g2w3e 4
gwel23 14 1g2w3ed4r 7 555555 5 draugas 5) gazwsxedc 4
987654321 12 gazwsx 7 <removedl> |5 samsungl 4 123456789a 4

Tablel6: Table 12: Fifty most common other nationalities users passwords.
Password Freq. | Password Freq. | Password Freq. Password Freq. Password Freq.
123456 118 iloveyou 10 coming 8 anthony 7 246622876 6
123456789 71 dramalist 10 qwertyuiop 8 kaciukas 6 1g92w3e4r5t 6
111111 31 nanaanddos | 10 asdfgh 7 123qwe 6 osaretinl 6
12345678 30 mylovel23 10 strangers12 7 goodman 6 donalexii 6
lovel23 22 zliegson 9 father 7 gweasdzxc 6 123456a 6
aaaaaa 20 loveme 8 simple 7 father123 6 tululu 6
1234567890 | 17 123123 8 qwerty 7 emmanuel 6 abcl23 6
nikerat 16 godisgreat 8 solaris 7 orchifizzle 6 sayyes1985 6
1234567 15 987654321 | 8 citrina 7 ghanagold 6 kuruptkid233 14
123321 12 mylimited1 21 gintaras 17 gegute 15 viltis7 14

2.5.Most common Lithuanian passwords
The most common fifty Lithuanian usépasswords and their frequencies are given in
Table 13. One hundred most common Lithuanian passwords classified by different
compositions, regarding their structures and meaning, are presented in/igieecan see
that the most common Lithuanian passsigare simple: numerical (e.623456, 111114and
.etc), of keyboard patterngwerty, qwertyuiopand .etc), Lithuanian language words (e.g.
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gyvenimas, saulute, vasaaad .etc) or their diminutives (e,aciukaskatinelis katytg. All
passwords othd att er type Rmimutivewords sMbd s e dcasmadn pas
contain no speci al Lithuanian | anguage | ette
reluctant to use these special characters, replacing them with Latin letters,(as, u, z).

Tablel7: Table 13: Fifty most common Lithuanian users passwords.

Password Freq. | Password Freq. | Password Freq. Password Freq. Password Freq.
123456 393 nesakysiu 83 nesamone 62 mindaugas 49 asilas 43
aaaaaa 316 mamyte 82 samsung 59 karolina 49 123123 43
<removedl> | 287 saulute 79 viktorija 57 klaipeda 47 ragana 42
123456789 155 gyvenimas 72 drugelis 56 zxcvbnm 47 katyte 42
qwerty 143 lietuva 71 meskiukas 54 laiminga 47 111111 42
kaktusas 119 gegute 70 12345678 54 mnbvcxz 47 liutas 42
slaptazodis 113 saulyte 67 maziukas 54 martynas 45 nezinau 42
vasara 110 zygysmundas | 67 gwertyuiop 54 pazintis 45 zuikis 41
katinas 110 kaunas 63 paslaptis 50 draugyste 45 drakonas 41
pavasaris 108 angeliukas 63 angelas 50 oginskis 45 labadiena 41
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Figure29: Figure 7: The structure of 100 most common Lithuanian passwords.

2.6. Passwordstructure analysis

All different passwords 114893 in total) were grouped and transformed using
identifiers of different character sets (lowercase, uppercase, digits, special characters, and
space), using Python 3.7 script. Only 114861 passwords were transformed succdssfully.
remaining32 passwals had additional characters not defined in the regular A8Glg (we
have excluded these entries from the analy§ts.results show that all usereated different
passwords have 3703 patterns of printable characters from the ASCII table. The ten mos
common patterns and the percentage distribution of all patterns with different lengths of
character sets (e.g., lowercase letters of all lengths, digits of all lengths, uppercase letters of all
lengths and .e) are presented in Figuref®enumbersf the most common password patterns
grouped by different lengths and character astshownin Table 14.
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The classification by patterns of password characters

The percentage distribution of most common password patterns
Uppercase letters

Lowercase letters

Lowercase letters + 1 digit

Lowercase letters + 4 digits

9 lowercase letters

Lowercase letters + 3 digits

10 lowercase letters

7 lowercase letters + 2 digits
8 lowercase letters + 2 digits

6 lowercase letters

Lowercase letters + 2 digits

g
3
E

Figure30: Figure 8: Ten most common password patterns.

Tablel8: Table 14: The numbers of masimmon password patterns.

Set Digits Lowercase Lowercase letters Lowercase letters Lowercase Lowercase
Length letters +1 digit +2 digits letters +3 digits  letters +4 digits
5 226 139 7 5 3 2
6 2303 6204 906 1058 594 352
7 2194 6535 1392 1819 720 303
8 3457 8044 2230 4960 2013 1688
9 1096 5694 1687 3641 2404 2049
10 289 4365 1212 2588 1827 2300
11 364 2701 688 1659 1227 1707
12 252 2077 387 960 826 1173

2.7.Duration of brute-force attack

All password patterns3{03 in total) wereategorized according to the possible biforee
attack time estimationgseeTable 2).The percentage distribution of all password patterns
(3703) classified by brutforce attack duratidfi: 24 hours (116), during one month (255),
during one year (16)nore than a year (3316) is presented by the left bar ditetright bar
chart gives the percentage distributidralb passwords (114861) classified by the same brute
force attack duration (see Figure 9).

5 The time to guess the passwords using binree attack is presented in Table 2, according to the FSCL
resources and encrypted data: the attack was performedooyptedrileVault/APFSvolume with 60000
password attempts per secargingPassware Kit Forensisoftware
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Figure31: Figure9: The bruteforce attack time estimation on leaked passwords and their patterns.

2.8. Password strength estimation

All usercreated passwords were classified accordinpepasword strength estimation
value calculated using thexcvbnpassword strength estimator. Five password strength
estimation classes abeen defined: D very weak password,ilweak password, 2medium
password, 3 good password, # great passwordlhe distribution of all different passwords
(114861 in total) classified by password strength: very weak (1399), weak (32626), medium
(38918), good (30448), great (11470) is presented by the left baotkagure 10 The right
pie chart gives the percege distribution of all leaked passwords (1575n8luding and
duplicated passworjilassified by password strength: very weak (6476), weak (47583),
medium (52072), good (38128), great (13319). Table 15 conta@é$0 most common
passwords with strengtestimation classe®ne password was excluded to avoid disclose of
information identifying theusers or a service provider
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Figure32: Figure 10: Password strength estimation.
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Tablel9: Table 15: Fifty most common passwords classified by strength.

Password Strength | Password | Strength | Password Strength | Password | Strength | Password Strength

123456 weak
v. weak | 12345678 | v. weak | gwertyuiop v. weak | nesamone | medium | martynas

aaaaaa medium
v.weak | 111111 v. weak | gyvenimas good drugelis medium | draugyste

123456789 medium
v. weak | mamyte weak zxcvbnm v. weak | maziukas | medium | pazintis

<removedl> medium
good nesakysiu | good gegute weak meskiukas | good kaciukas

gwerty weak
v. weak | lietuva weak 1234567890 | v. weak | paslaptis good katyte

vasara weak
weak saulute weak zygysmundas | great mindaugas | medium | klaipeda

pavasaris weak
good 1234567 | v.weak | kaunas weak angelas weak drakonas

kaktusas medium
weak samsung | v. weak | 123123 v. weak | laiminga medium | oginskis

slaptazodis weak
great viktorija weak karolina weak asilas weak mazute

katinas medium
weak saulyte weak angeliukas medium | mnbvcxz v. weak | nezinau

Conclusions

The statistical analysis of the leaked password database shows that most users (about
83%) are using passwords of 6 to 10 characters in length. Most passwords (about 80%) consist
of Latin lowercase letters, digits, or combinations of lowercase letterdigigl The results
confirm that many users tend to choose simple passwords that are easy to remember. About
27% of passwords from the leakagtabasevere duplicated one or more times. Regardless of
gender, age or nationality, the users tend to use testsgble passwords such as 123456,
123456789, gwertyuiop, qwerty, 111111, zxcvbnm, 123123, etc. (which are included in the
most common password li§ls We estimated that 29% of all different passwords could be
easily guessed using brdfterce attacks dunig one month or faster. Alsaxcvbnpassword
strength estimator identified 3486 passwords as weak or very weak, meaning that they could
be cracked using bruferce or dictionary attacks. There are more easily predictable passwords
(e.g, slaptazodis, esakysiu, pavasaris, gyvenimas, zygismundas) that have not been
estimated correctly by password strength estimator because these Lithuanian words are not
included in the most popular leaked databases.

The password classification by different useregaties shows that it is possible to
distinguish some password groups with typical characteristics. For example, 12% of 50 most
common male passwords consist of male naraad 18% of 50most common female
passwords consist of female names. Also, the disessification by nationality (see most
common Lithuanian and Latvian passwords) shows that users tend to use passwords based on
their national language dictionaries. The analysis of one hundred most common Lithuanian

16 <https://en.wikipedia.org/wiki/List_of the_most_common_passwords>.
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passwords shows that 86 % of passwaus created using the words from the Lithuanian
language dictionary. Some passwor@sg, kaciukas, katinelis, katytehave different
diminutive forms, comparing them with Lithuanian language dictionary words. Most common
Lithuanian passwords containeop e c i a | Lithuanian | anguage | e
seems that the users are reluctant to use these special characters, replacing them with Latin
letters (a, c, e, i, S, U, 2).

The password structure analysis revealed that allarsatedlifferent passwords have
3703 patterns of printable characters from the ASCII taldtgeover, nost common patterns
can be used in real encrypted data examination cases, applying the dictionary and smart brute
force attacksThus, 8l password patterns are a good source of further studies to peléeper
semantic analysis and impact of national language usage in password structures.
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Neapykantos kal bos vertinimo ¢
HATE SPEECH EVALUATI ON GUI DELI NE

Dr.Gi ntara Herasi menkiena ir Migla Ke

Lietuvos teismo ekspertizas centro vy
+370 5 235 4041, g.herasimenkiene@ltemlketurkiene@ltec.lt

Anotacija

Paskutiniu metu Lietuvoje skama daugd a mesi o neapykant os,betusi kal
gi oje srityje tebdra daug iajigdkkii@.n eNeeppyak aongtua
kriterijO vertilietuvsRegpablikosdO digi awmio ¢(toliaui @i6) e k s 0
170 straippy j e vartojamOPaBvokOkbsaptati mbuvos tei
sukaupt N ekspergtiianmeO sttsyiraiilnmeamystes kalbo®Zertinimo

gai mBs O nuo mo npea tlikgeshiniotyrimopsar ei grineverimsy bi n & ms
organi zacijoms atpaginti neapykamBKd® stk al bos
aprapliai

Raktiniai godgi ai
neapykantos kal ba, nesantai kos kurstymas, t
g r y iptérnetiniai komentarai

j vadas

2020metai€E ur opos Gmo g a waskebtas spréndmas Beizararird_evicko
bylojet at krei pa dadmesDZ DZ neapy Respublikos g meirsa lkiam & i
prokurat | rmetodnésnakpmandacij as i ki teisminiam
nusi kaltimO ir neapyknaentyN ikawrssytba m|&iso so rkgaal nb ozs:
ir kuri a internetines pl atfor mas, pri e Vi o
vei ksmi ngaem @yt karktuas DAwmsi kal ti mus i r.Visgeapykal
neapykantos kal bos vertinimas ki gi ol k el
neapykantos kal bN yra r eiBKd70istrapsmge (Huistamiag s ni s
prieg kbokios tautos, rasas, etninn, religin
i gai gki fEisman®s tylioji mosi, ni ekini mo, neapy
api bry@je ydr o pojpbddgrneopaai gki na skimoskalbos. t ar p
Gi ai probl emai aptarti s k i r tSiekiamst tvierangepnson i 0 p
neapykantos kal bos vertini mo, kuri s rei kgt (
manytina, yra reikalingos nré atmi kidketoasl gandaas

1Byl a ABei zaras i r hipélwiatsidvass prieg LietuvNfA,
eztt.It/uploads/BEIZARAS ir_Levicka®020 sprendinga. pdf ( ¢-05111).dta 2021

2l kiteisminio tyrimo dal neapykantos nusikaltimO ir n
vadovavimo jam ypatumO metodinds rekomendacijos,

https://www.prokuraturos.It/data/public/uploads/2020/04/neapykantos_nusikaltimu_tyrimo_metodines_reko
mendacijos.pdf gi | r 380541).2 02 1
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kasdi endjgalvaaiCk|l opdovauti spairli tmdeivsyinii aius y biyr
organizacijosir besidomintivi suomer&uvos teismo ekspertiza

ekspertiniams tyrimams atlikti taikoma standadini t yr i mo procedlir a, nu
dalykus tur dtO analizuoti tyrimN atliekantys
centre suformuotN prakti kN, ¢giame straipsnyj
kurias galiAk Ospeacikagltismai tlingvistai. Straip
kalbos atvejams iliustruoti kalba netaisyiPaa br a gt i n a, kad sillomos g
analizfi, jos neturdatd® biti suprantamag kaip
skirti trelias ir ketvirtas gio straipsnio s
1. Poreikis igplasti tyliojimosi, niekini mo, r

Neapykantok al bos sNvoka kelia mintis, kad tai
goditsa] i au nusi kal dtna mia p vieé gdaigakymaiiGeane r al i nas

prokurmatiogdbise&oemendaci j os eeapykantos #afps padaronasd A n
veikos numatytos BK 170 straipsnio 2 ir 3 dalyse irstaipsnyje fGi o s t antaadafiss ni o

numato bausmes ug viegN tyliojimNsi, ni eki
di skri minuot. gmoni O grupn ar j ai prikl aus
orientacijos, neDfal umo, rasas, ttaiuk yjpbiamo ,

DZitikini mReiBarudpagmbhj &me |kKkonmdrtcken & r a nsit r g iop s |
vartojamO sNvokO apibraglioO.

Lietuvos Aukgliausiasis Teismas savo prak
sNvokO igai gkiindigabds At y| ooppgmmagesmi ni mas, ¢§mo
vaizdavimas kaip pajuokos objekto; niekinimatai labai neigiamas nepagarbus atsiliepimas

apie gmogO ar ¢gmoni O grupn, dgilTgavimas dal

nusi kal timdpykantos skainmast a i pri metimas gmogui ar
dalykO, kurie juos neigiamai apiblidina visuog
nepakantumN ¢gmogui ar j O idai tiegioginis kvidimas sarbay ma s

netiesigi ni s skatinimas riboti ¢gmogaus ar jO gru
ar j O dr u@idtemisAf k gl i ausi ojo Teismo igaigkini
gal tiniuose, pvz., Lietuvos g mo ANaapyantos ei si O
nusikaltimai ir neapykantos kalba: situacijos Lietuvaje g v 3| gvdafdaus rei kal O 1
ugsakymu parengtose Rekomendacijose dal b alt

3l kiteisminio tyrimo dalpyrkeaanp yNk aknutrosst amu siioksa | ktailmb si rat
vadovavi mo j am ypat umO met odimas 4, rekon
https://www.prokiraturos.lt/data/public/uploads/2020/04/neapykantos_nusikaltimu_tyrimo_metodines_reko
mendacijos.pdf g i T r 80541).2 02 1

“Lietuvos Aukgliausiojo Teismo 2018 m. -ROV6{018 3 d. n
https://eteismai.lt/byla/132265600987849/9K-976/2018( g i | r &d54a1).2 02 1
S Neapykantos nusi kal ti mai ir neapyk ahtips:gltsefthr.duap b a : S i

content/uploads/2020/12/NEAPYKANTGASUSIKALTIMAI -IR-NEAPYKANTOS-KALBA -
SITUACIJOSLIETUVOJE-AP%C5%BDVALGA.pdf( gi | r &0541). 202 1
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nusi kaltimus ir neapyk & napdteikikntdesl teasml|iiCa sn ekaaplybke
kal bos vertinimo gairiO.

CituojamasLietuvos Au k g| i ausi oj o Tei ambendmdugkiobi o
pakankamas ud at i nga vadovautis praktiniame darbe.
orumo gemini mo sNkakaup at ipasagxi me moe Kaip p
vai zduoj amas ne ti k,papdiuojant, behtir 8, abgkuijr kgap,]

b1 ti aliemnos Au lagl i ausi oj o Tei smo patei ktas An
Anepagarbtusiheatslpl epiadgi a ribos tarp nemanda
rai gkos, nors biltent klausi mas, kada kal ba
tampa nusikalstama, yra aktualus vertinant neapykantoslkalo Labi au i gp!l &t ot
neki ni mo, neapykantos skatini mo apibragtys
l i ngvistui suprasti, ko jo klausia teisinink

teisininkO kompetencijos. Tas appaitbsr dpjatsDZk yt i n

2. Kurstymo smurtauti samprata ir specialisto vaidmuo

BK 170 str. trelia dalis numato bausmes u
su gmoni O grupe ar | ai priklausan!|iu LRsmeniu
baudgikaoniloejkos o komentare paaigkinta, kaid Akur .
|l enki mas gmones mugti, kankinti, galoti, guct
apriboti ¢gmoni O judajimo | aisvi FIbuk, ajudcdr
i r plagetudsAu k gl i ausi oj o Teismo patei ktos kur st
i gvesti, kad kurstymas suprantamas kaip tie
Visgi praktikoje kyl a @ nkruanOs ks&tiirn amtti,s k ua il
nara vieningos ekspertinius tyrimus atliekan
Kkurstymas smurtauti: vienokia | iikyirtao sLei e tguvvaod
t ei ki anidoseos@urDBalai st O eti kos i asdaae kWekati aus t
komentaru AAnt |l augo juos!!! A yra kur £t oma s
Lietuvos teismo ekspertizas centr oktapklaipert ai
galimai yra susijfi su nevienodu pogilriu DZe

Jungtini O tautO Gmogaus t &ipateiki@s slerkstiyisb os p
testas (Threshold test) neapykantos kurstymo

6 Rekomendacijod &1 baudgi amosi os atsakomybads ug neapykantos
taikyma,
https://vrm.Irv.It/uploads/vrm/documents/files/Rekomendacijos%20d%C4%971%20baud%C5%BEiamosios
%20atsakomyb%C4%97s%20taikymo(1).pdf i T r &a541). 202 1

7LR bauddgi amoj o kodekso Kkoment ar ax?2 Antr
straipsniai), sudar. doc. dlonas Prapiestis. Vilnius, 2009. P. 249.

8 Mari jampol as apylinkasis  bylge s mir. LA1#564/2019e n d
https://eteismai.lt/byla/172184264950188/17-564/201 §i | r &0541). 202 1
9 Onepager on Aiincitement t o

https://www.ohchr.org/Documents/Issues/Opinion/SeminarRabat/Rabat_threshold_fegt.adf 1 r-85% a 202 1
11).
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kal batojas, intenciija, trwerailnysst iigiiafsyoladasa , Kikak
ig gi O dali O turriit eatiijtuiskt ik atda nk atl ibkorsu sa kk a s
Atliekant ti k tOgkspgemtiniam tyfimjyie kvte®,t ipnaitneNi,k gal i ma p
punkt O: pasakymo tur i n(@RHujiratsidpindi tekBiyo3ek a lal d taauj o
nar vi si kurstymo reigki bDZ2nhnuvVvemi aptgmopegygm
nara atsakoma DZ k|l ausi mus, ar tyrimauvadpad ei k
formuluojamos teismo lingvist eksperto kompetencijos ribo$e nustatoma,ar pateiktas

tyrimui pasakymas yra ragmo kalbos aktas.

Raginimo kalbos aktas gai T t i suprantamas Kkaip vienas
pogymis yra DXar dintmet dGokineedeadeinnddasc ipj rooskeu, r aktulr
kadt ur i bl tiarvetreiigiamiaai ,A ai gkinant juos sNgi
pl atesniame kontekste, gal i b1 ti ver tinami l

smurtN ar smurtoetokapgkait’b os pateisini mas. fi

Teismo lingvistasKkonstantnas Briniovas aptardamas ragini mo k ¢

tokias jo dalis:

1. Dalyviaitiadr esantas ir adresatas (gali b1 ti n
2. llokucinis tikslasi pasakymas sakomas, kad k|l ausyt o]
veiklai.

3.Ti ksl ingiknal s&dlhygsis nori, kad tikslas bl

nurodomus veiksmus.
4.Sakmi ngumbk asINd ayrglai aj am ir kl ausytoj ui n é
kal bantysis skatina klausant D4 DZ D&Zyks s:

5. Skatimantiformai k al bi nds ragini mo, $stkatinimo raig
o)

Ragini mo kal boskakbané¢ s mijomaadakiagan| i oj k
kl ausytoj N ar skaitytojN, kad ¢gis atliktO ja
komenta u s , kuriuose DZ ar dii jtaa nkad kementatotiausn siekis vVei
(ilokucinis tikslas) gali neatsiskleisti trumpame komentare. Asmens intencijos geriau
atsiskleidgia turint il gesniuveteksamBl. pabO d
Toki uose komentaruose kaip Aant |l augo J UO S
nusiteikimN, niekina asmenO grupn, taliau ju
DZ ardijamN asmenO grupi ant | asmdrt Kar Ouveik
pasi |l ymas ti ek i mperatyvi a, ti ek kitoki a
propagavimas kur i s, net | ei komentatorius netur.i

O] kiteisminio tyrimo d&l neapykantos nusikaltimd ir
vadovavi mo j am ypat umO met odi nas
https://www.prokuraturos.|t/data/public/uploads/2020/04/neapykantos_nusikaltimu_tyrimo_metodines_reko
mendacijos.pdP. 18 @ i 1 R0RK0B11).

Yiyteddegj o s. R. dwfftcOQoatsydedS s fkzHj B dzt8RL2RIABPdzc © d Misd yj ME 52
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asmenDZ imtis kagkoki O vedhsm®O mgt gi amekady
kal bos analizaje susilieja teisinas, kalbina

3. Neapykantos kalbos vertinimo gairiO poreiki

General i ndsmeptrookienkianendsaci j O ketvirtame
k ad Aj ei gu k u rdsatj conso ipgorbelidkggitoosi ti esiogi ai,
suprantamus godgius ar teiginius, O ne ugs
kompetentingas ikiteisminio tyrimo patieiglina

Europos sauguo ir bendradarbiavimo organizacijpe mokr at i ni O i nstitucij
biuro pareiglnas neapykantos nusi kaltimO k
mini sterijos darbo grupas veiksmingamgatskhad
toki os analiz&s atli ki mN phlpgeri gilnlanmesms p arl eeinkgi
Avartotojui draugigkOid gairi O su nurodytais
neapykant os % KaipstiokkgiaG@ 1 mO@spavyzdDZ gal iisijpa pat el
parengtN PraktinDZ | HRA darbinio &hnkuriame mi ti z
apragyt.i praktiniai situacij O pavyzdgiai, |
institucijoms bei visuomeneilTolesniame straipsnio skyriuje pateikiamos tlie®s teismo

ekspertizas centre taikomos tyrimo strategi)]

dalys yra igskaidytos DZ kl ausi mus, orientuc
Pasitelkiant tokias gaires, manome, ikiteisminio tyrimo gaiein ams b1t O |l engvi a
kada jO pali O turimO ¢gini O pakanka gali mai n
rei kalingas specialistas l i ngvi stas. Gairas

pasteb&jimai apie gahiamisnheapykanDopakgkzigi

4, Neapykantos kalbos vertinimo gairas atliek:

4.1 Priskyrimask onkra&¢$ mam O grupei (bltina sNlyga tol

| g pasisakymo turinio ir kontekptioed uBBEt (
170 str. apraptyje esan|li N grupin ar asmenDZ a
tai komasi DZ jO tapatybn. AsmenO grupa& arba
tekste kuris komentuojamas t odal anal i zmaoj ant kel i ami k1l at

2] kiteisminio tyrimo d&l neapykantos nusikaltimO ir
vadovavi mo j am ypat umO met odiPnas 1920, r e k 0o me
https://www.prokuraturos.lt/data/public/uploads/2020/04/neapykantos_nusikaltimu_tyrimo_metodines_reko
mendacijos.pdfg i 1 RORE0B11).

BDarbo grupéas vei ksmingam atneakwyik aDZt mesa fkyak ot d.§ ert wsviok
protokolas, P. ,
https://vrm.Irv.It/uploads/vrm/documenfig#s/LT_versija/Viesasis saugumas/DG%20p0s%C4%97d%C5%
BEi0%202021%2002%2011%20protokolas.pdg i Ir 30541).202 1

4 Handbook for the practical use of the IHRA Working Definition of Antisemitism,
https://op.europa.eu/en/publicatidetail//publication/d300610619b11ebb59+01aa75ed71al/language
en( gi 1 r &40541).202 1
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T Ar t eks akonklaasrmekinrOt jgipriklpuantEsmuo?

Ai gkiais atvejais asmenO grup& pasisakym
rei kgméa yr,a psvuzp.r,ankhaoomai kai i, Aruskiaifi, Akrer
irpan.Sudatingiau gali biti DZertinti atvejus,
nauj adar at au taysandesn iruu s X ar d iAnu fi a ipkeoures S§oatr agso nEp«
Af ufai kand, reigkiangodgiAgi meddsijdnddhadaadadikuais K a

Gargono ¢godgiai, vulgarybas, naujadarai nar a
yra skirti specialieji godynai ir duomenyna
gargono ir nenor mi nasm. ) eksiinkkoesr n@o @y neusifian( 2 O
nauj agodgi O duomenynu (ekalba.lt/naujazodzi a

Vertinant, ar pasakymas skirtas asmenO gr
ar kal bama apie BK 1F8usdnt DZasswearODZg rtugleii a u
tapatyba, o veikla, pvz., paskelbtas prieg |
komentaras, taliau priegigkumas i1igreikgtas b
komentuojami,oapiegrpn, kuriai jis priklauso, nekal ba

1 Ar asmenO grupd ar asmuo, apie kurDZKka

Neapykantos kalbos tyrimo objektai dagnai

asmenO grupd ar asmuo bl na n & BREapsnidarn toDZ a ¢ a |
socialiniame tinklepo kuriais komentuojamayv., trumpuose komentaruose pavart® ¢god gi O

Ai gkrypéaliain, Aigsigimdliaif reikgmd atsi sk
tinkl e, po kuriais tie komentarai paragyt.
konkrel i N asmenO grupintDZf@smem®PZnbDZampaj aé mk L
skirti ir komentare pavartoti godgiai . Komer
paminata kitame, anksl|liau paragytame koment a
42Ni ekinantis, menkinantis pasakymO pobildis,
Vertinant, ar pasakymu skatinama neapykantar ei k at O at krei pti dan
1 Ar vartoj ami niekinanl|i N, menki nan]
prasivardgiavimai, skirt.i asmenO grupei ar a
Ni ekinanl| i Nr, eime@gahii ndanulsii® n Opgt upnabDXardi|j a
pvz., Apederastasfi, Ababaj a§ifinoriai mi elkitn & retkys
kaip Ai gAirgysp&gliinsdil ,psAyaAdgiodajsdmi eji ¢Jgodgi ai
Lietuvi O kalbosaigolkdymiu®@se@gogpgi@ kra pateikt
(menkinantis), Aniek.fA (niekinantis), Avulg.
rei kgmini us atspal vius, taliau pagymatina,
nenuoseklus, rjeOgheluyuvikmals goma@i s neturi ar ta
ni ekinanlios, menkinanl| i os rei kgmas. Be t o,
netaisyklingd, nenormini® godgi O, triksta vu

j i e dast@jaminiekinimui ir menkinimui.
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| Ar pasakymas yra niekinantis savo turiniu?

Pasi sakymuose gal. nebl ti menkinanl|lios, n
i grei gki ama pagisa&iogmeckadt ami nii kr os asmenO gr
neverti gyventi (juos reikia naikinth e pi | naver | i ai, antrarigiali [
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nuteikiantyspr e 9 j N, kai kurie komentarai igsiskiri
Pvz., komentarlA | gnor uoki t,, Kwii &loitauroa i dt! it u mt i asmen
bilti pateikiama itin neigiama informacija ap
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veiksmamsagp i mama t i k dal i 6a k ukelmhitokeklaupimaiy mi O.
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Dr.Gi nt ara Her aMii gned kK eetnuar kainan a ,
Chief Experts at the Forensic Science Centre of Lithuania

The paper raises questions about the expansion of defindfatncepts used in the
article 170 (Incitement against any national, racial, ethnic, religious or other group) of the
Criminal Code of the Republic of Lithuania. Existing definitions of taunting, disparaging,
promotion of hate and incitement to violence @ery general, they fail to explain the boundary
between unethical and criminal speech and between such related speech forms as taunting and
mockery. A more detailed explanation of these concepts would help identify cases of hate
speech better and protreeir qualification under the article 170 of the Criminal Code. The goal
of a more unified evaluation of hate speech, which in turn means a more effective response
against hate speech, requires not only more detailed definitions of concepts, but alswguide
that explain the steps and aspects of evaluation. The paper proposes hate speech evaluation
guidelines that can be improved and applied by-gmrernmental organizations and police
investigators. The guidelines include examples that illustrate tma¢ ©f the hate speech
expressions are typical and easily evaluated, but there are also more complicated cases.
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Summary

Tacticsof Exhumation is defined as chapter of criminalistic tactics summarizing scientific
opinions about regularities of performing investigative exhumation of corpse. Scientific base
for performing investigative exhumation is theory of observing. Legal basis for elibnma

is getting permition with the consent of a member of the immediate family of the deceased
person, or, during priial proceedings, getting decision of the investigating judge, or,
during trial, getting a court decision.

It is provided for in the Seicin 165 of the Criminal Procedure Law that Exhumation of a
corpse (Loga ekshumUcij a) I's exhumation of
perform an inspection thereof, present such corpse for recognition, remove samples for
comparison, or to pearm an experexamination.
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There are essential differencies between exhumation of a corpse and detection and taking it
out from the place of hiding as a type of crime scene investigation or search.

General method of performing exhumation in Latvigngvided for in the Section 166 of
the Criminal Procedure Law. Structure of performing exhumation of a corpse is formed by
three basic stages; each of the stages has its own peculiarities.

Keywords
criminalistics, criminal procedure, criminalistic tacticsexhumation of a corpse,
investigative activity.

Tacticsof Exhumation is the chapter of criminalistic tactics summarizing scientific
opinions about regularities of performing investigative exhumation of corpse. Scientific base
for performing investigative exhumation is theory of observing. Exhumation (fromilati
ex out,humusi ground) is removal of a corpse from the place of burial in order to perform
forensic medicine examination or criminalistic examination.

It is provided for in the Section 165 of the Criminal Procedure Lévat
Exhumation of a Corpse(in Latviani L § § a e k s)hsexinuinatior) oha corpse from
the place of burial in order to perform an inspection, present such corpse for recognition,
remove samples for comparison, or to perform an expemnination. Factual basis for
performing exhumi@on are two circumstances: 1) reliable information about burial of the
corpse of concrete persona at the concrete place, 2) necessity to perform investigtive
activities I inspection, presentation for identification, taking examples for comparative
researh and forensic medicine examinatibmwith the corpse of concrete person (known or
unknown). Legal basis for exhumation is getting permition with the consent of a member of
the immediate family of the deceased person, or, duringripieproceedings, gettg
decision of the investigating judge, or, during trial, getting a court decision. Those bases are
the essential difference between exhumation of corpse and fixing and removal of corpse
(traces of criminal offence) from the place of hiding as type ofi€rscene inspection or
search.

General order of exhumation procedures is provided for in the Section 166 of the
Criminal Procedure Law, and it is as follows: h) exhumation of a corpse shall be co
ordinated beforehand with the competent hepititection institution, and a forensic
medicine expert shall perform such-eaination under the assignment of the person
directing the proceedings and in the presence of a representative of the administration of the
place of burial; 2) an exhumation shall be releal in minutes and photographed, or a video
recording shall be made of such exhumation; 3) the reburial of a corpse after an exhumation

1 KriminOprocesdikums: https//likumi.lv/docphp?id=107820
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shall be conducted with the permission of the official whose decision was the ground for
conducting of the exhumation.

Structure of performing exhumation of a corpse is analogous to the structure of
performing the other investigative activitiés$ est it has three basic stages: 1) preparing for
exhumation of a corpse, 2) carrying out exhumation of a corpse, 3) compidting
exhumation of a corpse.

During the stage of preparing for exhumation of a corpse the person directing
proceedings finds out factual base for performing exhumaterest identifies buried
person, clears out place, time and other circumstances af, lmleiars out possible relatives
of buried person, clears out necessity of exhumation of a corpse for performing the other
investigative activities inspection, presenting for identification, getting examples for
comparative research or forensic medi@ramination.

On the base of factual information person directing proceedings gets consent of
immediate family, but in case of refugaproposes tanvestigative judge to take decision
about exhumation of corpse of concrete person in concrete place. After getting consent or
decision about exhumation person directing proceedingsdinates exhumation of corpse
with the competent healprotection insitution, for example, the State Medical inspection,

Foto 1 Foto 2

Foto 3

Figure33: Performing of exhumation
co-ordinates performing of exhumation with a representative of the administration of the

place of burial, and assignes forensiedicine expert to carry out exhumation.
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Co-ordination of exhumation of @orpse with the State medical inspection is
connected with the functions of the State medical inspeétitre basic function of the
inspection is supervision and control in the sphere of epidemiological security in, ictvia
est supervision and controbn execution of regulations about preventive treatment,
counterepidemiological requirements provided for in the normative acts of the Republic of
Latvia. For example, in case it is founded out that the cause of death is infectious disease
indicated in theparagraph 10 of the Regulations Nr.523 (July 19, 2086the Cabinet of
Ministers about procedural activities with body of person dieded from infectious disease, or
there are sufficient (professional) grounds for the conclusion about infectious disease
cause of death, the State Medical inspection informs person directing the proceedings about
requirements of counterepidemiological security including necessity to use protective suit
and means for individual safety.

In case it is founded out or tleeis sufficient base for assumption that the cause of
death of buried person is a disease not mentioned in the Regulations Nr.523 of the Cabinet
of Ministers official of medicine institution informs person directing proceedings about
security measures.

Carying out of exhumation of a corpse is performed by forensic medicine expert.
This circumstance doesné6ét deprive rights of
buried person to be present during exhumation. In its essence forensic mediciie exper
directly organizes procedure of removal of corpse from the place of burial. Usually
exhumation of a corpse is performed during day time. At the beginning of exhumation
forensic medicine expert gives instructions to the workers of graveyard about theforde
exhumation and checks instruments and means of individual safety ofdigaees.

In case the cause of death was one of infectious diseases or there is professionally
reasoned assumption about disease (of dead person) mentioned in the Regula@3nsf Nr.
the Cabinet of Ministers removed body is put in a plastic bag and transported in sanitary
service vehicle to the Centre of Pathology of the Riga East Clinical university hospital. If
there is reasonable suspicion that the possible cause of deaflectious disease the
pathology research of the body is compulsory. Pathology research of body in case of
infectious disease is carried out only in the pathology section of medical institution or in the
forensic medicine institution. After pathology resdein case it is founded out that the cause
of death was infectious disease mentioned in the Regulations Nr.523 of the Cabinet of
Ministers body is wrapped up in a sheet moistened with disinfection means and put in coffin
also treated with disinfection raes.

22005. gada 9. j T | Nrj528: hipkii.gov.ivAvisakums/moimativiakti/epidemiologiska
drosiba
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An exhumation shall be recorded in minutes. Minutes has to include information
about person carrying out exhumation, time and place of exhumation (in case there are
tombstones and epitaphs it has to be mentioned in minutes), basis for performing
exhunation, recommendations of competent institutions in health protection, persons taking
part in exhumation, course of exhumation including means and instruments used. The
content of minutes has to include dimensions of grave, depth of burial, peculadrdgsn
(shape, measure, material, condition). After the coffin is opened a corpse has to be described
in minutesi position in the coffin, clothes, other objects in the coffin or in the clothes. If
exhumation was photographed or video recorded themtathnical means have to be
mentioned in minutes. Photo images reproducing original state of the place of burial and
course of exhumation or CD with file about exhumation has to be added to the minutes.

The final stage of exhumation of a corpse is reduf body of the dead. Reburial of
the body after exhumation has to be performed on the following conditions: 1) reburial is
conducted with the permission of the official whose decision was the ground for the
conducting of the exhumation; 2) in case thierdoubt about the cause of death, the body
has to be passed to close relatives for reburial or cremation only after receiving results from
research laboratory, 3) in case it is founded out that the cause of death is one of infectious
diseases mentioned the Regulations Nr.523 of the Cabinet of Ministers, the body of the
dead is transported in closed desinfected coffin supplemented with devices against opening
of the coffin. In this state the coffin with the body and all the other content in it is gassed
cremation. After cremation ashes are passed to near ones or reburried; 4) expenses for means
fo disinfection and safety used during exhumation, patalogy research and reburial or
cremation are covered by the state budget; 5) expenses for transpartabierbody and
reburial or cremation are covered by the state budget; 6) the duty of the administration of
graveyard is to carry out reburial as well as to tidy the place of reburial in original look free
of charge.
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5Zob. Bernasik JFotogrametrig Wy d. AGH, Krak-w 2006. A

Do czynnoSci funkcyjnych wymienionycdn@pdadimi od a dvu
porzNdku publ iDrzonneyg o ,w  zsogbu.Ub j eortlines azmo20 z $ydzniav 2020,
<https://portalkomunalny.pl/dronw-sluzbiesamorzadowB22921%.

7 Zob. SikorskiS., Szmigiero M.\Mo Ul i woSci zastosowania bezsytgoiegowych
PaEst wowego Rat owniSavti wd | Me dboavn Ngai j Wc yYw]hKolegieng ul acj i
ZarzNdzani a i Finans-w. Zeszyt Na uskawan2p18rsrBi§b.6 7, Of i cy

8 dmi er ci corSaRlme z 21 stycznia 2020, hitps://wiadomosci.onet.pl/swiat/etwmjbardzie]
Smiercionosndron-naswiecie/09v35.
9 RIEGL miniVUX-1UAV 1 konstrukcja tego dronu oparta jest na wersji Wal#DAR; BSP wielozadaniowy,

przeznaczony do szybkiej a k wi z y chaidigitalizacjiyi cptzetwarzaniay kK or z y
przebieg-w online, z polem widzenia 360A pozwal aj Ncy
zintegrowany z czujnikiem | aserowym RIEGL WangXval a na

Duan Z.,Brydegaard M., SvanbergS., Zhao G.,Drone-based areacanningof vegetation fluorescence height
profiles using aminiaturized hyperspectralidar system Applied Physics B, November 2018, s. 1201
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zaangaUowanyc R Ond nporszzeNsttofspositavtiad as dr on-w j ako W
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na pozytywne efekty dziagania urzNdzeG, a v

bezpi ec zode#asstzwkao.l eRE czgonk-w ekip rEYR,0otwami o n

0Zob. Kndzi er skKrymin8istyka. Wyihtrane gagadiengchniki Wyd. WSPol, Szczytno 2011, s.
42971 443.

UQoperatorBSRosoba zdalnie pilotujNca BSP |lub podobnie skol
i zarzNdzajNca |lotem pojedynczego |lub grupN dron-w
operaci.i przez sgulUby wmspedjimrdwet apier akoedSmia BNaT p:
wykonywania zI|l ecanyc hz adoat@® ws phecdpngan tapeyas, oy L&-dpgce dronyy
<https://www.google.com/search?gspace+drony&rlz=1C1PDZPplPL847PL847&0q=U
pace&aqs=chrome.1.6 9i57j0I15.2251j0j8&sourceid=chrome&ie=\8%¥F Dr o n przyszgoSci t
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|l ub modelu | atajNcego nieuzbrojonym okiem pomaga o
powi etrznej BSP |l ub modelu | atajNcegd obnaychlw staptek
powi etrznych, przeszk-d,Zaocssa-dby, wzyvkioenryzwatnilau b omi-ewmn ibae,z
powi etrznymi i model ami ordire t azj N 28y mstycznia( RI19) ,
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12 Zob. Raubo J.ARg wolé&,cjwawwpyd. cyt . ;Tekihlniod koviskis pp.g,ec,fve]Est wa i
Ni er - wno Sc iWz9siGogpedarzzy 2018aVab3 (1), s193-202.
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¥ Na pr zdyzkighakdl ot o wi fotogrametrycznemu przeprollvadzone:
numeryczny model terenu (NMF)cy f r owe odzwi erciedlenie uksztagtowa
pokrycia terenu (NMPT3 przedstawia model powierzchni wraz z elementami naturalnymi i antropogenicznymi,
zob.Fotometriai drony, ontline z 23 styczni@020, <ttps://scarBd.pl/zastosowanie/drorptogrametrigb.

14 Niklas J., Walkowiak A.Drony-n ad z - r z, Warezawa 2014, Wyd. Fundacja Panoptykon, s. 4.

57Zob. Ro z p darlamedta Buropegskiego i Rady (UE) 2016/679 z dnia 27 kwietnia 204 &prawie
ochrony os-b fizycznych w zwiNzku z przetwarzaniem
takich danyctoraz uchylenia dyrektywy 95/46/WE.

16 Merkisz J., Nykaza AZast osowani e bezzadogowy
wykrywczej BezpieczeE&two i ekologia 2

ch statk-w powietr
016, Vol. 6, s. 29
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2016.
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wymagaj Ncych s PokrbywdzeninogbdmpecyecieU nie zdawa
ni ebezpiecze@®twa albo utr acynitererie; poe mtiagie j 1 p
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mago wi clementnypowinnyd o pr o wlaod zoisii Ngni Aci a pmazytywr
dalszych etapachrowadzoegop o st n powSikndanowani e za$S wedy pomo
ogromne mollibawo $ei wzghbdbdu na fimktumk ewprgdiiac
ludzkie nie jesmadgh salminelet .ux hswyamdwi Ncych o
z a ¢ h @ dnEalN/czachowane u ¢ z e s t np.imkmikintwaczy i g e sprawcyypodczas
przeszukaGE, ekspdubywmepnt ul pkacespweBo pstkoCEcz
molUi wwidokrotregoodtwarzaia zarejestrowaych element w etap wanalizowaia ich

27Zob. Wgodalrady kbiRol,ogi czne w pr zSecgytn@pslt7wa cAhS truad i tol eGr sa
Piotr Kurasti82ko ,Wion.dReb&BAwkK R. ,wsp-ggczesne moUliwoSc
biologicznychKr ymi nal i styczne badani a bi oadttegeksualnydublina pr zyk
2018, Wyd. Naukowe TYGIEL, s. 16BL7; 343346.
21 Zoh. Kamery termowizyjne i noktowizyjnenline z 3 grudnia 2019, kttps://legalngbron. pl/myslistwo/

kamerytermowizyjnei-noktowizyjnep.
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pod kshoremaw Kkr -t ki m cegasi ez ades2XwhgninaliSycir), wer s |
maj N oejwa ispian.

4. Realizowanie funkcji rejestracyjnejbadavczej sfanowirodzaj dokumentowania
technicznejghc dignodn a wii @a lybddentyfikagai ma rapisaega § u
jako obraz w geoprzestrzeni;z utrwaleniem s § a twidoczrnych c e ¢ h Sihmd- w
daktyloskopijnych, traseologicznychy, g a Sci wo Sc i d o wzxasviskyw postaeic z o wy
nawarstwionych substanciansid bi j aj Ncych pr omi @ n p,ong.pmyle i n a
zabezpieczazubanknot - w, dokument - w) .

5.Prewencyjneapobi egani e przestnpst waofpezi ni e

ci Ngge patrol owanie przestrzeni, co stanowi

ograniczonej liczbie funkcjonariuszy odpowiedzialnych za utrzymamie z pi ecz e (Es t |
Konieczne staje Bi stosowani e BSP do monitorowani a
komuni kacyjnych, turystycznynuesc: 1)nevralgizmyeche g - | n
(gdziedochodtdo <cznstych rozboj - w, wgama@& i takic

regularnie patrolowane nadzorowanigt. d u Ue o b i e fhia kgmunikpoyj@: Kjazdy,e

drogi, mosy); 2 ) naraUonych na wutrudnienia w, ruchu
zwi Nzanych z zagroUeniem poUarowym (np. obs
budynki g art aveorpyad hcew e ,p magazynowe) |l ub wy b
skgadowipakiaw | ub mi ner agonywpodminevane)z 3) iorganizagjy ¢ h

i mprez masowych (ustd)anizgrdmhdre @ ndekohyk
zamieszek (np. ustalaniespramew kr adzi eUy, zachowa@® agresywn
publiczny). Drony, kt -re najlepiej mardahoNkesyykrywahe =z ape
antyspodeaBEgywah i mprezach masowych oraz r - Un
wszystkim zaliczane ddzw. industrylevel Korzystaj N z nich sguUt
dodat kowo dysponowal wersjN wyposaUonN w ge
elektroniczne, detektory zapachu), jak i wynajmowane przez organizatora imprezy pétimioty

kt -m&j N za zadafndde, zpaipsenlejdydrzebiegzabezpieczago
przedsi Awzinci a.

Whioski

A Nie ma wNtpliwoSci, Ue wsgfrogeszNe San iset awnpir
poprawil jakoSlI dziaga® zwi Nzanycaby narzezzap e wn
kryminalisyk i i bezpiecize@®@stzWal zemhywabelpealidaaayimi :
tym zakresies Nezzagogowe statki powi etrzne. l ch ko

2Zob. Ustawa z dnoab@dpimaczea ER210W(@eU. z 2009rr.eNr 62npos 50z ¢ h
p-¥n. zwW. ) ; sguUbi e h ez pnilirec z & Es 8 wa grudnia 2019,
<http://www.systemywizyjne.pl/mw/nws/drordahuax820-w-sluzbiebezpieczenstwipublicznemer.

23 Zob. MagistrettiS.,Dell'EraC., Unveilingopportunities afforded by emerging technologies: evidences from the
drone industryPublished odine: 30 October 2018, s. 6@23.
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danychi pozcechyew@ e uuj N na coriaalz ilikp s gevargd D winlamain

fotogrametrij innych nauk moderni zacj i i stniejNcych wur zNd
do realizacji przedsif@bdatejdhwaNnazeybhdngcivz
zagroUe@® cywilizacyjnych.

A NiekwasNi eab@wt N stosowania bezzadjogowc -

nich w skompli kowanych akcjach, prowadzeni a
ni ebezpiecznych war unkac h  poprzezwymidrheavgbgoaceai i roz
technik audiowzualnych, zapewnieeiwy s o ki e j jakoSci zarejestro
dal szych etap-w real i z evzasn poyzebnego magegospuzebeg. a z ¢
Praktyka wykazaga, Ue nawet naj |l epi esfaniepr zy g«
poprawiei zgodniez eor i N Asztuki o wykonal czynnoSci w
(pbracuj Nc np. we mgle, zaciemnieniu, opadach

wietrze, po wybuchu bomby, poUar u, tko-Ryws y czny
dl at ego ws poma g audnyceh sw anr udnrkoancahmij eweoprizeawzrostl c e p C

automatyzacji ulepszanienet od maj Ncych przeciwdziagal prz
bNd¥ innym, moUna |Awmnmiydf ériad wis zosnoienywweaoimhcnzea
czynnoSci procesowych [ pozaprocesowych, z

prowadzonych spraw, co tym bardziej powinno

A Z riesgtundiveijeN strony medal u, p midstatkkamii e | e
powietrznyni. Tr zeba pamifital, Ue pierwsze ich mod
militarnych, jak to ma sin do chwil. obecne
perspektywN ciwggagSedjinwaitegsielr avajcij )i. {Wa Wpe osvad g e n
uregul owa@® prawnych, kt -re powinny byl Sp-jn
zar - gwarantt j Ncych be ppezsosawvergksrt ovip- W ak teU respe
przepisyprana dopr ywatiko®sit yt ucyj nej *wRrdbleroBaclei ¢z gow

bowiem pojawil , gdy =zarejestrowane I przetworzone O
cel -w. Za tym idziaeywadiawaNzanseNbpti abSc8Sci N
demokratycznej kontrol i. N a prdzywk glawb ozwphe®J

przypadkowo uczestniczygy w rejestrowanym zd
moUna pr zyp Asedejizanegb D & ¢ feio ko Udeo syt uacji wykor z
nagbha@&@zagdogowc - ezy plroz ensiitkiapmieagp hkioc By svt anilUan e |
Ponadto niekontrol owane stosowanie tego spr

%(20) Operatorzy bezzadgogowych system-w powietrznych
zadbal odpowilkeygnwm stopniu znali maj Nce zastosowanie |
operaciji, w szczeg-lnoSci w odniesieniu do bezpiecze
ubezpieczenia, ochr onzgb. Rzpaoczr zoNedhzreonniye Swyokdoorvai vsckzae Ko mi s |
ZagNczniki nr 6/6a/6b do Obwieszc;zRmzmor MiNdizetnri & IMi
Infrastrukt WgyéczwegdSSRYISZiRR@newwokr eSytaj Nce$witatefy |
d r o nonlme z 28 stycznia 2020 r. htp://www.swiatdronow.pl/drony -prawo-polskie>.
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skut kowal zder z dubzsamoloe®h ubchnnegmsobXN®Oz eni em
lat domagaie si i sprecyzowani a asid zZBSRIwipN Ghevobavignii X or z
zwi Nz aprackrdczammbarieryi ch st osowani a, dokkorzystamian o Sc i
nich, gdy warunkio k ol i czno Sjckla pirze MmM&winajeMd zne kjiedyst ok
ni e powlrnomstosw ki eidcyhUyjcésskut egrzomporcj onal ne do
uzasadni pknieegdoyr z ¢ § ta ni per awind gcohwed aejfee k't vy, a ki e
ni ewgaSciwe, dlaczego i jakie powi nRaadtd pr
petuylenai filkkonmit eccnzineorSz eni a pfa&ky ywpnoB ok rgoNod ve E
przepraaadyaniw, axaaa mfi e s maaj N camdgokres frzechowywania

obraz-w z kamer dron-w, do jakich ce¥Dw je u

tego wykazuj e sin koni ecznoSi upublicznian
internetowych Policjiubi nnych sguUb kor zyst agoNirmngustizecz be z
spogecze@®two przed posuni fciZdmi ni ezgodnymi

A Mimo,i WeSwiNt bt yczNce sensownych podst a
drn-w nawarstwiagy sifAn na przestrzeni co naj
wydaned o b r z e BRa zpm rNzc MgkonawczeeKomisiUE ( obowi Nzuj Nce ¢
2020 r¥8& Ar t ykugy ow dilmdoawarte, tr aohegooypykhio =z ak
zabezpieczaniu sifn przed zagromdwmamchmiur wiXdiz k
Ponadto w czfnSciCerCtyAddtkyattu Jopamat or a l ek ki e
powietznego (Certyfikat LUC)mo wa | e st o koniecznoSci Ppr owe
posiadacza certyfikatu LU Jestto bardzozasadnep oni ewéd 0 wi Nw uti @n ss pios -

2531 stycznia 2017rrdon uderzyd w samoch-d na niemieckiej aut os
temu doszgo do uszkodzenia przodu samochodu: wPol ity
powi etrznych wymyka sin spod kontroli i stanowi Zac
korzystania z nich, zobZderzenie drona z samochodem na autostradzidine z 28 stycznia 2020 r.,
<https://www.polsatnews.pl/wiadomosc/200¥-31/zderzeniglronaz-samochodenma-autostradzidedzie

zaostrzenigrzepisow/1 2 paFfdzi erni ka 20di7a rdo ploddacwasnipodw hlbanr @ c

City samol ot pasaUerski zderzygd sin z déwham,dponywc
online z 28 stycznia 2020 r.,http://www.swiatdronow.pl/tag/zderzentronaz-samoloterr; Od 1 lutego
2018 r. obowi Nzuj N w Polsce strefy maj Nce z&awiodti ec n
dr onomdine z 28 stycznia 2020 r., tp://www.swiatdronow.pl/od-lutegonowe strefy-rmz-w-fir -
warszawa ; Od 2 l|lipca 2019 r. weszgo w Uycie RomporzNdz
sprawie zakaz-w i ogUsany crie@z¥.aRileypon@iZ)e zas dg
%6 Niklas J., Walkowiak A.Dronyinadé& -wy d. 68yt ., s.
27 |bidem.
2BArt, 11-15R0 zpor zNdzenia Wykonawczego Komisji (UE)é, wyd.
®Zohb. UAS. LUC. 040 Podrncznik LUC 1) Posiadacz <certy
podrﬁczopks[uplélzpoSrednlo | Ul emroz @z gadnizacijdini edpowi
prowadzonN dziagal noSi. 2 Ydpisawwedprzéz ckierovnika otipewiedzialnega zZaw
oSwiadczenie potwierdzaj Nce, Ue organizacja bifidzie p
rozporzNdzeniem i z zatwierdzonym podriczni kinem LUC.
general nym organizacji, dyrektor generalny kontrasy
wykonuj N organizacj e partnerskie l ub podwykonawcy,
uwzglindnia w podrﬁcznikﬂdesU-Cb,prwcjedkl'rypo radbhag Ncer
rel acj ami Z tym organi zacj ami partner ski mi l ub pod
zmi any niezbndne, aby zapewnil zawsze aktualny opis
przekazu1e sin wgaSC|Wemu organowi . 5) Operator b
odpowi ednie cznSci podrncznika LUC wszystkim czgonkoc
nich funkcji ioppowz Nd ke wi, e zidgpjkio RaWE)zé&, Kwynd. cyt .
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certyfi kowanych operator-w BSP do opi sywani
sposobu zachowanad powi edni ch procedur . Pr zpgdstawiane r o
procedur ye kdsopt!yocaztNaccej i BSP, ale przyi synmaEst w
c z § o n k dniisEkropejskiej Pr zyj ito zagoUewypragqwh Wga 4 ree p a !
uregulowania prawn® d n o s z N ceksplsatagjd rdoon - w w okr eS|l onych
terytorium krapy (przy uwz gl rudeog¢ remo ny Srodowi & pullicznegoe z pi e «
ochrony prywatnoSci, wolnoSci i d-br osobi st

A Po zapopmzyimanuw gi Aypi sach ar tohlauogkaniepodst :
zauwaUyga sol i dnmenclod oo dmNtersli iemo $cakiii®e opbogwawi a

zwikNz wszechobecnoNaxlieNDyd rjoendnvak mi el nadzi ej i
dojdzie do opracowani a i wprowadzenia uregetu
wNt pl i woSci. Bnindzie miago to dule znaczenie
wyobr azi | pominincia dron-w w prawidgowym funl

utrzymaneb ez pi ec z e EsetUweac,i ar d tudzkdmyma woi pazy korzystaniu ze
stosownych pr rekompess wachphayfrowen nzoaanga Uowani.e w pc
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SUMMARY in ENGLISH language

The documented response to the judgeds quest.
IS very often in the application of justice. The modern tendencymbdaice in practice is either

the attempt of using in an illegitimate way the scientific conclusions of other forensic sciences or
focusing mostly on nesignificant evidence, in order to mislead the court by cancelling the effects

of the conclusionofthEor ensi ¢ Handwriting (FH) expertos
of the FH expert could become a protective shield for the justice, in order to provide to the court a
transparent exposition of the real frequency of the historical facts, sotedptdhe judge to
ideologically conceive the truth. Practical cases of court justice in Greece indicate that in case of
lack of strong evidence, there is an appropriate selection of particular exhibits by the parts. The
distortion of the meaning of thesehgbits is the strategy applied in order to create fake impressions

to the court, so as to mislead justice.

KEY WORDS
cross examination, forensic, defensive role, construction, evidence, document examiner,
handwriting, court, testament

Introdu ction

ghe different factors taken into consider a
are various and they refer to different kinds of exhibits or evidence. Apart from the correct
application of the | egi suldaalso lerbésed topthedogicasand n 1
scientific analysis that every casebs particu
should converge in the direction of interpreting in the correct way the real facts based on the
legislative, civil or gnal, point of view. A correct verdict is not the mere result of application of
the abstract law provisions, but the effect of a wide approach of two different parameters located
in opposite edges of the same mathematical fraction, law and facts. hathés & correct and fair
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verdict demands not only a clear and specific notion in the approach of the meaning of exhibits
from the judges, but also a capacity of discerning in order to attribute the appropriate priority to
the significance of every parti@rity. During this operational function of the court, the scientific
assistance of experts of different forensic sectors is usually necessary.

2. The contribution of forensic sciences in revealing the truth

The complexity of the juridical interpretan of historical facts demands and also leads to
different kinds of expertise. Modern technology has boosted the evolution of most forensic
sciences, which are nowadays based on more objective basis, due to the extended lab analysis
achieved by new equipent. In the past, many of these sectors were mostly based on empirical
estimation and less in technological equipment. Nevertheless, the main factor of a correct approach
to the forensic conclusion remains the scientific estimation of the data by the @gatnology
has added a more objective data revelation, but it cannot substitute the crisis of the expert, much
more of the judge, who is supposed to estimate all the exhibits, which concern pluralistic sectors
of different scientific knowledge. Inthsomp |l i cat ed i deol ogically atrt
the parts involved tnthrough their attorneyso give priority to the significance of particular data
or exhibits, either intentionally or unintentionally, in order to defend or demonstrateltieis.

The crucial point of reference remains the well balanced and objective estimation of the
claims of the parts, according to the forensic evidence. Moreover, giving more significance to a
particular means of evidence may disorientate the fanoapp to the case. It is of vital importance
for the judge to interpret the forensic findings in their opportune semantic frequency.

In practice, we more and more face cases of cross examination of forensic analysis of
different sectors, which may indieatesults which are not logically or historically compatible
between or among them. Could there be a historical fact that justifies this discrepancy? Or is it an
indication of a wrong forensic conclusion of an expertise? The answers are given in tbé field
analyzing every particular case from the right point of view. The validity of the significance of
every forensic finding is determined accordin
a disputed testament in civil law, it is more impottendefine if the document is written by the
authentic hand of the testator or if it is forged. On the other hand, on penal law, although the initial
basis and direction of proof remains the same, in case of forgery the revelation of the forger
becomes m® important. For this reason, every case demands an approach from the appropriate
angle of vision of the facts. The enquiry of every forensic scientist remains within the limits of his
own scientific jurisdicti on judgé deemandsmasnpch more on o
wide vision of the data. In the same time, it demands at least minimum knowledge of the basic
notions of every forensic sector, a conception of the basic mentality of every science, which allows
a pertinent elaboration of all theformation available.

2.1 Practical case No 1

The suspected document is the testament of a man, aged 82, which is supposed to be written
several months before his death. There are reports of experts which arrive in completely opposite
opinions, one claiming the forgery of the document and the otleetherauthenticity of it.
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Figure34: Fig.1 Suspected document (testament X).

We have to remind that, apart from the pure forensic vision of the Handwriting Examiner;
we need to have at our disposal several information dagpthe testator, such as his hdas
spiritual status in the suspected period, his clinical condition documented on medical certificates,
which may affect his graphic ability or skill, his cultural level and so on. In many cases, the
information ispoorly documented and remains in oral affirmations without substantial proof. For
this reason, the FHE needs to be very careful in the adoption of such unproved claims of the parts
(for example a presumed illness which is not based on appropriate dodimngribecause it may
lead to hypothesis of investigation which could disorientate the expert in the scientific
interpretation of the data revealed. In the referred case, the expert who claims the authenticity of
the testament adopts uncritically the scenaf arthritis declared (and not proved) to him and
bases his conclusion upon this claim. In addition, he analyzes the handwriting under this prism

1 Mohammed. A. Linton, 201%orensic Examination of Signaturédsevier, p.119128.
2 Jesse DyeiThe impact of hand ostexhritis on the handwriting of elderly people: A clinical trial of assistive
technologyUnitec Institute of Technology, 201Bttps://www.researchbank.ac.nz/handle/10652/3310
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which allows him to justify every incongruity of the text as being the result of the illness and of
the ®nsequent unstable function of the writing hand while handling the pen.

The part of the case who asked for the Doc
the caseds file another forensic expeDNA/i se, o
according to which there are traces of the t
document. The simple question which derives from the above cross examination is spontaneous.
Was it impossible for the testament to have been written heat ©f paper deriving from the
testatorodés office? The opposite conclusion, w
really give significant evidence, since it is impossible not to leave traces of DNA in a contact
between the hand of the tdstaand the paper in bare hands. As it derives from the historical facts
of the case the part that claims the authenticity of the testament, who happens to be the heir
according to its content, had i ntenoritootmeal |y r
paper before his death, where the forger subsequently wrote the testament. In this case, the
defensive role of Handwriting Examination is completely useful and it remains the only way of
demonstrating the truth, so as to help the court to déeisied on real facts.

2.2 Practical case No 2.

We have another case of a testament of a man, aged 79, who had written practically 3
testaments in 2 different dates (1+2). The testaments were all written by the same hand, which
turned out to be the auth@nhand of the testator through the comparison to numerous documents
of commonly accepted origin. Although in the beginning the plaintiff was claiming forgery, he
later admitted the authenticity of the handwriting and signature of all the wills and roi&ihé 2
ones of the second and last date. In his second scenario, he was claiming psychiatric problems of
the testator which restricted or eliminated his legal capsanity, in particular, the mental capacity
to understand the real meaning of his actibttmetheless, he need not try to refer to a psychiatrist
or to a medical generally expert, in order to consolidate his last claims. Next, he tried to create
doubts using a nesignificant element of the lab analysis of the Forensic Document Examiner.

3 Evi Crotti, Alberto Magni, Oscar Venturini, 201lla perizia in tribunale Milano, Manuali FrancoAngeli,
p.229234.
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Figure35: Fig.2. Suspected documents (testaments X2, X3).

According to the ESDA analysis of one of the testaments of the last date, it was
demonstrated that in the page of paper above the one in which the testament X3 twas writ
another person, the wife of the testator, had started writing her last will, but she abandoned
completing the text. That resulted bedguse ol
testament (name, surnamea) a u g h tce.r Tohfeé e x lpaseron thekser findingl, which is
irrelevant to the authenticity of the testament X3, that someone else had tried to convince the
testator, not only to write his last will, but even to define its content. In this case, Forensic

Handwriting Examination canediend justice from an obvious attempt of distortion of the
facts in a desperate attempt to prove baseless claims.

3. Conclusion

Forensic Document Examination can scientifically prove the forgery or authenticity of
suspected documents by applying and respecting its methodological criteria and rules. Modern
technology has enforced the objective analysis and revelation of findirdjferent forensic
sciences. For this reason, cross examination of conclusions of different forensic specializations is
more often in practice. That allows to the parts of a case a wider strategy, in their attempt to focus
more on particular data of thescca 6 s f i | e, in order to create to

4Francesco Dellavalle, 201l,a st rument azi one per | 6an&ullairadtadeldaes u ment a
Giordano Editore, p.162.
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ends of their cl ai ms. I n many cases, the conc
for the fair application of justi cieedtoTaking j udg
into consideration only these particularities, since the conclusion of a certain Expert may be
historically wrong, even though scientifically and methodologically correct. The aim of the
expertise is to reveal the truth, to reconstruct thtohcal facts in order to arrive to the truth. It is
impossible for the judge to be deprived by appropriate width of vision in facing the validity and
significance of every evidence. This is the only way to avoid being influenced by the construction

of evidence, by misinterpreting certain objective findings in a completely wrong subjective
adoption of the facts, as point of reference of his orientation to the final verdict. Of course, it is not
the nominated For ensi ¢ Ha nodefine the idetigion Bfsthp eourt 6 s i
and this is not his procedural role. His involvement is related to his special scientific knowledge
and his contribution is limited to his own scientific field. In the same time though, he is a kind of

a special scieniif assistant of the court, and in this position of his role in the procedure, he is
obliged not only to indicate whatever he considers important, but to also protect the court through

his suggestions from erroneously interpreted or misleading claims gfattie Under these
circumstances, the conclusion of the FHEOGs re
of justice. On the other hand, it is of vital importance, not only for the experts but even for the
court, to avoid being influenced Ibymors and not justified claims of the parts. Last, but not least,

it is crucial for the Document Examiner to strictly remain within the limits of his scientific field.

This is the only scientific and professional behavior accepted by both the legialadi@ommon

sense.
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