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rEPUOHI 3ArPO3U TA IX BMJIMB HA CYCNINTbCTBO

prof. Ing. Korau$s Antonin PhD
Akadémia policajného zboru v Bratislave,
Slovakia

AHorartig. I'i6puaHi 3arpo3u CTOCyIOTbCsA BULY 6€3[1eKOBOTO BHU-
KJIUKY, IKUM IIO€/JHYy€ Pi3Hi €JIeMeHTH, TAKTUKY i TeXHIiKU 3 KOH-
BEHIIIHO1 i HEKOHBEHIIIMHOI BiliHM, a TaKOX 3 Pi3HUX Taly3eH,
TaKUX fK KibepHeTnuHi, iHdopMaIlifiHi Ta IICUXOJIOTIYHI omepa-
wii. Ii 3arpo3u xapaKTepu3yOThCA CBOEI0 KOMIUIEKCHOIO i bara-
TOTPaHHOIO NIPHUPO/0I0, YACTO 3aMYyTHIOIOUM PO3MEKYBAHHI MK
BiliICBKOBHMU Ta HEBIMIChKOBUMHU JiIMU.

Knro4oBi ciioBa: ribpugHi 3arposu, myosiivHa aAMiHicTparis, ge-
3inpopMartis, GpanbIIuBi HOBUHU, JeMOKPATis

BeTyn

MI/I BHU3HAYAEMO iX K CYKYTHICTb TUCKY Ta IMiZ[pUBHUIIBKUX i,
KOHBEHIIIHMX i HEKOHBEHI[IMHUX, BiiCbKOBUX i HEBIIChKOBUX
METO/iB, AKi ep)KaBHi Ta HeZlepKaBHi Cy0>€KTU MOXKYTh KOOPAMHOBA-
HUM CI10cO60M BUKOPHUCTOBYBATH IS IOCATHEHHS KOHKPETHUX I[iTeit
6e3 popMasbHOTO OTOIONIEHHA BiiHU i ITi/i TOPOTOM 3BUYAHOI PeaKIiii.

OZHUM 3 OCHOBHUX IIijiell TiOpUZHOTO BIUTUBY € OC/IabieHHA
dYHKI[IOHYBaHHS OCHOBHHMX aTPUOYTIB EMOKPATUYHUX 1 BIIKPUTUX
cycribeTB. YacTo iX METOI0 € MOmNOIEHHS COIiaTbHOI i MOMITUIHOI
ToJIApU3allii Ha Hal[ioHaJIbHOMY Ta MiXHApOAHOMY PiBHI, TOJITUYHA
nmectabimizalis, miKUBIeHHS COlliaJbHOI HAIIPYTH, MiZIPUB OBIpU Z0
JeP’KaBHUX Ta IPOMAJChKUX iHCTUTYIIM Ta 3arajoM ociabieHHs Je-
MOKPaTUYHOI'O IPUNHATTA pillleHb.

Ha chOTOAHIIIHIN /IeHb iCHYE AeCATKU iHCTPYMEHTIB TibpuAHUX
aKTUBHOCTe! (HampuKJIaZ, 30BKUBAaHHA BPa3IUBOCTeN y IMyOIiuHIN
aaMiHicTparlii, AesiHdopmariis, KiGepuImUTyHCTBO Ta ITPOMUCIOBUM
HMITUTYHAX, 3JI0BXUBAHHS IPaBOBUX HOPM, IIPOIIECIB, iIHCTUTYIIIM Ta
apryMeHTIB) i pisHUX HiAJerKX Ta MiZApUBHUIBKUX Jil, a TaKOK KOH-
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BEHI[INHUX 1 HEKOHBEHIIIMHWX MeTOZiB, HANpPHUKJAJ, AUTJIOMATHAY-
HUX, BiiCbKOBUX, EKOHOMIYHUX i TEXHOJIOTIYHUX.

HatiBupasHimmmM IposBOM TiOpUAHOI AisutbHOCTI B CIoBallbKii
Pecry6illi € HaBMUCHE CTBOPEHHs Ta IMOINMPEHH: Ae3iHpopMaiiii, a
TaKOX Bce OLTBIN iHTEHCHUBHI ¥ CKIafHI KibepaTaku. 3pOCTaHHA 3HA-
YeHHd TiOpUIHUX 3arpo3 I HaIIoi 6e31eKy Ta moTpeba CUCTEMAaTHY-
HO ITOCKIIOBATHU HAIIly CTIMKICTh 10 HUX BiZloOpakaeThes B besneKosiit
crparerii CoBarbkoi Pecriy6stikuy. Y 1OKyMeHTi, sikuii pazoM 3 O60poH-
HOIO cTparerieto CoBaIbKoi PecIty6Iliku CTBOPIOE CTpaTETiYHUM Kap-
Kac st GopMyBaHHS TOMITUKY AepyKaBU 11010 Oe3leKy Ta 060pOHMU.
BaxiiMBUM eTanoM y 3MilfHEHHi CTifKoCTi 6ymo cxBaseHH: [liany Aifd
3 KOOpAMHAlii 60poThOU 3 Ti6pUAHUMU 3arpo3aMu ypsagom CroBallb-
Koi Pecriy6itiku y 6epe3ni 2022 poky. Lleil MiXKpe30opTHUH JOKYMEHT
MiCTUTh P, 3aX0ZiB IIOZI0 TIOCHIEHHS TIOTYKHOCTEH epKaBu A1 60-
pOTHOU 3 TiIOPUAHMMHU 3arpo3aMu, BIPOBA/KEHHSA KOODAMHAIIHHUX
MeXaHi3MiB, 3MillTHEHHSI TOTYKHOCTEM Ta KOOPZAMWHAIll CTpaTeriyHoi
KOMYHIKallii, OCBiTH Ta MiABUIIEHHS CBiZIOMOCTI OO0 TiOpHAHUX 3a-
rpo3, 0OMeKeHHs 30BHIIITHBOT'O BIUIMBY Ha aKa/leMiYHi yCTaHOBH, 3aCO-
6u MacoBoi iHdopmaiiii, BUOOPUi ITpoIlecu Ta eKOHOMIUHY cdepy.

TiGpuaHi 3arpo3u Ta ixHili coniaJbHUI BIUIUB

BruiB ri6pugHUX 3arpo3 Ha CyCHUIBCTBO MOXe OyTH 3HaYHUM i
mpokuM. Lli 3arposu cTocyroThes He Jullle TpaJuLlitHUX BilicbKOBHUX
i 6e31EeKOBUX CEKTOPIB, ajie TAKOK KPUTUYHOI iHPpaCTPYKTYPH, TI0-
JIITUYHUX CHUCTeM, eKOHOMIKU Ta COLliaJibHOi €[HOCTi. BoHU BUKOpUC-
TOBYIOTh BPa3JIMBOCTI B pi3HUX chepax, HaMararoThCs MiZIipBaTH J0-
Bipy, nopyiryBaTu GyHKITIOHYBaHHS Ta MaHIITyJIIOBAaTH IPOMa/ICbKOIO
ZYMKOIO.

OZHUM 3 KJTFOUOBHX acIeKTIiB IiOPUHUX 3arp03 € BUKOPUCTAHHSA
MaHinmyssALii iHpopmariieto Ta kaMiaHii AesiHdopmartii. [IliaxoM 1mo-
MmUpeHHA (QaybIIMBUX HOBWH, IPONAraHAU Ta OHJIAWH-MaHIIMy/IALii
3JIOBMUCHUKHA MOXYTb (OPMyBaTH TI'DOMA/ICbKE CIIPUHHATTS, CiATH
PO3KOJI i MiZIipBaTH JOBIPAUBICTb iHCTUTYIIIN. Lle MOoXke TIpHU3BECTH /10
HiZlipBaHHA JOBipU 10 ypAAiB, 3MI Ta leMOKpaTUYHUX IIPOLIECiB, 1110 B
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KiHI[EBOMY PaxyHKY BIUIMBA€ Ha CTAOLIbHICTh Ta CTIAKICTh CYCIILIbCTB.

[HITM BaXKJIMBUM BIUIMBOM TiOpPUAHUX 3arpo3 € iXHs 3JaTHICThb
BUKOPUCTOBYBAaTU TeXHOJIOTIUHi fgocArHeHHA. IIIBUAKUI PO3BUTOK
TEXHOJIOTi!l Haza€ TIOpPUAHUM aKTOpaM HOBi MOXKJIMBOCTI JJI 3AiH-
CHeHHs KibepaTrak, pyiHyBaHHSI KPUTUYHOI iHGPaCTPYKTypH Ta IITH-
ryHa)Xy. B3aeMO3B’30K Cy4aCHOTO CYyCIUIBCTBA 30iIbIIye BpasJiu-
BiCTBb TIepe/| TAKUMU aTaKaMU, OCKIJIBKU CUCTEMU Ta Mepexi CTaloTh
Bce GiTBIN 3a/IeKHUMHY Ta HaiHHUMU Bif 111$PoBOi iHGPACTPYKTYPHU.

Kpim Toro, ribpuziHi 3arpo3u MOXKyTh MaTH EKOHOMIYHi HACTIZIKHY.
[MopyIreHHA KPUTUYHOI iHGPACTPYKTYPH, KpaJlikKKa iHTeIeKTyaaIbHO1
BJIACHOCTI Ta €eKOHOMIYHMH IMUTYHAXK MOXXYTb 3aBJaTU IIKOAU ITiJl-
IIpUEMCTBAM Ta HalliOHAJIbHUM eKOHOMiKaM. BUTpaTy Ha 3aXUCT Bif
ribpugHUX 3arpo3 Ta Ha MOJAJbIIe BiIHOBJIEHHSI MOXYTh OyTH 3Ha-
YHUMU | BIUIUBATH Ha EKOHOMIYHUH PIiCT Ta CTAaOLIBHICTD.

BupimeHHs Ti6pUAHUX 3arpo3 BUMarae KOMIUIEKCHOTO Ta bara-
TOBUMIipHOTO Mizixoxy. Lle BK/IIOYa€e MOCUIEHH 3aX0/iB Kibepbe3neku,
MMOKpAaIeHHs 3JaTHOCTEN B Taly3i oTpuMaHH:A iHpopMmaliii, 60poTe0y
3 KaMIIaHifAMU Ae3iHdopMariii Ta TiATPUMKY CTIHKOCTI y CyCIILTbCTBAX.
CriBnpang Ta KoopAuHallid MiX ypsAZaMu, IPUBAaTHUM CEKTOPOM Ta
rPOMA/ICBKUMU OpTaHizalisiMu € HeoOXiZHUMU s eheKTUBHOTO
3MeHIIIEHHS BIUIUBY TiOpUHUX 3arpos.

BUCHOBOK: TiOpU/HI 3arpo3d CTAHOB/IATH 3HAYHI BUKIMKU [JIS
CYCIIIBCTB TI0 BCbOMY CBITY. IX BIUTMB PO3IIMPIOETHCSA T103a TPAJMITIH-
Hy cbepy 6e3leKy i BIUIMBA€E Ha MOJTITUYHI, EKOHOMIYHI Ta COIlialbHi
chepu. Po3yMiHHs IIUX 3arpo3 Ta po3pobKa aKTUBHUX 3aXO/iB AJIA iX
YCYHEHHS € HeOOXiZIHUMU /IJIS1 3aXUCTY HalliOHAJIBHOI Oe31eKu, AeMo-
KPaTUYHUX IPOIIECIB Ta 6I1aTOMOMyYyst CyCIIiIbCTBA B MTOCTIHHO 3MiH-
HOMY 6€3IIeEKOBOMY CE€PEIOBHUIII.

AKi € migxoau 10 60POTHOM 3 TIOPUAHUMU 3arPO3aMU Y
my06IiYHOMY yIIpaBJIiHHI?

BopoTbba 3 ribpuzHUMH 3arpo3aMy y IyOJIiYHOMY YIIpaBiliH-
Hi BUMarae KOMIUIEKCHOTO Ta KOOPAWHOBAHOTO mizixoAy. Och KilbKa

BA)KJINBUX IAXO/IB, AKi MOXXHA PO3IVIAHYTHU:
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1.IndpopmMoBaHicTh Ta aHaMi3: BaxkInBo, 06 OpraHu myOIivHOTO
YIIpaBIiHHA MaJIM IOCTATHIO iHpopMaIiiro rmpo ribpyuaHi 3arpo3u ta ix
XapaKTepUCTUKU. BasKIMBO BiicTe)XXyBaTU MOTOYHI MOZii, TPeHAUN Ta
TaKTUKU, IKUMU KOPHUCTYIOTbCSA TiOPUAHI aKTOpU. TaKOXK BaXKJIMBO
MaTy 3/1aTHICTh aHaIi3yBaTy 1o iHpopmariiro Ta nepesbdbadaTi HOTEH-
1iifHi 3arpo3u.

2. CmiBmpans Ta koopauHaiisa: EdektruBHa 60poThba 3 ribpusa-
HUMM 3arpo3aMH oTpebye criBIpani Mk pisHUMU opraHaMu Iy 01id-
HOTO YTIPaBJIiHHSA, MPAaBOOXOPOHHUMHU OpPraHaMH, CEKTOPOM Kibep-
GesIeKH Ta iHIIMMU BiAMOBIAHUMU Cyb>€KTaMU. BaXKIMBO CTBOPUTHU
MexaHi3aMu 0bMiHy iHdpopManieto, 06MiHy beweisenden Verfahren ta
KOOpZUHAIIil 3aXO0/iB.

3. IligBurenHs kibepbesnexu: [OpUAHI 3arpo3u YacTO BKIIIO-
4aloTh kibepaTaky. BayKJIMBO MMOKpAIIUTH KibepCTiMKiCTh mybIiyHOTO
YIPaBIiHHA LUIAXOM BIIPOBA/KEHHA MII[HUX 3aXOZiB Oe3neku, Ha-
BUAHHSA MPAIiBHUKIB Ta PETYJSPHOT0 MOHITOPUHTY Ta TeCTyBaHHSA
Bpa3JUBOCTEN CUCTEM.

4. MouiTopuHT Ta BUsBIeHHA Ae3iHdopmariii: T'i6puaHi 3arpo3u
YacTo BKJIIOYAKOTH Zle3iHpopMalliiHi kamItaHii. BaXXJIMBoO MaTH Mmexa-
[DKepest i MBUZKO pearyBaTH Ha MOIIMPEHH: HellpaBAUBoOi iHpopMa-
1ii. /lo6puMHy IpakTUKaMU € CITiBIIpalisd 3 MeZia, TPOMaChKUM CycC-
MiJTbCTBOM Ta TEXHOJIOTIYHUM CEKTOPOM.

5. OcsiTa Ta cBimomicTh: OcBiTa Ta iHGOPMOBaHICTb € BaXKJIUBU-
MM [JIs1 3am0b6iraHHs Ta 3aXKCTy Bif riOpuAHUX 3arpo3. BaykKanBo 3a-
6e3nevyBaTH GpaxoBy IATOTOBKY IIPAI[iBHUKIB ITy6IiYHOTO YIIPaBIIiH-
HA ¥ chepi kibepbesneku, BUABIEHHs Ae3iHdopMallii Ta pearyBaHHs
Ha Ti6puaHi 3arpo3u. TaKoK BaXJIMBO IiABUINYBATH CBiZIOMICTb I'PO-
Ma/ICBKOCTI IPO TiOpHZHI 3arpo3u Ta MOJINIITYBATH 3aTHICTh IPoMa-
JISTH pO3IIi3HaBaTU Ta pO3KpUBATH Je3iHdopMailito.

6.IHHOBAIii Ta TeXHOMOTIYHi pieHHs: ['iGpUAHI 3arpo3u YacTo BU-
KOPHUCTOBYIOTh TEXHOJIOTIYHI 3ac00M Ta HOBi TeXHOJIOTii. BaskymBo iH-
BECTyBaTHU B iHHOBAIIil B rajTysi KibepOe3reKy, aHali3y JaHUX Ta MOHi-
TOPUHTY, 106 TTOKPAITUTH 3aTHICTh BUABJIATH Ta BUPIIITyBaTH FiOpUAHI
3arposu. Lli migxoau pa3om 3 peTesbHOIO CTpaTeTiel0 Ta KOOPAUHOBA-
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HUMU 3aX0J]laMH MOXKYTb TTOCHJIUTH CTIiHKICTh IyOJIiYHOTO YIIPABIiHHS
[10 TiOpUAHUX 3arpo3 i JOTIOMOT'TH 3aXUCTUTHU JA€MOKPATHYHI TIPOIIECH,
KPUTHUYHY iHPpaCTPYKTypy Ta CTaOLIbHICTD CYCITIbCTBA.

3aKJII0YeHHT

['i6puHi 3arpo3y CTAaHOBJIATH CEPHO3HUM BUKINK JJI CyIaCHUX
CYCIIIBCTB i MAIOTh 3HAYHWI BIUIMB Ha Pi3Hi chepu XUTTA. IX ckmazHa
Tpupo/ia i 3ZaTHICTh TOEAHYBATH Pi3Hi €JIleMEeHTH i TeXHIKU 3 Pi3HUX
rajysel, Takux sIK BilfiHa, kibepbesreka i ge3iHndopmariist, pobaaTh ix
Hebe3neYHUMU i CKJIaIHUMU /I BUSBJIEHHS i BUPillIeHHS.

BIuvB riOpUZHUX 3arpo3 Ha CYCIIBCTBO € AY)Ke IIMPOKHM.
BoHU MOXYTh HapyUIUTH TOJITAYHI CUCTEMU, MiZPUBATU AOBIPY 0
IHCTUTYiN, AecTabinizyBaTH €KOHOMIKY Ta 3arpoKyBaTy KPUTHYHIN
indpactpykTypi. Maninyssiia iHdopmaiiiero Ta Aesindopmarliiini
KaMIIaHii MOXYTb MaTU CEPUO3HUM BILUIUB HAa IPOMA/ICHKY AYMKY Ta
couiayibHy €AHicTh. TeXHOJOTIUHI ZOCATHEHHS HAJAIOTh TiOpUAHUM
aKTOpaM HOBi iIHCTPYMEHTH JJIA 37iliCHeHH KibepaTak i IIMUTYHCTBA,
IO MiIBUIITY€ BPA3/JIMBICTh Cy4aCHUX CYCITLTbCTB.

BopoTrba 3 ribpuaHuMHM 3arpo3amMy HOTpebye KOMILIEKCHOTO
i kooparHOBaHOrO miAxoAy. HeobxigHo, 1m06 OpraHu /Aep:kaBHOTO
yIIpaBIiHHA, CWIM Oe3leKu, CeKTOp KibepOesrekyd Ta IpOMafChbKe
CYCITLTBCTBO OO>€AHANMMCA Ta CHiBIpaloBaiu. [TokpamieHHs iHPOp-
MOBAHOCTi, aHaJi3 3arpos, 3Mil[HeHHs KibepOe3reKy, MOHITOPUHT i
BUSIBJIEHHA Zle3iHdopMalrii, ocBiTa Ta CBiJoMiCTb TPOMaZICbKOCTI - 1ie
KJIFOYOBi KPOKH y 60POTHOi 3 riOpuAHUMHY 3arpo3aMu.

Heo06xigHO, 06 CycHibCTBO aKTUBHO 3aJTy4asocs 0 BUpIlIeH-
Hs Ta 3amobiraHHs ribpugHuM 3arposam. [IpeBeHTHBHI 3axoau Ta
CITLUTBHI 3yCHILIA BCiX 3allikaBlIeHUX CTOPiH € HalilepeK TUBHIIINM [IUIA-
XOM 3aXUCTY CyCIIIbCTBA BiJ LIUX CKJIAJHUX 3arpo3.

Heo06xigHO, M06 CIiTbHOTH aKTUBHO 3a/Iy4ajucs 0 BUPIlIEHHS
Ta 3arobiraHHA riOpUAHUM 3arpo3am. IIpeBeHTHBHI 3aX0H Ta CIIiBII-
pals MK pisHUMHU Cy0>€KTaMHU € KJII04YeM 0 3MillHEHHS CTiHKOCTi
CYCITLIbCTBA BiZi TIOpUAHUX 3arpo3 Ta 36eperkeHHsA CTabiIbHOCTI, Je-
MOKPaTHUYHHUX IIPOIIECIB Ta 3araJbHOTO 6J1aroIoIy 4.
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Y KOHTEKCTIi IMIBUAKO3MIHHOTO 6e3IIeKOBOr0 cepesoBHIa Heob-
XiZIHO TIOCTiIfHO MOHITOPUTH Ta IIPHUCTOCOBYBATH 3aX0AU A1 OOPOTh-
6u 3 ribpuAHUMY 3arpo3aMu. TUTBKY TaKUM aKTUBHUM ITiIX0ZIOM MU
MOXKEMO YTPUMYBATU KPOK 3 HOBUMHU CTPATETiAMU Ta TAKTUKAMH Ti-
OpUAHUX 3arpo3. BaKJIMBO CTBOPIOBATH Ta 3MII[HIOBATU CIIiBIIPAIO
MDX Pi3HUMU aKTOpaMU, BKJIIOYAIOUH YPAAU, CWIOBI CTPYKTYpH, aKa-
JIeMiYHi yCTaHOBU, IPUBATHUN CEKTOP Ta 'POMa/IChbKe CYCIiIbCTBO.

OcgiTa Ta cBioMicTb PO Ti6PUHI 3arPO3U TAKOXK € KJIFOYOBHUMHU.
Mu HOBUHHI iHBECTYBaTH B iHGOPMOBaHICTh Ta OCBITYy He JIUIIE PO
iCHYIOUi 3aTpo3H, ajie 1 ITpo HOBi TEH/IEHIIi1l Ta TeXHiKU, AKUMU KOPHC-
TYIOThCA TiOpuAHi 3arpo3u. TaKoK BaXKJIUBO MATPUMYBATH KPUTUIHE
MUCJIEHHS Ta 3JaTHICTb PO3Ii3HAaBaTH MaHIMyJATUBHY iHpoOpMallito
Ta Je3iHdopmariiro.

Kpim TOro, MM NMOBHWHHi 3MiIHIOBaTH Hauli kibepHeTHYHi 060-
POHHI MOXXJIMBOCTI Ta BJOCKOHATIOBATH HAaBUYKM iZeHTUOIKAIII,
MOHITOPHHIY Ta JIiKBiZalii KibepHeTHYHUX 3arpo3. TicHa cIiBIparist
Mi>K 6€31TeKOBUMHY areHTCTBAMU Ta TEXHOJIOTIYHOI0 IIPOMUCIIOBICTIO €
HeoOXiHOIO /I IMBUAKOTO 06MiHY iHbopMalliero Ta iHHOBaIlil y 60-
pPOTHOI 3 TIGPUAHUME 3arpO3aMH.

Hapeunrri, Ba)XJINBUM acneKToM 60poTh6u 3 ribpuaHUMU 3arpo-
3aMu € 36epe)XeHHs BiZIKPUTOTO Ta BUTBHOTO iHPpOpMaIIiifHOTO cepes-
oBuia. ITiaTprMKa CBOOGOAM MpecH, KPUTUYHUX MeZlia Ta IIPO30POCTi
VPAZOBUX 3aXOZiB CHPHUAE 3MILIHEHHIO CTIMKOCTI CycCIIIbCTBA /0 Jie-
3iHpopMariii Ta MaHITy/IAIIH.

BUKIVKH, SIKi CTAHOBJIATH TiOPUAHI 3arpo3u, He MOXKHA HeIO-
oniHoBaTH. OZHAK 32 ZOMOMOTO0I0 ePpEKTUBHOTO Ta KOOPAHUHOBAHOTO
MiZIXOZy MU MOXKeMO 30LThINIUTH CTIMKIiCTh CyCIiIbCTBA Ta MiHiMi3yBa-
TU iX HeTaTUBHUM BIUIMB. lle € HaIIOIO CIIJIBHOIO BiANOBiZAJIbHICTIO
MpartoBaTy pa3oM Haz OyZiBHULITBOM OLTBII 6€31EeYHOTr0 Ta CTIHKOTO
CYCIILIBCTBA, fIKE F'OTOBE IIPOTUCTOATU IIMM HOBUM Ta CKJIQJHUM 3a-
rpo3aM.

Y BUCHOBKY OYEBU/HO, III0 TiOPUAHI 3arpo3u MarOTh 3HAYHUH Ta
IMMPOKOMACIITa6HWI BIUIMB Ha CYCIIIbCTBO. X CKJIaJiHa IPUpPOJa Ta
3/IaTHICTb 3aMyTUTU MeXi MiX BiliCbKOBMMHU Ta HEBiliCbKOBUMHU [i-
SIMU POOJIATH iX Ay>Ke HeOe3MeYHNMU Ta CKJIaJHUMHU AJI KOHTPOJTIO.
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BIUIMB TiGPUAHUX 3arpo3 MPOSBISETHCSI Ha PI3HUX PIiBHAX CyC-
ninbeTBa. [MomiTHYHI cucTeMu, KpUTHYHA iHPpaCTPyKTypa, eKOHOMi-
Ka Ta colliajibHa CIUTITHEHICTh 3a3HAIOTh PU3UKY. MaHimy/s1ia iHpop-
Marli€eto Ta ge3inpopMallisa MaroTh HETaTUBHUN BILUIMB Ha TPOMAa/ICbKe
CIIpUWHATTSA, JOBIPy /10 iHCTUTYIIiH Ta CTabiMBHICTD EMOKPATUYHUX
TIPOLIECiB.

IBUAKUM TEeXHOJOTIYHUW MPOTpec Ta 3aJeXKHICTh CYCIILTbCTBA
Bizi ¢ poBoi iHPpaCTPYKTYpH 30LIBIIYIOTh BPa3IUBICTh 0 Kibepa-
TaK Ta MOPYUIEHHSI KPUTUYHOI iHpacTpyKTypu. EKOHOMiKa Takox
CTpaXkZla€ uepe3 BTPaTy iHTeJeKTyaIbHOI BIACHOCTi Ta EKOHOMIYHOT'O
HITUTYHCTBA.

BopoThba 3 ribpusHUMY 3arpo3aMy BUMara€ KOMIUIEKCHUX Ta
KOODAWHOBaHUX 3axofiB. [locuieHHs KibepOe3leKu, MOHITOPUHT
nAesiHpopMariii, criBmpansg MiXx pisHUME cy6’€KTaMU Ta MiABUIIEHHS
CBiZIOMOCTi € BaXXIMBUMH HaKTOpaMHU B IIbOMY ITPOIIEC.

HeobxizHo, 1106 CyCIIIbCTBO Ta YPSAAY IPUUHSIN 3aX0/H I 3a-
XHCTY Bifi riOpuAHNX 3arpo3 Ta 3MilfHeHHA cTilikocTi. TibKy depe3
criBIpaifto, iHpopMOBaHICTh Ta MPOGITAKTUYHI 3aXOAU MU MOXKEMO
JOCATTH CTabLIBHOCTI, 3aXUCTY JEMOKpATii Ta 61aromosyddsi HaIroro
CYCIILIBCTBA B Cy4aCHOMY JWHAMi4HOMY Ta ITOCTiHHO 3MiHIOI0UOMYCSA
6e3MeKOBOMY CEPEOBHUILL.

BIuiMB TiGpUAHUX 3arpo3 MPOSBISETHCA B 0araTboX acleKTax
cycrinbcerBa. [MomiTuuHi cucTeMu 3HaXOAATHCA MiJ 3arpo30i0, KpH-
TUYHa iHPPaACTPYKTypa MiJZAa€Tbcsd PU3UKY, EKOHOMIKa MOXe OyTu
ociabiieHa, a colliajbHa €IHICTb MOXKe OyTH ropyieHa. MaHimy/siis
indpopmarniero Ta sesiHpopmarliisa MaroTh ZecTabinizylounii BIUIUB Ha
rPOMAa/IChKY IYMKY Ta I0Bipy A0 iHCTUTYIIiA.

PazoMi3mIBUAKUM PO3BUTKOM TEXHOJIOTi Ta B3aEMOTIOB>sI3aHICTIO
CyCITLTBCTBA TiOPUAHI 3arpo3u CTalOTh Bee Oimbin ckaagaumMu. Kibepa-
TaKH, IOPYIIEHHA KPUTUYHOI iHYPaCTPYKTYPH Ta EKOHOMIYHHH IITTH-
TYHaK MalOTh CEpHO3Hi HAaCTiAKY /1 Ge3ITeKH Ta IPOLBiTaHHs.

Jna 60poTe6u 3 TiOpUAHMMU 3arpo3aMu MOTPiIOHMI KOMILIEK-
cHUl Habip 3axoziB. Lle BKItOYAE MOIMNIIEHHS Kibepbe3neku, 3Mill-
HeHHs MOTYKHOCTel BUABJIEHHA Ta pearyBaHHsA HA 3arpo3u, IOKpa-
IeHy CHiBIIpaIiio MiX ypAZaMy Ta CEKTOpaMU CYCIIIbCTBA, a TaKOXK
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MiZIBUIIIEHHS CBiZIOMOCTI TIpo ribpuHi 3arpo3u Ha BCiX PiBHAX Cyc-
MiJIbCTBA.

OpHOpigHUI Ta 3/1aTOKEHMH X/ € KIIIOYOBUM GaKTOPOM IS
eeKTUBHOTO 3aXUCTY BiZl Ti6pUAHUX 3arpo3. CyCHiIbCTBO TOBUHHO
TpalfoBaTh pa3oM, BUKOPUCTOBYBATH CBOi 3ZIiIOHOCTI Ta pecypcu Ta
aKTHUBHO 6paTu y4acThb y 60pOThOi 3 ITMMU 3aTPO3aMHU.

Y kiHIIeBOMY Mi/ICyMKY BaXKJIMBO PO3YMiTH, 110 TiGpU/HI 3aTpo3u
He € i30/TbOBaHUM SIBUIIEM, a € CKJIaIOBOIO AIMTHAMIYHOTO 6€31IEKOBOT0
cepeZioBHINA, B AKOMY MU KUBeMo. ToMy BaXXJIMBO IIOCTiHHO PO3BUBa-
TH HaIiri 3Z1i6HOCTi, 3MIIIHIOBATH CTiMKiCTb CyCIIIbCTBA Ta IpaIfoBaTH
Ha/l 3aXMCTOM HaIIoi IeMOKpaTii, CTaGLIbHOCTI Ta IMPOIBITAHHS.

ITogsaka

Lleit BHecoK OyB CTBOpEHMI B paMKaX HAaI[iOHAJIBHOT'O MPOEK-
Ty «[ligBuieHHa cTifikocTi CIOBaYYMHU 0 TiOPUIHUX 3arpo3 MUid-
XOM 3MII[HEHHA MTOTeHIiaIy IIyOJIiYHOTO YIPaBIiHHA», KOJ IPOEKTY
ITMS2014+: 314011CDW?7. Lle#t mpoekT ¢piHaHCyeTbca 3 EBpoIei-
CBKOTO COITiaIbHOTO GOHY.

CHMcoK BUKOPHCTAHOI JIiTepaTypu

1. Berzins, J. (2018). Countering hybrid threats: the European Union’s re-
sponse. Contemporary Security Policy, 39(3), 417-440.

2. Blighe, K., Lun, A. (2021). PCAtools: everything Principal Component
Analysis. Dostupné na internete. https://bioconductor.org/packages/re-
lease/bioc/vignettes/PCAtools/inst/doc/ PCAtools.html

3. Bruggemann, R., Koppatz, P., Scholl, M., & Schuktomow, R. (2022). Glob-
al cybersecurity index (GCI) and the role of its 5 pillars. Social Indicators
Research, 1- 19.

4.  Cavojsky, M., & Szalay, L. (2019). Hybrid Threats and Slovakia’s Security
Environment. In 31st International Scientific Conference on Economic and
Social Development - «Legal Challenges of Modern World» (pp. 491-500).
Varazdin Development and Entrepreneurship Agency.

502



10.

11.

12.

13.

Cifci, H. (2022). Comparison of National-Level Cybersecurity and Cyber
Power Indices: A Conceptual Framework. https://www.researchsquare.
com/article/rs-2159915/latest.pdf

Ciuperca, E. M., Donnelly, N., Gartland, A., & Stanciu, A. (2022). The Digi-
tal Divide in Education-Macrocultural Comparative Analysis between Ire-
land and Romania. IFAC-PapersOnLine, 55(39), 99-104.

Dragulescu, A. and Cole Arendt (2020). xlsx: Read, Write, Format Excel
2007 and Excel 97/2000/XP/2003 Files. R package version 0.6.5. htt-
ps://CRAN.R- project.org/package=xlsx

Eurépska rada a Rada EU (2023) Kyberneticka bezpe¢nost: ako EU bojuje
proti kybernetickym hrozbdm dostupné online: https://www.consilium.
europa.eu/sk/policies/cybersecurity/

Farahbod, K., Shayo, C., & Varzandeh, J. (2020). Cybersecurity indices
and cybercrime annual loss and economic impacts. Journal of Business
and Behavioral Sciences, 32(1), 63-71.

Koraug, A., Kurilovskd, L., Sisuldk, S. (2022). Zvy$ovanie kompetencii a
informovanosti pracovnikov verejnej spravy v kontexte sic¢asnych hybrid-
nych hrozieb. Praha: Relik (379-388).

Tuvsud: Audit kybernetickej bezpec¢nosti Dostupné na https://www.tu-
vsud.com/sk-sk/cinnosti/kyberneticka-bezpecnost/audit-kybernetickej-
bezpecnosti

Yerina, A., Honchar, 1., & Zaiets, S. (2021). Statistical indicators of cyber-
security development in the context of digital transformation of economy
and society. Science and Innovation, 17(3), 3-13

Wlachovsky, M., Vyhodnocovanie informac¢ného prostredia a strategicka
komunikdcia ako nastroj v boji proti hybridnym hrozbdm, MepoForum.sk,
2018. URL: http://mepoforum.sk/staty-regiony/europa/staty-eu-plus/
vysehradska-%204/slovensko/vyhodnocovanie%20informacneho-pros-
tredia-a-strategicka-komunikacia-ako-nastroj-v-boji-proti-hybridnym-
hrozbam-miroslav-wlachovsky

503



M58 MixkHapozHe CIiBTOBapHUCTBO Ta YKpaiHa B Cy4acHUX II06aIbHUX

IUBLUIi3alliliHUX IIpolecax: aKTyajJbHi €eKOHOMi4Hi, MOJiTHUKO-Ipa-
BOBi, 0€3IIeKOBi Ta COIiaJIbHO-TYMaHiTapHi acIeKTH: MaTepiaiu /o-
moBizielt Mi>kHapoZHOI HAyKOBO-TIPAKTUYHOI KOH}epeHIii (M. YKropof,
18-19 kBiTHA 2023 poky) / 3a 3ar. pez.: M.M. ITaninyak, M.M. Koposb,
B.B. XumuHens. Ykropoz: Bug-so Y:xxHY «['oBepia», 2023. 504 c.

ISBN 978-617-7825-98-1

V 36ipHUKY BUKJIaZIEHO MaTepiaiu JOMOoBiel yIacHUKIB MiXKHapogHOI HayKo-
BO-NIpaKTUYHOI KOH}pepeHTii «Mi>KHapoJHe CIiBTOBApUCTBO Ta YKpaiHa B cydac-
HUX [TI006aJIbHUX IUBLTI3alliHUX [IPOIlecax: aKTyaabHi EKOHOMIUHI, TIOJIITHKO-TIpa-
BOBI, 6€3IEKOBI Ta COIliaJbHO-TyMaHiTapHi acekTu» (M. Ykropoz, 18-19 KBiTHs
2023 poKy), ¥ AKUX PO3MIAAAI0THCSI PO3POOKU KOHKPETHUX HAyKOBO-TIPUKIaJHIUX
PEKOMeH/allili 1010 PO3B’sI3aHHsI CUCTEMHUX NPOOGJIEM, OKPECJeHHs CTpaTerid-
HUX TIPIOPUTETIB MOZAAbIIOI TpaHchOopMallii CyCIIiibCTBa i eKOHOMIKY YKpaiHu B
YMOBAX Cy4yaCHUX BUKJIMKIB.

YK 327(063):323.2(477)

Hayxose udaHHs

MDKHAPO/IHE CITIBTOBAPHICTBO TA YKPATHA B

CYYACHUX IVIOBAJIbHUX IIUBLII3ALIIMHUX TPOLIECAX:
AKTYAJIbHI EKOHOMIYHI, I[TOJIITUKO-ITPABOBI,

BE3ITEKOBI TA COLIAJIBHO-I'YMAHITAPHI ACITEKTI

Marepianu gonosizgeit MixkHapoAHOI
HayKOBO-TIPaKTUYHOI KOH}epeHIii
(M. Yxropog, 18-19 kBiTHA 2023 poky)

3a 3ae. ped.: M. M. ITaninuak, M. M. Kopoas, B. B. XumuHeus
TexHiunuil pedakmop: B. O. Cnigax

Tapuitypa CharterITC. ®opmar 60x84/16. YM.apyk.apk. 28,8. O6:.Buz.apk. 21,82.
3am. N2 53. Hakuaz 50 npum.

Pepaxmnitino-BugaBHuami Bigzain JIBH3 «Y:xHY»: 88000, Mm.Yxropoz,
ByJI. 3aHBKOBeIbKOI, 89. E-mail: dep-editors@uzhnu.edu.ua

BuzaBHUIITBO Y>KrOpOZCHKOr0 HAI[iOHAIILHOT'O YHiBEpCUTETY «[0Bepia».
88000, m. Yxropoz, Byi. KamitynpHa, 18.

Csidoymeo Cepis 3m N° 32 gid 31 mpaseHs 2006 poky



