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Abstract: The paper deals with ensuring the sustainability of the financial system and combating hybrid 18 

threats in relation to anti-money laundering and terrorist financing measures. International cooperation in 19 
the field of combating hybrid threats is only at the beginning and in many ways the experience of interna- 20 
tional cooperation in the fight against money laundering and terrorist financing, which is based on many 21 
years of experience in the institutional and legislative fields, could be used. Hybrid threats are constantly 22 
changing and evolving which means our response to them must also constantly evolve and adapt. The aim 23 
of the presented study is the analysis of the problem of legalization of income from criminal activity and fi- 24 
nancing of terrorism and their possible relationship with the fight against hybrid threats and maintaining 25 
the stability of the financial system. 26 
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1. Introduction 30 

The financial environment on a global scale with its manifestations of international 31 
interconnection and interdependence together with financial technologies not only 32 

maintain the pace of economic growth and international trade, but also expose the fi- 33 
nancial system to many new risks, mainly in the form of hybrid threats. Frequent cyber- 34 
attacks pose a high risk to the stability and sustainability of financial systems around the 35 

world. The necessity of strengthening resistance to hybrid threats and the sustainability 36 
of the financial system is the topic of the day. Exploring the critical intersection between 37 

the sustainability of the financial system and the ongoing fight against hybrid threats 38 
and the significant requirement that is being transformed into a system of anti-money 39 
laundering (AML) and counter-terrorist financing (CTF) measures in ensuring the integ- 40 

rity and sustainability of the global financial infrastructure. Recently, international ef- 41 
forts have been focused on the creation of regulatory frameworks and mechanisms 42 

aimed at combating money laundering and terrorist financing, which has also played a 43 
significant role in mitigating the broader risks associated with hybrid threats. This arti- 44 
cle provides an analysis of the multifaceted challenges that hybrid threats pose to the 45 

sustainability of the financial system. Ultimately, the sustainability of financial system is 46 
inextricably linked to its ability to adapt, evolve, and effectively counter emerging 47 

threats. By analysing the complicated and challenging relationship between hybrid 48 
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threats, money laundering, terrorist financing and the sustainability of financial systems, 49 
this article can open a debate and inform policy makers, financial institutions and securi- 50 
ty experts towards preparing, solving and creating effective scenarios to combat hybrid 51 

threats. 52 
The development of new technologies in recent years has fundamentally affected 53 

the security situation in the world. Hybrid threats are increasingly being discussed, 54 
which are defined as a set of coercive and subversive activities, conventional and non- 55 
conventional, military and non-military methods that can be used by state and non-state 56 

entities in a coordinated manner to achieve specific goals without a formal declaration of 57 
war and below the threshold of a usual response [1]. Even the war conflict in Ukraine 58 

shows how, in addition to direct military operations, many non-military means are also 59 
used, of which we can mainly mention enemy propaganda, support for extremism, use 60 
of national or religious communities dissatisfied with their position in society, support 61 

of criminal activities, but mainly attacks on critical infrastructure. The increasing dam- 62 
ages caused by cyber-attacks, along with their estimated rapid increase in the coming 63 

years, make it critical to study them and document their origins, effects, the APTs perpe- 64 
trating them, and the greater cybercrime economy. [2]   65 

By building human resources, technical capacities and implementing educational 66 

and communication activities, resistance to various forms of hybrid threats in the respec- 67 
tive domains can be significantly increased. System weaknesses in hybrid activities will 68 

be filled by a vulnerability audit and subsequent proposals for amending and supple- 69 
menting regulatory frameworks. In addition, Slovakia's resistance to hybrid threats will 70 
be increased by the implementation of a complex set of measures, which include optimi- 71 

zation of processes in public administration entities, increasing educational capacities, 72 
acquisition of new competencies and skills by public bodies through a system of profes- 73 

sional training. [3] 74 
   Experience from the fight against criminal activity shows the important role 75 

played by financial institutions. The sustainable fraud detection comprises the use of 76 

sustainable and ethical practices in the detection of fraudulent activities in the financial 77 
sector [4 - 8]. The research [9] objectives were to determine the impact of the exogenous 78 

construct on anti-money laundering implementation in banks. The impact of anti-money 79 
laundering (AML) regulations on economic growth, as well as how AML regulations af- 80 
fect the foreign direct investment (FDI) growth link for 165 economies worldwide, have 81 

been the subject of scientific studies [10 - 14]. It is no different with hybrid threats. On 82 
the one hand, the financial system can be used or abused in the financing of these activi- 83 

ties, and on the other hand, the financial system can be the target of hybrid threats, since 84 
in every society a healthy financial system has been the basis of the functioning of the 85 
economy. In recent years, also due to the influence of economic and political develop- 86 

ments, the issues of hybrid threats in the context of financial systems have started to be 87 
discussed, mainly from the point of view of their vulnerability and especially sustaina- 88 

bility. Political and economic developments due to globalization have brought new chal- 89 
lenges to which it is necessary to respond at the national and international level, as the 90 
research emphasizes, some specific measures should be taken to increase financial sus- 91 

tainability. [15]   92 
The aim of our contribution is to map the risks associated with financial systems 93 

and define measures for their sustainable protection with an emphasis on experience in 94 
the fight against money laundering and terrorist financing. When processing the contri- 95 
bution, we used scientific and professional articles on the given issue and available offi- 96 

cial sources of the EU and the Slovak Republic, which we subjected to analysis.  97 

                           2. Hybrid threats in relation to sustainable financial systems 98 

The challenge of hybrid threats has become a key aspect of security policy discourse 99 
[16] and activities associated with hybrid threats often require relatively complex financ- 100 
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ing, which is carried out through the existing financial system, which plays a similar role 101 
to money laundering or terrorist financing. Similar tools are used and often implement- 102 
ed by the same participants. Therefore, in this post, we will look for ways to use 103 

knowledge from the fight against money laundering and terrorist financing. 104 
As with money laundering and terrorist financing, it is true for hybrid threat fi- 105 

nancing that they copy legal procedures, and it is often difficult to identify them in the 106 
mass of legal transactions. The 1990s brought an increase in globalization and an in- 107 
creased movement of funds and capital was associated with it; initially this movement 108 

was directed from developed countries to developing and developing countries. In re- 109 
cent decades, the situation has changed, and China is currently one of the biggest credi- 110 

tors. Certain geopolitical ambitions are also associated with economic expansion. The 111 
European Union, built on economic integration, is currently in a situation where it has a 112 
centralized economic policy, but geopolitical issues and security are dealt with at the na- 113 

tional level. In this, it differs from other economic powers, in which the economy, for- 114 
eign policy and security form a whole, the EU has these activities divided and the ques- 115 

tion is to what extent it should increase their coordination. Currently, there is a debate in 116 
the EU about the further direction towards greater federalization or the strengthening of 117 
national elements. [17] 118 

One of the biggest problems in this area is the relationship with China as a global 119 
player, which officially became the largest creditor in the world, surpassing traditional 120 

official creditors such as the World Bank, the IMF or all the creditors of the OECD coun- 121 
tries together. Official Chinese loans and investments reach almost 10% of global GDP. 122 
Unlike other economies that are based on private ownership, Chinese capital is almost 123 

always controlled by the government. The main creditors are banks and enterprises 124 
owned or controlled by the state. [18]   125 

During the crisis in the Eurozone, Chinese capital became very attractive to EU 126 
member states, for example in the case of Italy they bought government bonds and in- 127 
vested in strategic enterprises. Portugal has become the country with the largest Chinese 128 

investment per capita. [19] The biggest problem with Chinese investments is their non- 129 
transparency. The unclear origin of financial flows and the ultimate owners of compa- 130 

nies operating in EU countries is a problem that was also addressed in the latest EU di- 131 
rectives related to money laundering and terrorist financing. Even before the military 132 
conflict in Ukraine some institutions drew attention to the risks associated with too high 133 

dependence on Russia especially in the field of energy raw materials and also on the 134 
transfer of some production activities to Russia. One of the main political tools of the EU 135 

and Western liberal democracies is the application of sanctions against countries with 136 
authoritarian regimes. However, many studies show that the success of these sanctions 137 
can be limited, if the sanctions concern private companies, which often do not share the 138 

official views of their government officials and try to circumvent the sanctions. Experts 139 
are still analysing whether sanctions can be effective when applied to large economies 140 

that have important mineral resources (Russia) or control supply chains (China). Supply 141 
chain disruptions during the Covid crisis have shown the vulnerability of many indus- 142 
tries. [7] 143 

3. Options for minimizing hybrid threats in relation to sustainable financial systems 144 

In relation to the threats facing financial systems, we must mention the develop- 145 
ment of financial technologies, which can be a source of potential hybrid activities. An 146 

important fact is that financial technology firms are often relatively small firms com- 147 
pared to traditional banks, but they can have a large impact on the healthy and sustain- 148 
able functioning of the financial system. Their effort to quickly obtain cheap capital can 149 

also be a problem, which can lead to a potential hybrid threat. Although banks still dom- 150 
inate the market for payment transactions, innovation in payments is often associated 151 

with non-bank firms located abroad. The security threats of these new payment systems 152 
should by no means be underestimated. [20]  153 
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Money laundering and terrorist financing are now considered a classic form of 154 
criminal activity that is connected to the functioning of the financial system. These activ- 155 
ities often lead to a chain of various illegal activities, from the financing of organized 156 

crime to the destabilization of governments and the violation of the integrity of financial 157 
institutions. 158 

To ensure the governments to act in the best interest of their citizens and to realize 159 
the United Nations Sustainable Development Goals (SDGs), governments and public 160 
sector entities need efficiently to prevent different organizational pathologies in which 161 

money laundering plays a very important role. [21]  162 
The financial system, which consists of financial institutions, markets, tools and 163 

services, which have the task of ensuring the smooth functioning of the state. An attack 164 
on such a system can have major destabilizing effects and seriously threaten the func- 165 
tioning of any industry. The financial market reacts to every threat, and confidence in 166 

the financial markets is extremely important for financial stability. It is trust that is the 167 
target of hybrid threats, whether through misinformation or a through specific attack on 168 

the banking system, growing civil unrest, a decrease in trust in financial markets, in- 169 
creasing withdrawals from banks and increasing the probability of an economic crisis. 170 
An attack on a bank, investment fund, telecommunications/ATM network, SWIFT or 171 

central banks would be a direct hit and could result in significant damage. It could be 172 
the failure of credit cards and other payment systems, the unavailability of online bank- 173 

ing, cash, payments and reliable bank account information. Banks may lose their ability 174 
to trade with each other and consequently all parts of society would be affected. As dig- 175 
itization increases, so do cyber-attacks on publicly listed financial services companies. 176 

Cyber-attacks affect all types of entities, and by July 2019, attacks against many public 177 
institutions in Spain, Germany, the United Kingdom, Finland, Lithuania, Bulgaria, and 178 

Croatia were reported. Large financial institutions are well aware of cyber risks and 179 
have built backup systems and taken measures to reduce vulnerabilities. Nevertheless, 180 
there are several reasons why the current level of protection may be insufficient from the 181 

EU's point of view. [22] Unlike potential man-made attacks, a hybrid operation may be 182 
better prepared to overwhelm the defence system and wreak havoc using artificial intel- 183 

ligence. The effect could be even more devastating if it were a coordinated hybrid opera- 184 
tion that would hit critical infrastructure and supply chains. [23] Subsequent recovery 185 
would require time, especially in case of damage, manipulation or unavailability of data. 186 

In modern world almost all financial activities are conducted in digital format and 187 
real physical money loses its meaning. The increased digitization of the financial system 188 

has highlighted cyber vulnerabilities where remote actors can interfere with national 189 
systems, often anonymously. The basic source of risk for the EU financial system is the 190 
already mentioned security policy under national competence. Financial requirements 191 

fall to the ECB, however, security issues, such as cyber-attack, fall under national securi- 192 
ty authorities. There is a lack of coordination between the ECB and national authorities, 193 

although attacks are reported to the ECB, but information from the ECB to individual in- 194 
stitutions is not provided. In this context, the ECB could play a more positive role and 195 
act as a mediator of information. One of the big challenges in the cyber protection of fi- 196 

nancial institutions is improving the quality of cooperation. Given the extensive finan- 197 
cial integration, an attack on a member state can have significant cascading effects with- 198 

in the EU financial system, and therefore one of the big challenges is precisely the im- 199 
provement of cooperation in the cyber protection of financial institutions. In addition, 200 
when assessing cyber-attacks, operational risks are mainly taken into account - they are 201 

mainly threats resulting from attacks by private criminal actors, i.e. individual attacks, 202 
and there is a lack of a certain systemic view, which would include coordinated hybrid 203 

threats targeting individual entities or the financial system as a whole, and consequently 204 
on the economy of the country. Another problem is that companies that have been at- 205 
tacked often cover up these attacks to avoid possible financial losses and bad reputation. 206 

Which, on the other hand, has the consequence that many companies may not be aware 207 
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of the seriousness of the situation and do not make sufficient use of the possibilities of 208 
insuring against these risks. [7] 209 

In connection with hybrid threats, it is necessary to use institutional and legal safe- 210 

guards against money laundering and terrorist financing. The fight against money laun- 211 
dering has been associated with 50 years of experience, which has been extended for 20 212 

years by the fight against the financing of terrorism. Despite many years of experience, 213 
issues related to money laundering and terrorist financing are still relevant and new 214 
challenges are emerging that need to be addressed.  215 

The financial system plays an important role in the development of the economies 216 
of individual countries, it is an important tool for the development of international eco- 217 

nomic relations, especially when it comes to international financial relations. From its 218 
beginning, the positive development in international financial relations was also accom- 219 
panied by various forms of abuse of the system for various illegal activities connected 220 

with money laundering and terrorist financing. These objectives, which have not been 221 
studied previously, represent an important contribution because real sustainable con- 222 

cerns in banking did not emerge until recently, mainly with the adoption of the Sustain- 223 
able Development Goals that should be reached by 2030. [24] 224 

In the last decade, there has been a significant rise of cryptocurrencies on the mar- 225 

ket. Many research provide high-level analysis of the intersection of the cryptocurrency 226 
sector with anti-money laundering (AML) regulations and the risk-based anti-money 227 

laundering systems maintained by financial institutions. [25 - 34] 228 
Virtual assets present unique anti-money laundering and countering the financing 229 

of terrorism (AML/CTF) risks that have historically been overlooked by global regula- 230 

tion. The potential of virtual assets as a new way of exchanging value and the need for 231 
effective AML/CTF regulation is intriguing, but emerging issues that will increase risks 232 

and the current global regulatory response, including reliance on centralized intermedi- 233 
aries, may be holding back this potential. [35] 234 

Anti-Money Laundering / Counter Financing of Terrorism (AML/CFT) broadly en- 235 

compasses regulatory requirements, acts and guidelines designed to curtail the practice 236 
of generating funds through unlawful or criminal activities. Several infringement notices 237 

were issued to market intermediaries due to provision breaches of the guidelines. Alt- 238 
hough policies and procedures have been tightened up to the level of satisfaction, as- 239 
sessing the effectiveness of AML/CFT legislation is still necessary. [36]   240 

Artificial intelligence has had a major impact on organisations from Banking 241 
through to Law Firms. The rate at which technology has developed in terms of tasks that 242 

are complex, technical, and time-consuming has been astounding. The purpose of this 243 
paper is to explore the solutions that AI, RegTech and CharityTech provide to charities 244 
in navigating the vast amount of anti-money laundering and counter-terror finance leg- 245 

islation so that they comply with the requirements and mitigate the potential risk they 246 
face but also develop a more coherent and streamlined set of actions. [37]   247 

The Financial Action Task Force (FATF) is an independent intergovernmental body 248 
that develops and promotes policies to protect the global financial system against money 249 
laundering, terrorist financing, and the financing of the proliferation of weapons of mass 250 

destruction. The FATF recommendations are recognised as the global anti-money laun- 251 
dering (AML) standard. However, more than 30 years after the inception of the FATF, it 252 

is not clear that the organisation's framework fully succeeds in realising its potential in 253 
mitigating the criminal abuse of financial institutions (FIs), even after it has shifted its 254 
focus from rule-based methods that are on their own deficient to an approach that 255 

adopts holistic risk-based assessments. Artificial intelligence (AI) has the potential to op- 256 
timise these risk-based assessments and make AML measures faster, cheaper, and more 257 

efficient for FIs. It can potentially help to identify risks and respond to, communicate, 258 
and monitor suspicious activity more effectively. [38 -44]   259 

In 1988, the United Nations Convention against Illicit Traffic in Narcotic Drugs and 260 

Psychotropic Substances was adopted, which aimed to support the international cooper- 261 
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ation of the organizations involved and the adoption of the necessary legislative and 262 
administrative measures. [45]  263 

In the following year, the international organization Financial Action Task Force on 264 

Money Laundering was established with the aim of analysing money laundering trends 265 
and how to minimize them. An important result of their activity was the formulation of 266 

40 recommendations to combat money laundering. These recommendations were sup- 267 
plemented by 9 recommendations related to the financing of terrorism. In February 2012, 268 
the FATF published revised recommendations that address issues such as the financing 269 

of weapons of mass destruction. This integrated 9 special recommendations on terrorist 270 
financing with anti-money laundering measures, resulting in a comprehensive set of 40 271 

FATF recommendations. Since 2012, the FATF has continued to refine and strengthen its 272 
recommendations to ensure that countries have the strongest possible tools to combat 273 
money laundering, terrorist financing and the financing of the proliferation of weapons 274 

of mass destruction. In June 2019, the FATF revised its standards to include binding 275 
measures for the regulation and supervision of activities and service providers related to 276 

virtual assets or cryptographic assets. In 2022, the FATF further strengthened the global 277 
beneficial ownership rules in the FATF Standards to prevent criminals from hiding their 278 
illegal activities and dirty money behind secretive corporate structures. We can consider 279 

FAFT's recommendations as a comprehensive strategy to combat money laundering and 280 
terrorist financing. FAFT currently has 39 member states (Russian Federation has sus- 281 

pended the membership since 24/02/2023) and cooperates with other countries within 282 
regional organizations. [46 - 47] 283 

Egmont Group is also an important organization in the fight against money laun- 284 

dering, which ensures cooperation in the safe exchange of intelligence information and 285 
experience between 170 national financial intelligence units. Financial intelligence units 286 

are uniquely positioned to support national and international efforts to combat the fi- 287 
nancing of terrorism. The sharing of financial intelligence is of paramount importance, 288 
and it is fundamental to international efforts to combat money laundering and terrorism. 289 

The Egmont Group supports the efforts of international partners and other stakeholders 290 
to implement the resolutions and statements of the UN Security Council, the Financial 291 

Action Task Force (FATF) and the G20 Finance Ministers. [48] 292 
Within Europe, the Committee of Experts for the Evaluation of Measures Against 293 

Money Laundering and Terrorist Financing - MONEYVAL, is a permanent monitoring 294 

body of the Council of Europe tasked with assessing compliance with basic international 295 
standards for combating money laundering and terrorist financing and the effectiveness 296 

of their implementation, as well as tasked with making recommendations to national au- 297 
thorities regarding the necessary improvements to their systems. Through a dynamic 298 
process of mutual evaluations MONEYVAL aims to improve the capacities of national 299 

authorities to fight money laundering and terrorist financing more effectively. MONEY- 300 
VAL aims to ensure that its member states have effective systems in place to combat 301 

money laundering and terrorist financing and comply with relevant international stand- 302 
ards. [49]  303 

The transformation of sustainability in global financial services aimed at addressing 304 

sustainability-related risks has been long overdue and is of fundamental importance to 305 
the future development of financial services. The call for sustainability transformation in 306 

financial services emerged from the Paris Agreement and the UN Sustainable Develop- 307 
ment Goal agenda [50]  308 

4. The EU in the fight against money laundering and terrorist financing 309 

The fight against money laundering and terrorist financing contributes to global se- 310 

curity, the integrity of the financial system and sustainable growth. The European 311 
Commission conducts risk assessments to identify and respond to risks affecting the EU 312 

internal market. It advocates the adoption of global solutions to respond to these threats 313 
at the international level. The European Union has adopted strong anti-money launder- 314 
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ing and anti-terrorist financing legislation that contributes to this international effort. 315 
The Commission ensures the effective application of this legislation by reviewing the 316 
transposition of the EU acquis and cooperating with networks of competent authorities 317 

[51 -56]. 318 
 The Treaty on the European Union provides the legal basis for the adoption of di- 319 

rectives on the approximation of the laws of member states, the subject of which is the 320 
creation and functioning of the internal market, including the adjustment of anti-money 321 
laundering measures. In order to ensure the proper functioning of the financial system 322 

and the internal market, European legislation was adopted. Given the changing nature 323 
of the money laundering and terrorist financing threat, supported by the constant devel- 324 

opment of technology and means available to perpetrators, there is still a need to adapt 325 

the legal framework in response to these threats. 326 

As part of the analysis of the problem of money laundering and terrorist financing, 327 

we will focus on the indicator defined by the global Basel AML index, which measures 328 

the risk of ML / TF (Money Laundering / Terrorist Financing) in countries using data 329 

from publicly available sources, such as the Financial Action group (FATF), Transparen- 330 

cy International, the World Bank, and the World Economic Forum [57]. A total of 15 in- 331 

dicators of countries' AML / CFT compliance at levels such as corruption, financial 332 

standards, policy disclosure and rule of law are combined into one overall risk score. By 333 

combining these data sources, the Total Risk Score provides a holistic assessment ad- 334 

dressing the structural as well as functional elements of a country's resilience against 335 

money laundering and terrorist financing. Scores are aggregated as a composite index 336 

using qualitative and expert ranking to create a final country ranking. The data should 337 

be read in conjunction with the analysis and description of the methodology and indica- 338 

tors. Without this background, the results can be easily misunderstood or distorted. The 339 

Basel AML Index does not measure the actual amount of money laundering or terrorist 340 

financing, rather it is aimed at assessing the risk of such activity. ML / TF risk is under- 341 

stood as a broad area of risk in relation to a country's vulnerability to ML / TF and its 342 

capabilities to counter them. The source of the data is the annual reports of The Founda- 343 

tion of the Basel Institute on Governance. The analysis of the Basel AML index itself co- 344 

vers the period from 2012 to 2020 in selected 23 EU countries and Great Britain. The av- 345 

erage value of the Basel AML index in the monitored period is 4.445±0.103, while Fin- 346 

land (3.019±0.341), followed by Estonia (3.163±0.383), Slovenia (3.593±0.229) and Bulgaria 347 

(3.761±0.260). On the contrary, the country with the highest ML/TF risk in the observed 348 

period is Luxembourg (5.584±0.445), followed by Greece (5.424±0.780), Italy (5.232±0.226) 349 

and Germany (5.113±0.445). Fig. 1 provides a graphical representation of the change in 350 

the value of the Basel AML index in the monitored period and in selected EU countries. 351 

 352 
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 353 
 354 

                            Figure 1. Change in the value of the Basel AML index in the monitored period from 2012  355 

                            to 2020 in selected EU countries 356 
 357 
As a part of the analysis, we will try to define the relationship between the risk of 358 

legalization of income from criminal activity and financing of terrorism (Basel AML) and 359 
the global indices CPI, EFI, SEDA and DBI, which will act as independent predictors. 360 

The basic problem is therefore the analysis of the relationship: 361 
 362 

2012 2020 ( , , , )Basel AML f CPI EFI SEDA DBI −=                                  (1) 363 

 364 
Therefore, the basic input predictors are the following selected global indices, 365 

which evaluate the risk of corruption, economic freedom, the prosperity of the country 366 

and the ease of doing business, i.e. predictors where we assume their significant influ- 367 
ence on ML/TF risk: 368 

1. CPI - Corruption Perceptions Index is an index that focuses on the perception of 369 
the existence of corruption among public administration officials and politicians and de- 370 
fines corruption as the abuse of public authority for personal gain. The index ranges 371 

from 0 to 100, with a value of 0 representing a very corrupt country and a value of 100 a 372 
country without corruption, or with a minimum of corruption [58]. The average value of 373 

this index in the monitored period from 2012 to 2020 in selected EU countries is at the 374 
level of 65,579±2,035, while the highest average value and thus the lowest level of cor- 375 
ruption are recorded from available sources in Denmark (89,222±1,374), Finland 376 

(87,000±1,675), the Netherlands (82.556±0.558) and Luxembourg (81.222±1.262). On the 377 
contrary, the highest average level of corruption is recorded in Bulgaria (42,444±0,950), 378 

Romania (45,222±1,574), Greece (46,000±2,578) and Hungary (47,778±3,233). 379 
2. EFI - Index of Economic Freedom by the Heritage Foundation evaluates countries 380 

based on twelve factors: Property rights, Judicial effectiveness, Government integrity, 381 

Tax burden, Government spending, Fiscal health, Business freedom, Labor freedom, 382 
Monetary freedom, Trade freedom, Investment freedom, Financial freedom [59]. The EFI 383 

Index evaluates the level of economic freedom based on the following 12 quantitative 384 
and qualitative factors grouped into four broad categories or pillars of economic free- 385 
dom: 1. Rule of law (property rights, government integrity, judicial effectiveness), 2. 386 

Government size (government spending, tax burden, fiscal health), 3. Effectiveness of 387 
legal regulations (freedom of business, labour freedom, monetary freedom), 4. Open 388 

markets (freedom of trade, freedom of investment, financial freedom). Each of the 389 
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twelve economic freedoms within these categories is rated on a scale of 0 to 100. A coun- 390 
try's overall score is derived from the average of these twelve economic freedoms, giving 391 
equal weight to each. The average value of the index of economic freedom in the moni- 392 

tored period from 2012 to 2020 is 69.595±0.809, while the highest average values are rec- 393 
orded in the countries of Ireland (78.356±1.727), Estonia (77.233±0.960), Great Britain 394 

(77.089±1.400), and Denmark (76.533 ±0.871). Conversely, the lowest average values of 395 
the EFI index in selected EU countries in the monitored period are in Greece 396 
(56.456±1.852), Croatia (60.944±0.854), Italy (62.133±0.891), and Slovenia (63.378±2.484). 397 

3. SEDA - Sustainable Economic Development Assessment. Based on the SEDA 398 
score, it is possible to examine to what extent countries are able to transform their wealth 399 

(expressed in per capita income) into prosperity. The results are displayed using an indi- 400 
cator called the wealth-to-prosperity ratio. This coefficient compares a country's SEDA 401 
score to the score that would be expected given the country's GNI (gross national in- 402 

come) per capita. Thus, the coefficient provides a relative indicator of how well a coun- 403 
try has transformed its wealth into the well-being of its population. Countries with a co- 404 

efficient of 1.0 generate welfare in line with what would be expected given their income 405 
levels [60]. Countries that have a coefficient greater than 1.0 provide a higher level of 406 
well-being than would be expected given their GNI, while countries below 1.0 generate 407 

a lower level of prosperity than would be expected. The average value of the SEDA in- 408 
dex in selected EU countries in the monitored period of 2012-2020 reaches the level of 409 

73.556±1.124. Among the countries with the highest value of the SEDA index are Finland 410 
(84.422±0.300), Denmark (83.978±0.245), Sweden (83.978±0.501), and Luxembourg 411 
(83.622±0.693). The countries with the lowest SEDA index value include Romania 412 

(56.900±0.939), Bulgaria (58.000±1.087), Greece (63.411±0.614), and Croatia (63.411±0.753). 413 
4. DBI – Doing Business Index. The methodology for quantifying the score is set in 414 

such a way that the percentile in which the economy is located is first calculated for in- 415 
dividual indicators. The arithmetic mean is then calculated from the results, which gives 416 
us information about the average percentile for each monitored dimension of the busi- 417 

ness environment [61]. The resulting order (ranking) of the countries is determined by 418 
re-averaging these average percentiles of the monitored dimensions for each economy 419 

and mathematically ordering them from the smallest to the largest percentile. The eval- 420 
uated areas and indicators include: Starting a business, Dealing with construction per- 421 
mits, Getting electricity, Registering property, Getting credit, Protecting minority inves- 422 

tors, Paying taxes, Trading across borders, Enforcing contracts, Resolving insolvency. 423 
The average value of the DBI index in selected EU countries in the monitored period of 424 

2012-2020 reaches the level of 75.441±0.677. The countries with the highest value of the 425 
DBI index, i.e. countries with a simple business environment, include Denmark 426 
(84.756±0.312), Great Britain (83.533±0.409), Sweden (81.978±0.223), and Finland 427 

(80.378±0.551). The countries where the DBI index acquires the lowest value in the moni- 428 
tored period are Greece (66,289±1,643), Luxembourg (68,667±0,942), Croatia 429 

(70,467±2,749), and Hungary (70,922±1,964). 430 
We apply neural networks and the STATISTICA program to the analysis of relation 431 

(1) within the submitted contribution. An artificial neural network (ANN) is made up of 432 

mathematical neurons, primitive units, where each one processes weighted input signals 433 
and generates an output. A neural network represents a topological arrangement of in- 434 

dividual neurons into a structure that communicates using oriented graded connections. 435 
Thus, each artificial neural network is, among other things, characterized by the type of 436 
neurons, their topological arrangement and the strategy of adaptation during training 437 

(learning) of the network. We demonstrate the basic idea of the term neural network 438 
based on the principle of the most commonly used feedforward neural network. It is 439 

called forward because the signal propagates unidirectionally from the input to the out- 440 
put of the network. We divide the data file intended for analysis into: 441 

- training set of data – a randomly selected part of data that is used for learning 442 

the network, 443 
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- test set of data – another part of data that is used to stop training so that the 444 
network is not overdetermined, 445 

- validation set of data – the remaining part of the data on which we will verify 446 

the final quality of the model. This is data that was not available to the model 447 
either during training or during testing. 448 

In the case of poorly chosen sets, there may be problems with the resulting model - 449 
e.g. the model may be over specified for one of the data sets. In general, if the network 450 
contains a small number of neurons, its ability to capture and describe the dependencies 451 

in the training data is weaker. If, on the other hand, the network contains too many neu- 452 
rons, this network will probably have no problem finding and representing dependen- 453 

cies in the training data, but its ability to generalize, that is, the ability to find the correct 454 
result on new data, may be worse. We call such a phenomenon overfitting of the net- 455 
work. Overdetermination can occur when the model contains too many input parameters 456 

and relatively few observations. The goal is therefore not to maximize network perfor- 457 
mance on training data, but a reasonable compromise between training performance and 458 

the ability to generalize knowledge in new data. Therefore, it seems important to divide 459 
the data into the three basic groups mentioned above. Typically, this division is made in 460 
the ratio of 50-25-25, or 75-15-15. The performance on each of these sets is then reported 461 

in the results, while we generally choose a model that does not have too large fluctua- 462 
tions on individual sets. Due to the prevalence of this approach to data analysis, we will 463 

not deal with the theoretical side of the issue of artificial neural networks in more detail. 464 
In total, more than 3700 different artificial neural networks were analysed, while the 5 465 
most suitable networks (ANN1 to ANN5) were used for the analysis of the investigated 466 

problem, the basic characteristics of which are listed in tab.1. 467 
     Table 1.  Basic characteristics of applied neural networks 468 

Statistics ANN1 ANN2 ANN2 ANN4 ANN5 

Network name MLP 4-22-1 MLP 4-26-1 RBF 4-13-1 MLP 4-4-1 MLP 4-26-1 

Training performance 0.735386 0.636932 0.551740 0.605559 0.631275 

Test performance 0.695341 0.646213 0.510110 0.677413 0.573129 

Validation performance 0.600524 0.454051 0.364583 0.586650 0.387612 

Training error 0.136460 0.176423 0.212416 0.188096 0.178552 

Test error 0.167681 0.209995 0.241033 0.181624 0.217556 

Validation error 0.147947 0.185556 0.294384 0.160012 0.201938 

Training algorithm BFGS 71 BFGS 38 RBFT BFGS 19 BFGS 83 

Error function SOS SOS SOS SOS SOS 

Hidden activation Tanh Tanh Gaussian Logistic Tanh 

Output activation Identity Tanh Identity Logistic Sine 

 469 
The best characteristics of the generated neuron structures are shown primarily in MLP 470 
networks (Multilayer Perceptron) and in one RBF network (Radial Basis Function). Arti- 471 

ficial neural networks are defined in the hidden layer by a minimum of 4 and a maxi- 472 
mum of 26 neurons. The sum of squares function is used as the error function in all gen- 473 

erated networks. Gaussian function, Logistic function or. Hyperbolic tangent and to ac- 474 
tivate the output function, constant function, logistic function, hyperbolic tangent func- 475 
tion or sine function. 476 

To select the most suitable neural network (ANN1 - ANN5), we apply basic deviations 477 
between the values calculated using neural networks and real data. We present these 478 

basic statistical characteristics of deviations in tab. 2. 479 
 480 
Table 2.  Descriptive statistics of deviations of applied neural networks 481 

Variable ANN1 ANN2 ANN3 ANN4 ANN5 
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Valid N 216 216 216 216 216 

Mean -0.368% 0.480% -0.367% 0.817% 0.221% 

Median -1.905% -0.173% 0.079% -0.655% -1.111% 

Minimum -34.068% -33.134% -43.388% -35.581% -30.691% 

Maximum 37.048% 40.478% 35.589% 43.192% 40.098% 

Lower Q -8.012% -8.108% -9.984% -8.820% -9.578% 

Upper Q 6.803% 9.437% 9.114% 9.041% 8.902% 

Range 71.116% 73.612% 78.977% 78.773% 70.789% 

Quartile R 14.815% 17.546% 19.099% 17.861% 18.480% 

Std.Dev. 12.630% 13.997% 14.730% 13.851% 14.189% 

Skewness 0.345926 0.334813 0.018631 0.466462 0.387799 

Kurtosis 0.648217 0.293565 -0.098713 0.474595 0.103286 

 482 
The smallest deviation of the predicted and actual data is shown by the neural network 483 

ANN5 (MLP 4-26-1) and reaches 0.221±1.892% with the second highest value of the non- 484 
parametric shows position measure, which is the median at the level of -1.111%. This 485 
analysed neural network also the lowest value of the range, i.e. the difference between 486 

the minimum and maximum value at the level of 70.789% with the smallest minimum 487 
value at the same time (-30.691%). However, the interquartile range of the deviation 488 

shows the second highest value (18.480%) and also the second highest value of the stand- 489 
ard deviation (14.189%). If we analyse only the validation group of data (N=32) of the 490 
neural network ANN5 (MLP 4-26-1), then the average deviation value is 1.391±5.176% 491 

with a median value at the level of 1.542%. The value of the margin of deviation is 492 
64.188% and the value of the interquartile range is 18.887% for this network. ANN3 (MLP 493 

4-4-1) shows the second lowest average deviation of predicted and real values for the en- 494 
tire data set at the level of 0.367±1.964% with the lowest value of the median deviation at 495 
the level of -0.079%. However, the minimum deviation value represents -43.388% and the 496 

deviation range represents the highest value compared to the other considered neural 497 
networks and reaches 78.997% with the highest value of the interquartile range at the 498 

level of 19.099%. Based on the results shown in tab.2 and at the same time based on the 499 
analysis of deviations between predicted and real data of individual data groups (train- 500 
ing, testing, validation), we will choose the ANN5 neural network (MLP 4-26- 1). 501 

The first partial conclusion of the analysis is the result of the sensitivity analysis. 502 
From the above analysis, it follows that the most significant predictor in terms of model 503 

(1), which significantly affects the conditional value of the studied variable Basel AML, is 504 
the global CPI index, which, as we have already stated above, focuses on the perception 505 
of the existence of corruption among public administration officials and politicians and 506 

defines corruption as the abuse of public power for personal gain. The share of this index 507 
(CPI) in the total change in the Basel AML value is 37,620%. The second most significant 508 

regressor within model (1) is the global SEDA index with a share in the change in the 509 
value of the investigated variable at the level of 27,860%. The third most important re- 510 
gressor of model (1) is the global DBI index with 20.866% influence, and finally the 511 

smallest influence is the index of business freedom, i.e. the global EFI index with 13.654% 512 
influence. The analysis of the selected interrelationships of the input variables (CPI, 513 

SEDA, DBI, EFI) and their influence on the change in the value of the investigated re- 514 
sponse, which is the global Basel AML index, is presented in Fig. 2 to Fig. 4. 515 

Graphic representation of the two most significant predictors of the model (1) that 516 

influence the change in the value of the Basel AML index is the perception of the risk of 517 
corruption among public administration officials and politicians and defines corruption 518 

as the abuse of public power for one's own benefit, expressed by the CPI index and the 519 
ability of countries to transform their wealth into prosperity , while this ability is defined 520 
by the global SEDA index in the monitored period of 2012 to 2020 in 23 selected EU coun- 521 
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tries and Great Britain is shown in Fig. 2. The first conclusion, which is based on the na- 522 
ture of the used predictors, is the fact that by increasing the value of the CPI index, i.e. a 523 
lower level of corruption risk, the value of the Basel AML index decreases globally. At 524 

the same time, Fig. 2 shows the dominant influence of the CPI index on the overall 525 
change of the monitored variable. Fig. 2 further shows that even if the value of the SEDA 526 

index is at its maximum level, and at the same time the CPI index is at the lower interval 527 
of values, the risk of legalization of income from criminal activity is minimal. At the same 528 
time, the smallest predicted value of the Basel AML index is at values of the CPI index in 529 

the interval of about 65 to 72 and subsequently at the maximum values of this index. On 530 
the other hand, the maximum predicted value of the risk of legalization of income from 531 

criminal activity and financing of terrorism is at the maximum value of the SEDA index, 532 
i.e. in the case where countries are able to transform their wealth into prosperity very ef- 533 
fectively, but at the same time there is the highest risk of corruption, which is expressed 534 

by the minimum value of the CPI index. 535 
 536 

 537 

Figure 2 Predicted impact of the global CPI and SEDA indices on the change in the value 538 

of the Basel AML index 539 

The second analysed pair of predictors of model (1) and their influence on the con- 540 
ditional predicted value of the Basel AML index is the CPI index and the DBI index, 541 

which essentially expresses the ease of doing business (Fig. 3). Even in this case, it is 542 
possible to identify a significant influence of corruption risk perception (CPI) on the 543 

change in the value of the ML/TF problem (Basel AML). 544 
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 545 

Figure 3 Predicted impact of the global CPI and DBI indices on the change in the value 546 

of the Basel AML index 547 

Fig. 3 shows that the minimum predicted values of the Basel AML index are 548 
achieved in the case of the lowest level of corruption risk (CPI) and at the same time a 549 

high value of the DBI index, i.e. in countries where the business environment is simple. 550 
The minimum ML/TF risk values are therefore at a value of the CPI index greater than 551 
65 and at a value of the DBI index higher than 83. On the contrary, the highest values of 552 

the predicted value of the Basel AML index are observed at a value of the DBI index 553 
lower than 63, but also in the case if the business environment is simple but at the same 554 

time there is a high risk of corruption by civil servants and politicians. 555 

The last analysed pair of predictors of model (1) and their influence on the change in the 556 

ML/FT perception value (Basel AML) is the global index SEDA and EFI, i.e., freedom of 557 

business (Fig. 4). 558 

 559 



Sustainability 2023, 15, x FOR PEER REVIEW 14 of 19 
 

 560 

Figure 4. Predicted impact of the SEDA and EFI global indices on the change in the val- 561 

ue of the Basel AML index 562 

Fig. 4 shows that the predicted value of the Basel AML index, i.e. the highest level of 563 
ML/FT risk is at high values of the EFI index, i.e. in countries with a high degree of busi- 564 

ness freedom. At the same time, however, it is necessary to be aware of the fact that 565 
ML/TF risk has an increasing tendency even in countries that have a low level of busi- 566 

ness freedom, but at the same time the value of the SEDA index, i.e. the country's ability 567 
to transform its wealth into prosperity, is decreasing. The ML/TF risk prediction prob- 568 
lem is a complex problem, and within the analysis we focused only on the basic input 569 

factors that could influence the value of the Basel AML index. 570 

5. Conclusions 571 

In the current era, which has typical manifestations of interconnectedness and in- 572 

terdependence within the global financial system, manifestations and risks of hybrid 573 
threats are becoming more frequent. The sustainability and stability of financial systems 574 
in the global environment is destabilized through cyber-attacks to terrorist financing. 575 

The comprehensive research carried out in some contexts revealed the interdependen- 576 
cies of the sustainability of the financial system and the ongoing fight against hybrid 577 

threats. The key role played by anti-money laundering (AML) and anti-terrorist financ- 578 
ing (CTF) measures as an integral part of ensuring the integrity and existence of the 579 
global financial infrastructure was emphasized.  580 

An important step and contribution were the implementation of the international 581 
community in the form of the creation of regulatory frameworks and mechanisms to 582 

combat money laundering and terrorist financing. The United Nations Sustainable De- 583 
velopment Goals (SDGs), adopted in 2015, are the most relevant global agreements on 17 584 
of the most important issues that are crucial to all countries and their societies. The 585 

achievement of all SDGs requires a reduction in the scale of money laundering destabi- 586 
lizing domestic economies. [62]. 587 
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The impact of these measures was not only aimed at limiting illegal financial flows, 588 
but also aimed at mitigating the impact of hybrid threats. However, our contribution re- 589 
vealed persistent challenges and vulnerabilities in the financial system, especially due to 590 

permanent developments in the area of malicious attacks and threats, which need to be 591 
responded operationally and systematically in the innovation process of AML and CTF 592 

measures. In this context, it is important to emphasize that the sustainability of the fi- 593 
nancial system is the joint responsibility of representatives of the state sector, legislators, 594 
regulators, financial institutions, and security and IT experts and their holistic and adap- 595 

tive approach to the sustainability of the financial system. By analysing the complicated 596 
connections between hybrid threats, money laundering, terrorist financing and the fi- 597 

nancial system, current challenges for stakeholders have been raised, which can result in 598 
informed decision-making, support of cooperation between stakeholders, better deci- 599 
sion-making process directed towards such innovations that will minimize impacts and 600 

consequences hybrid threats. 601 
  Hybrid threats have become an everyday part of our society, and therefore the 602 

fight against hybrid threats must be continuous and comprehensive. The EU and NATO 603 
have adopted a number of measures that we have also implemented in our practice. We 604 
cooperate closely at the international level, but also at the national level. The agenda of 605 

the fight against hybrid threats is a priority of several ministries, of which the Ministry 606 
of Foreign Affairs and European Affairs of the Slovak Republic, the Ministry of Defence 607 

of the Slovak Republic and the Ministry of the Interior of the Slovak Republic have the 608 
most significant share. In recent years, several fundamental documents have been 609 
adopted that regulate the fight against hybrid threats. In 2022, the Action Plan was 610 

adopted, which deals with the most important tasks that the company must solve in six 611 
segments. An important role is also played by the academic sector, which participates in 612 

the analysis of the situation, proposes measures and helps in their implementation. We 613 
see an irreplaceable role in the education of citizens of all age categories, especially in 614 
developing their critical thinking and resistance to misinformation that currently sur- 615 

rounds us. In these contexts, it is necessary to emphasize the significance and im- 616 
portance of education in the areas of AML, hybrid threats and sustainability, to which 617 

several scientific research and publication outputs are devoted. [63 - 65]. It is also im- 618 

portant that the measures are accepted and supported by most of the population.  619 
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